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strings /grep/diff

H:\Datasets>strings 20040517 homelSP.pcap | more

Strings v2.4
Copyright (C) 1999-2007 Mark Russinovich
Sysinternals - www.sysinternals.com

OhF

M@y

7bs

7197

MICROSOFT NETWORKS

WINDOWS USER

Microsoft Security Bulletin MS03-043
Buffer Overrun iIn Messenger Service Could Allow Code Execution
(828035)

Affected Software:

Microsoft Windows NT Workstation
Microsoft Windows NT Server 4.0
Microsoft Windows 2000




011 Hex Editor
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D-dELoTT Ewallor— assor  djsirwnn

el P A LAY e ) —
BX | startup INSEEURE—Mag—lS.pdf.x_,I

Cpen Files
Cil\Glant DemolINSECURE-Mag-15.pdf || goooh: 25 S0 44 46 2D 31 ZE 35 OA 20 30 20 &6F 62 &AL  %PDF-1.5.4 O ohj

¢ Favorite Files 0010h: 20 3C 3C 04 2F 4C 65 6E 67 g5 20 31 32 30 20 <<./Length 120

? Recent Files 0020h: 20 20 20 20 20 20 OA 2F 46 §C 74 65 72 20 ZF ./Filter /
Bookmarked Files 0030h: 46 6C 61 74 65 44 65 63 6F 65 04 3E 3E D& 73 | FlateDecode.>>.s
0040h: 74 72 &5 &1 6D OAL 78 DAL ED 4D OA 83 40 OC 85 | tream.xT.EM.FR..
0050h:| F7 73 84 5C 60 Dz F7 4C 74 40 41 BA EC 19 5C | +afy O:Lt<@BA®i.)
O080h:| BES 92 32 F7 DF 74 AA 4E 19 41 1z 48 F& DE OF | ,’2:Gt3N..A.Hsb.
0070h:| O5 65 25 11 0L EF E7 33 ES 8B 90 5C 28 OA D& | .ef(..i-3.fk.%(.@
0080h:| OE ZA 52 00 EC F7 S0 F3 5F SE FE 83 E4 70 0z | .*R.1:P6_.Ipfap.
0090k:| §F D7 4L 79 7E C2z 3B 48 E3 44 33 1D 69 92 BC | .=Jy~L:H30D3.i'w
O0AOh:| 53 74 FA OS5 Z0 4B 91 A6 EF DC 34 91 7B DE 59 | Szu. KYoAfTa~(dY
O0BOh:| SC 55 8D O3 34 4D 7E BE EO C5 15 34 93 65 6E | EU..:MH~»&.h.3%en
00COh:| 64 73 74 72 65 61 6D OL 65 64 6F 62 6L OA 33 | dstream.endchi.3
O0DOh:| 20 30 20 6F 62 64 20 3C 3C ZF 54 79 70 65 20 | 0 ohj <<./Type
OOEOh:| 2F 50 61 67 65 OL 2F 43 &F 74 65 G6E 74 73 20 | /Page./Contents
OOFOh:| 34 Z0 30 Z0 52 OL 2F 52 &5 8F 75 72 63 &5 73 | 4 0 R./Resources

Files Explarer 0100h: 20 32 Z0 30 20 52 0OA ZF 4D 634 69 61 42 6F 78 2 0 R./MediaBox

— 5% |0110h: 20 5B 30 20 30 20 35 39 34 39 35 39 20 35 34 [0 0 594,989 =54
= 0120n: | 31 2E 39 37 358 5D D4 2F 50 7z 65 G6E 74 20 35  1.978]./Parent 5
Type | Walue l: 0130h:| 20 30 20 52 OA 3E 3E Z0 &5 84 6F 62 GA OA 31 | 0O R.»> endobj.l

Signed Byte 37 0140h:| 20 30 20 6F 62 6L 20 3C 3C 2F 54 79 70 65 20 | 0 ohj <<./Type
Unsigned Byte 37 0150h:| 2F 53 4F 62 6L 65 63 74 OL 53 75 62 74 79 70 | /XChiect./Subtyp
Signed Shart 20517 0160h: 65 20 2F 46 6F 72 6D 0L 2F 6F 72 6D 54 79 70 e fForm./FormTyp
Unsigned Shart 20517 0170h: 65 20 31 04 2F 50 54 45 55 45 69 6C 65 4FE 61 | e 1./PTEX.Filela
Signed Int 1178882085 0180h: 6 65 20 28 2F 74 6D 70 2F 64 66 6C 61 62 2F | me (/twmp/pdflab/
Unsigned Int 1178852085 0190h:| 74 65 6D 70 66 63 &C 65 30 70 64 66 29 O 2F | tempfiled.pdf)./
Signed Into4 383205440346 1042213 D1A0k: 50 54 45 58 2E 50 61 67 65 4E 75 6D 62 65 72 20 | PTEX.PageNumber
Unsiamee) it |[SRREIHIEGITERIE O1BOh: 31 Oh 2F 50 54 45 58 2E 49 66 6F 44 63 63 74 | 1./PTEX.InfoDict
E'guagle 1?55?6;1'3:00?99018_52 D1COh:| 20 36 20 30 20 52 20 0L 2F 61 74 72 69 78 20 £ 0 R ./Matrix
prerem SbPDF-1,50 0 obf <<Cl.. 01DOh:| SE 31 2E 30 30 30 30 30 30 30 20 30 2E 30 30  [1.00000000 0.00
‘~||01E0n: 30 30 30 30 30 30 20 30 2ZE 30 30 30 30 30 30 000000 O,0000000

lrirada L lmimimiml, 1 ]
=] ko | [%2] variables ‘ (| Bookmarks ¢ |01FOL: 30 20 31 2ZE 30 30 30 30 30 30 30 20 30 2ZE 30 0 1.00000000 0.0

Opened file "2 Documents and Settingsidol 157 DeskiophGiant DemoyINSECURE-Mag-15. pdf, Pos: 0 [0h] Yal: 37 25h 00100101bh |Size: 11780393 |[ANST LIT | |OWR
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ength 120 AFilt
er <Flatelecode.>> str
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RO = 4.endstrea
m.endobj.3 0 obj <<.-T
vpe sPage. Contents 4

0 R.-Fescurces 2 0 R.~
MediaBox [0 0O 594.989

841.978].-FParent 5 0 R
2roendobijll 0 obj <<,
AType /HObject. Subtvp
e sForm. -FormType 1.-P
TEX.FileName (~tmp-pdf
lab tempfilel.pdf) . PT
E¥X.PageMNumber 1.-PTEX.
InfoDict 6 0 R ./Matri
® [1.00000000 0O.000000

00 0.00000000 1.000000
nn N AnNannnnn N nnnnnn

"8 INSECURE-..

Fffset: 184 [0x00000088]

#BIT Signed Byte

#BIT Unsigned Byte
15T Signed Shark
15T Unsigned Shart
3ZHT Signed Long
28T Unsigned Lang
S4BT Signed Quad
S4BT Unsigned Quad
3BT Float

-32

224

3040

3040

365235168

365235168
7549261687 320060045
7549261687 320060045
7.9580402e-020

Fompare Results

Al R |

Source '8

|

Caount %

Court [ Target

B8 Fin

4-..« Bookinarks
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WinHex

= winHex - [Drive H:]
<g File Edit Search Posiion Miew | Tools Specialist  Options

NEM S <=} Disk Editor... F3
kemel32.dl | Hard disk 0| Hard disk 0, P. :
H:%Program Files

<t B Editer... Alt+FI

File M anager

Window Help
— <&

Ligt Clusters. ..
Re-Scan Cluster Chains

A
A

O 4 r i E

| Dirive H:
Ofiles, 16 directories P

8 &

53% free
MTFS

Invake Text Editor Initialize Free Space. ..

zed |.-'1‘«ttr. |A State:

- . ..
| Filename | ariginal

Undo level: 1]
Undo reverses: nda

|Jzed zspace: 1.9GE
2 026,643 456 bytes

Free space: 21 GE
2,275,143 680 bytes

Total capacity: 4 0GB
4.301.787.1 36 bytes

Invake Wiewer  Shift+F3
ffl Calculatar Alt+Fa
Hex Converter... Fa

j:) Analyze Block
Calzulate Hazh...

Initialize Slack Space...
Initialize MFT Recards. .

2003 19:3%:38
(002 19.710:56
CO03 21:39:01
PO03 19:38:41
(002 20:710:54
PO02 1326:32
(002 145017

25.08.2002 13:35:29

|| Cuberlink

| InstallShield Installation [nfor...
|| Internet Explarer

|| Messenger

|| microzoft frontpage

|| Movie Maker

| M5H Gaming Zone

Dff=et n 1 2 3 4 5 & ¥ 8 9

OEDE33000 |49 4E 44 58 28 00 09 00 A8 7B
NEDE93010 |00 o0 00 00 00 0O o0 o0 28 00
NEDE92020 |EE OF 00 00 00O 0O 00 00 4B 00
OED&98030 |00 00 00 00 C2 01 73 00 00 0O
NED&98040 | 7C 0D 00 00 00O 0O a5 7?C 70 00
NED&92050 | 7B 0D 00 00 00O 0O 01 00 90 C4
NED292060 |90 &4 AF EB 87 04 C3 01 90 64
NEDS93070 |20 64 AF EBE 87 04 C3 01 00 0O
NED&92080 |00 o0 00 00 00 0O 00 00 o0 ao
OEDE92090 | 0C 01 432 00 eF 00 &D 00 &D 00
OEDS980A0 | 46 00 69 00 6C 00 &5 00 73 00
NED&980E0 | 7C 0D 00 00 00 0O @5 ?C 68 00
NEDE920C0 | 7B 0D 00 00 00 0O 01 00 90 C4
OEDE330D0 | 90 64 AF EB 87 04 C3 01 90 64
NEDS930ED | 20 64 AF EE 87 04 C3 01 00 0O
NEDE920F0 |00 00 00 00 00 00 00 o0 o0 ao
OEDE98100 |08 02 43 00 4F 00 4D 00 4D 00

Sector 7783616 of 34015925 Offset:  ECE33000

B Clane Disk. . Chri+D
E, File Recovery by Hame...
i‘:‘l File Recovery by Tupe. ..

Fa
Chl+F2

Start Center... Enter

4 02002 20251 Set Digk Parameters. .

24.08.2002 20:19:52  24.08.2002 20:19:52

4 B © D E F

1F 49 00 00 00 00
oo o0 E0 05 00 00
01 o0 C2 01 72 00
oo o0 oo 0o o0 oo
54 00 00 0O 00 00
Al 6D A4 4B C2 01
AF EB 87 0A C3 01
oo o0 o0 0o o0 oo
oo 10 00 0O 00 oo
6F 00 &E 00 20 00
oo oo 00 o0 o0 Qo M. of windows:
52 00 00 00 00 o0 . b ode:

Al 6D AA 4B T2 01 Aimdkh C
AF EB 87 0A C3 01 . L
oo o0 o0 0o o0 oo
oo 10 00 0O 00 oo
AF 00 4E 00 7E 00

=73 | Block: ED833092 - EDB330AT | Size:

|
ﬂ Bytes per cluster:

Free clusters:
Total clusters:

4.036
555,455
1.050.241

Bytes per zector: L
Total no. of sectors2. 401,928

Bccess W ||7_3'%J|

1 min. ago

Q72952
Program Files
H:*

Last scanned:
Cluster Mo.:

Wwfindow #:

g Bit [£]: 73
16 Bit [+]: 20041
32 Bit [x): 1430571497

g

SCOM KON ™,

http://www.x-ways.net/pics/winhex.gif
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Wireshark

http://code.google.com/support/bin/answer.py?answer=71567
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Address |HEH dump

|AscII

Analysing MOTEPAD: 77 heuristical procedures, 516 calls to known, 157 call: to guessed functions

Registers (FPUI

HRREHHER
BEAFFFER
TCAEEESS

BEATFFCY
BEATFFFA

B1aa72e0

BEAREZ4E

ERROF_ALRERDY_EXISTS [@@@@@EET ]

1. BEEEEHEEEEHDEHEADEEE
1. BEAEAEEREAREREADEAE

1

Pauged




IDA Pro
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F-Secure Malware

W32/Bagle. AG@Emm
Buildup #1

http://www.f-secure.com/weblog/archives/00000662.html




Zynamics BinDiff

Project Help

[,:_E: [é. Eﬁ @ @“Ja E) @{ Search |jp Regular Expression Case sensitive
Flowgraph | Assembler

{J& & & & 1 = sub_41ED06 G{ R & & ™ sub_4ZB98E
' primary | secondary

004 1ed0E 0042b98e

edl6 ebx boge ebx

ed0? esi bosf esi

ed0s edi bo90 edi

edd9 edi, [esprarg_4] bo91 edi, [esprarg_4]

edod edi bo9s edi

edle 4 bo9& 4

edl0 [esp+8+arg_0] bo93 [esp+8+arg_0]1

edls ds:004010ESASNIPERDeCUI 2Val bo9c d =2004010ESASN1PERDecU32Val
edla eax,eax b9a2 B @, e ax

edlc short 0041EDS4] oc_41ED54 b9a4 short 0042E90410c_42B9D4

-, .,
. ™

ood1edie 00420925

edle dword ptriedil] boas dword ptriedil
edz0 eax, [edil hoag o

ed22 eax,0Eh h9aa ebx

ed2s short 0041EDS541o0c_41ED54 boah ] short D042B3CB1 oc_42B9CE

-‘"'"‘--..__

0041ed2?

ed27? xor ebx,ebx
ed29 test eax,eay
ed2b jbe short D041E0

004 1edzd 0042b3ad

ed2d lea esi, [edi+4] lea esi, [ed1+4]

http://www.zynamics.com/content/_images/bindiff_scr2.gif




Zynamics BinNavi

.!' -ﬂl'--ﬂilqh.

R R -"\Ga o R e ,-f'.," L ﬁ"::l..'. ::{ ,-':_b,r ety ..l 'ﬁ.'l i

P i i

- -
=11 L o
__AIDR FL T

[ 3 a
wmam |

u—, |
o |

|
el

http://www.zynamics.com/index.php?page=binnavi




high
Insight

011

hex editors
hexdump
grep & diff
strings

general purpose

Ida Pro

OllyDBG

BinNavi (Zynamics)
BinDiff (Zynamics)...

Filemon
Regmon...

objdump

original
application

precise application




Framework

e File Independent Level
— Entropy
— Byte Frequency
— N-Gram Analysis
— Strings
— Hex / Decimal / ASCII
— Bit Plot (2D/3D)
— File Statistics

e File Specific Level

— Complete or Partial Knowledge of File
Structure

— For Example, Metadata




Syntax Highlighting for Hex

(Kaminsky)
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nwdiff

e DOPSEaAUUN- e PRl FEF UYL 0wt DEFFerent =51547 Hutes

Filel 5ice=@xdUNITD B 29 ool alwd Spce=lxHHINIE: 8 R

http://computer.forensikblog.de/en/2006/02/compare_binary_files_with_nwdiff.html
http://www.geocities.jp/belden_dr/ToolNwdiff Eng.html




Dot Plots & Visual BinDiff

(Kaminsky)
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Traditional
Textual Graphical
Utilities Displays

(strings...)

Machine Assisted Mapping and Navigation




Towards a Visual Hex Editor

Identify Unknown Binaries
Malware Analysis

Analyze Unknown/Undocumented File Format
Locate Embedded Objects

— Encoding / Encryption
Audit Files for Vulnerabilities
Compare files (Diffing)
Cracking

Cryptanalysis

Perform Forensic Analysis
File System Analysis
Reporting

File Fuzzing




Goals

e Handle Large Files

e Many Insightful Windows
e Big Picture Context

e Improved Navigation

e Data Files / Executable Files

e Hex Editor best practices iIs the
foundation

e Support Art & Science




Design

e Robust extensible framework

e Open source

e Context Independent File Analysis
e Semantic File Analysis

e Useful

e Multiple coordinated views

e Combine Functionality of current
tools and extend with visuals




Filtering + Encoding

e |dentifying something
— REGEX - algorithmic

e Using this knowledge
10..

—highlight
—fade
—remove

e |Interactive or automated




Textual: Text/ASCII, Strings, ByteCloud

Graphical: Bitplot, BytePlot, RGBPIlot, BytePresence, ByteFrequency,
Digram, Dotplot

Interaction: VCR, Memory Map, Color Coding




Traditional Views

FE uf o ﬂ
o oonG <E39491 0> 7sDirectony@nsFileSpec@@IBEHNE «

00000010 <B3949344> TGetleaftM ame@nsFileS peci@@ I BE
00000018 <B334930: T0nzDirectomlterator@0AE AR
0000000 <E395030: TRename@nzFilespec@E@GAE IPREDE
nooaoozs <B395062: T naFileSpecE@EJAE-PED &AM
gggggggg <B3950903 PCopyT abirE@nsFileS pec@ @A BE AR
ooOO0040 <B395128: S _MNewFileS peciwithS pecieiEir Al Al
0oOono04s L <B335194: T ns0utputFileS rearE@l_LAE &M
00000050 iz progr <B395226> Pologe@nsdutputStream @@ AE [0
00000055 am canno <B395258: Tk ndltE ey Al he O utputS trearn e
ooooaoso t be run <B395293: FPBnz0utputStream@EAE ALV
ggggggjg <B395334: Yis_openi@nzFileClient@E@0EEHAEM —
e — T <B395366: T0nz0utputFileS ream (@G A E @By
Qoooooso L <B395416: TEmiztz@nzFileS pecE@0BEH-EM
ooooonss il il ¢<B335446; T0nzDependentSring@EGAE @PEG
00000090 bl il <B395432 P 0nzFileS pecE@AE (BPEDH EAD
Qoooooss --meo i <B395510: TGetCSting@nzFileSpec@E@BEPRD
ggggggi: --g---2. <B3955456: T MnsFileS peciEiEil AL A B OEEAD
e —— : oL <B39R576: N sFilef@nzFiles pec@ELBE H-A
0000O0ES b il <B335E06: ?70nsFileS pec@@AE @EAR VNS ing
00000aco T ¢{B395644> T nzlnputFileStreann @@l AE @M
000000cs S R <B398676: Tread@nzl nputS tream (@0 AE HPAXE
0ooooono R R <B395710: T 0ng nputFileStream @@ AE @EABYN
poooonons SRR <B395755: T M0n:DependentCS ing@E(R0AE @PE
ona00ms ey <B3Y57> 27_7nsdFlatCS bing @ @6E E
. o i <B335320: “Beginwriting@nzaSingleFragmentC5t
QOO0DOFE m. i <B395878: TChamb@nsaSingleFragmentCStringls
00000100 ich. . i. <B39R922: ?Delete@nsFiles peciad@0 B EXH M
n0ooo0olos <B395952 TErrorEingFiles pecEEl BE 2D
noooniln <B39R980: T HnzFileS pec@@LBE YA DEFBDE
gggggi;ﬁ <B396071 2> lushEns0utputFilesS reamEE U AE [
p— <B396043> TputiE@nsOutputSreamE@E@0AE = DEE
00000130 <B396080: S _MNewFiles pecFrnmIFiIe@@Yﬁ.lF‘.ﬁ.ﬂ

ooooolzs
00000140

Hex / ASCII View




Strange Attractors and TCP/IP

Sequence Number Analysis
(Michal Zalewski)

e http://lcamtuf.coredump.cx/oldtcp/tcpseq.htmi
e http://lcamtuf.coredump.cx/newtcp/




Digraph View

black hat
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Digraph View
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uuencoded compression
encryption
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Bit Plot
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Byte Plot
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RGB Plot
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Dot Plots

e Jonathan to be or not to be
Helfman’s o [e .
“DOtplo't be o °
Patterns: A |
_iteral Look at N )

Dattern not )
_anguages.” e ‘
e« Dan Kaminsky, be ° °

CCC & BH 2006 Figure 2: Six words of Shakespeare.



DotPlots

Byte O, Byte 1, ... Byte N

Byte O
Byte 1




Dynamic DotPlots

Byte O, Byte 1, ... Byte N

Byte 0|\

Byte 1 \\\
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DotPlot Examples

abcdefghiabcdefghi

a) Squares.

b) Diagonals.

Images: Jonathan Helfman, “Dotplot Patterns: A Literal Look at Pattern Languages.”




DotPlot Examples

abcdefghi ihgfedcbha

aaaaaaaaab<bYbXbb

]) Palindrome.

h) Density Variation.

Images: Jonathan Helfman, “Dotplot Patterns: A Literal Look at Pattern Languages.”




Compressed Audio
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Bitmap Image




Byte Clouds

0x0 addr address
aleph1 bin

buffer . bytes .. char code
copy eax ebp ebx

egg .. €Sl esp execve exit
function gdb ... instruction

int mainmemory .. Movl
nop null offset ... overflow
program ptr pushl ret
sh shellcode size Sp

stack  string
void x89

Tag Cloud

Smashing the Stack
for Fun and Profit
http://tagcrowd.com/

Byte Cloud




Neverwinter Nights Database File

FrmBitPlot
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RGE Plot
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Firefox .hdmp




Stop

24930574
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Weaknesses

e entire file may be extracted from
bit/byte/RGB

—May trigger AV or IDS
— 8bit/byte steg

e Screams for big monitor







A Look to the Future...

Visual Front Ends for Offensive Tools

Visual Cryptanalysis Support

Human Insights Passed to Machine Processors
User-centric Evaluation

More Inspiration from General InfoVis Community
Visual Fingerprints / Smart Books

Web-based Visualization (AJAX)

User-task Analyses

— True Use Case Based Designs

— Engagement of Users Beyond Students
Examination of Full Range of Security Data
— Merging Multiple Security Dataflows




Future Work

Plug-ins / Editable Config Files
— Visualizations

— Encodings

Saving state

— Memory Maps

Improving Interaction

— What works / What doesn’t

Multiple Files / File Systems

REGEX search
Automated Memory Map Generation




DAVIX

(Jan Monsch and Raffy Marty)

192.168.16.220

2 H %Tulip
- & f ! / 210-210.amazon.com

milkyway.iplosion.ir

mk-in-f127 Qoogle.com

cry ptajail. net

35951403

a@@yy .. ;.

http://www.secviz.org/nde/89
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Security Visualization

Microsoft PowerPoint - [2008_Security_¥isualization_Survey_v3.ppt]
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Communities

http://secviz.org/ http://vizsec.org

Sec¥iz | Security Yisualization - Mozilla Firefox ) welcome vizSEC — vizSEL.org - Mozilla Firefox
File Edit View History Bookmarks Tools Help File Edit Yiew History Bookmarks Tools  Help
e (<] (1] | hepyiseciz.ong] @ @ (5 | hetpiijvizsec.orgi
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|
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A search

login join
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Search

& This is a place to share, discuss, challenge, and |learn about security visualization.

sponsared by

Welcome vizSEC
Orsrrgﬂ:s)n: by admin — last modified 2007-05-20 07134
SecureDecisions vizSEC is a research community for computer security visualization

Submit and view news of interest to the community

Syndicate
Nelcome to SecViz dot Org

user login

log in Discover upcoming events
Username;

Login Name Access and view publications

I Latest Discussion Entries: Latest Graphs: Take a tour of vizSEC applications

Password Browse software developrment kits to start developing vizSEC applications

Log in Find datasets for test and evaluation of vizSEC software

leg in Identify and link to other resources on the web

Join the conversation by registering on the site
O Forgot your

Join the mailing list to keep up to date on vizSEC workshops and other topics of interest,
password?

Navigation
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2 New user? This site is maintained and hosted by Q) Secure Decisions, a division of @ Applied Yisions, Inc.
Visiualizing Nepenthes' log_downloads

Pasted January 9th, 2008 by adliwahid
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“The place to share, discuss, “vizSEC is a research community for

challenge, and learn about security computer security visualization.”
visualization.”

Raffy Marty John Goodall
Splunk Secure Decisions




VizSEC 2008

¥ vizsEC 2008 Workshop on Yisualization for Cyber Security - Mozilla Firefox
File Edit View History EBookmarks Tools  Help

g
g - (€ (g et htbp:/fwwi, vizsec, orgfworkshop200g/|

[Clustiamail fy Slashdat (€ WEBMALL - Comcast.... (%) Web-Based Email :: L. BB sDv
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VizSEC 2008

Workshop on Visualization for Computer Security

Haotel Committee Contact

September 15, 2008 / Cambridge, Ma USA

In conjunction with RAID 2008

Call for Papers

The Sth International Workshop on Wisualization for Cyber
Security will provide a forum for new research in visualization for
computer security. We are pleased to be holding this year's
meeting in conjunction with the 11th International Symposium on
Recent Advances in Intrusion Detection, The WizSEC wWorkshop
will be held at MIT in Cambridge, Massachusetts USA on Monday,
September 15, 2008,

Az a result of previous VWizSEC workshops, we have seen both the
application of existing visualization techniques to security
problems and the development of novel security visualization
approaches, However, WizSEC research has focused on helping
hurnan analysts to detect anomalies and patterns, particularly in

http://www.vizsec.org/workshop2008/




More Information

“Visual Reverse

Engineering of Binary

and Data Files.” Gregory

Conti, Erik Dean, Visual Reverse Engin
Matthew Sinda, Benjamin

Sangster. VizSEC 2008. Gregory Conti, Erik Dean

— Available September Department of Electris

United !

SeCU rlty Data { gregory.conti, L:I'ilx'.LIL:ElI'I.V:':'IL:

ViSU al |Za.t| on Abstract.

(No Starch Press) ccking to deteet and andlyse mlc
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Visual izatiOn editors, disassemblers and debuggers

text based approaches. In this pape
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"In fact, master reversers
like Fravia recommend
cracking while intoxicated
with a mixture of strong
alcoholic beverages.

While for health reasons
we cannot recommend
this method, you may find
that a relaxing cup of hot
tea unwinds your mind

and allows you to think In
reverse.”

-from Security Warrior




