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>¢Joanna Rukowska, "Introducing Stealth Malware Taxnomy"
http://invisiblethings.org/papers/malware-taxonomy.pdf
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Type 0 (FRATILATIL)TT)

gqlbrowser.exe NETWORK SERV... \
BTSTAG™.EXE murakami
tpdservinstexe SYSTEM
S524EvMonexe SYSTEM
smss.exe SYSTEM
IPSSVC.EXE SYSTEM
csrss.exe SYSTEM
svchostexe SYSTEM
winlogon.exe SYSTEM
hkcmd.exe murakami
iefxsrvc.exe murakami
iefxpers.exe murakami
AwaySch.EXE murakami
UltraMon.exe murakami
explorer.exe murakami
Wwmiprvse.exe NETWORK SERV.
TPHDEXLGexe SYSTEM
TpKmpSvc.exe SYSTEM
vmware-tray.exe murakami
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sqlbrowser.exe 1760 NETWORK SERV.. 00 2492 K
BTSTAC™.EXE 1764 murakami 0o 15924 K
tpdservinstexe 1796 SYSTEM 0o 2072 K
S24EvMonexe 1812 SYSTEM 0o 12492 K
smss.exe 1892 SYSTEM 0o 448 K
IPSSVC.EXE 1900 SYSTEM 0o 2608 K
csres.exe 1980 SYSTEM 0o 13404 K
svchostexe 1984 SYSTEM 0o 40,280 K
winlogon.exe 2004 SYSTEM 0o 3,796 K
hkcmd.exe 2092  murakami 0o 4996 K
iefxsrvcexe 2124 murakami 0o 6,444 K
iefxpers.exe 2160  murakami 0o 5024 K
AwaySch.EXE 2224 murakami 0o 6,644 K
LI L L g R =2 T maranarn oo o 1n1na oy
ex p 1 0 re r. exe explorerexe 2384  murakami i] 816 K
Wiprvse.exe 2392 NETWORK SERV.. 00 8072 K
|Fdh!2f§.exe 2820 STSTEM I[1) 7,780 K
TpKmpSvc.exe 2456 SYSTEM 0o 1312 K

vmware-tray.exe 2548  murakami 0o 24196 K ;‘

Vv £1-%-070EA%%RTIHE FOEADIRT () |

JotA: 4 CPU {EFHE: 1% J3wb Fe—: 906MB / 3398MB Y
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/ — > Nt* APIs

MSR[176h]
IDTR \ SDT SSDT
(ntoskrnl.exe)

KlSystemSerwce
, Nt* APIs
/ (User/GDI)
other

interrupt SDT Shadow
IDT handlers (yin32k.sys)
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- 3dpartyD&EHY—IL
- PatchGuard (Vista x64 Edition)
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DKOM (Direct Kernel Object Manipulation)

Jamie Butler, http.//www.blackhat.com/presentations/win—-usa—04,/bh—
win—04-butler.pdf

KOH (Kernel Object Hooking)
Greg Hoglund, http://www.rootkit.com/newsread.php?newsid=501
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DATL(OS) DHNERTENMET S

- REeHETDER

- 77— L7 IIL—kEYRHOSMMIL—F Yk

BluePill

- N—FOzT7DRECTIEREEZERAL. EEO/N\M/IN—N\(HTF—%
A A—)L

- (AR OSDOY—RIFHETALELY

- WRFDBPIL, Intel VTE XU AMD-vD i AZEFHR—k

Joanna Rutkowska, Alexander Tereshkin, http.//bluepillproject.org
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Vitriol

- Intel VTZE R 9 5 Type MJL—FF vk
Dino Dai Zovi, Black Hat USA 2006

VMM Rootkit Framework
- VitriolB]#k. Intel VTIZER9 4 Type IL—FFvk
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Shawn Embleton,
http://www.rootkit.com/newsread.php ?newsid=758




r—XAXAT 4. Storm Worm

2007& (2 H

A

FFR
\

Uik & T-P2PARw

RAINLA=VICBEDRITITANERHLTERE

RINLA—= LD T HMIERIZERELE-EHEZF A

- "230 dead as storm batters Europe”
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- NtQueryDirectoryFile, NtEnumerateKey, NtEnumerateValueKey
APIDSSDTIZHEIT 512 T v RAEE &, NtBuildNumber[Z&>TELS
2195(2k), 2600(XP) and 3790(2k3)M 3D %& HR—k

IndexNumberTableOf
NtQueryDirectoryFiIe/' \
. _ NtQueryDirectoryFile
I e
\\\\\\\ >

i\ NtBuildNumber == 2600
NtBuildNumber == 2195

= NtBuildNumber == 3790 SSDT
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services.exe

[ malcode }

+ ) userland

I

4 Executable N
driver(packed)
N II /
1. CreateService() driver
2. StartService()
malcode

|

(packed)

},

kernel land

ZwQuerySystemlnformation()
ZwOpenProcess()
ZwAllocateVirtualMemory()
(Copy the malcode)

(patch to thread object)
KelnitializeApc()
KelnsertQueueApc()
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VMMIZ. Guest VA —> Guest PA —> Host PAD2EXENDT7RL A ZE %
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- Intel: EPT (Extended Page Table)
- AMD: NPT (Nested Page Table)
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Page Table(SPT)ZE I

Guest —* —*» Guest
VA PA
Guest
CR3 VMM
Guest R Host
VA > PA

Shadow Page Table
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- VT-x  x86/64[] T DRI HR—k

- VT-d  FYTtEYMMI&dTNARADREISR—k
- VT-i Itanium 7 Aty Y @A T O RAELHHR—k

AT
- VMXE—FDHR—k
- VMX root—operations(ring0—3)

Lil,

- VMX non-root—operations(ring0—-3)
- VMCS (Virtual Machine Control Structure)
- VMX@i S tEvkDOHR—k
VMXON. VMXOFF, VMXLAUNCH. VMRESUME . VMCALL. etc.
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VM:exit VMrentry

(Current) VMCS

GDTR | IDTR

GDTR | IDTR

Excpt | 10
bitmap | bitmap

VM-exit control
for MSR

Event Injection

Exit Exit
Reason | Qualification
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FELIANVIE0E

VMM
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Guest State Area

Host State Area
VM-execution control field
VM-exit control fields
VM-entry control fields

VM-exit information fields
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EFEDNE

mov edi, edi
push ebp

- TONEERE

AEVHEREI—F

int3

push 0x1000

push 0x0

call ExAllocatePool
int 3

XKk | Viton
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EEDWNIE .
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int3 EIPZ1i0&
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jmp detours_buf

XOr eax, eax \

X RDEHMNERITIND L.

1. detours_buflzox>
2. ZVYU3—FHETIND
3. "jmp detours_buf"CLE=L7-ERT

DT DUEHLEITINDS
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jmp caller_func
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- ZwCreateProcess/ZwTerminateProcess
- ZwlLoadDriver/ZwUnloadDriver
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dbgsh (Bitvisor's debuging function)
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VM-exit
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