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» Microsoft MVP award for Windows Security

» Investigating about the security issues that a
character code such as Unicode causes

» Discovered a lot of vulnerabilities including IE and
Mozilla Firefox so far, such as CVE-2008-0416,
CVE-2008-1468, CVE-2007-2225,
CVE-2007-2227 and ...
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Introduction




What is the relation
between charsets and
security?

NEFEIO—Kr&EtX)T 7,
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What's the relation between charsets and security ?

» Web browser is Text Parser

» Handles text data such as HTML/
XML...

» WebT S HIETF AN/ \—H
» HTMLASXMLZEE D TF AT —2% NI -

1Tl

_ NetAgent Co.,Ltd. http://www.netagent.co.jp/



What's the relation between charsets and security ?

» Upgrading from legacy encoding
to Unicode.

» EUC-JP / Shift JIS are often
mixed in Unicode

y LA —H S EFEaO—RHS5UnicodeN0)
21T
» EUC-JPA5Shift JISE . Unicode MR TE
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What's the relation between charsets and security ?

» Visual effect

» Similar lettes could be effective
tools for attackers

» tREBIENR
» MEMICEE-XFGE . RBEDRATE
=

~
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Comparison: match/
unmatch

LEED—F/F—H




Comparison: match/unmatch

» String comparison and detection
» Basic processing for security

» "confirm SAFE string to pass™ or
“"detect DANGEROUS string”

» MFA @ttiﬁ*ﬁ N

y X)) TN D ERNIE

y R R IEXFHDORESE IR EREIFID
=
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Redundant encoding

— I\ Valid Invalid
/ 0x2F 0xCO OxAF
U+002F OxEO Ox80 OxAF
0xFO 0x80 0x80 OxAF

» Overlong forms of UTF-8

» One of the traditional attack
techniques

» UTF-8M IEmw/MEER
y IGIRREINE FZDUVED
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Redundant encoding

» MS00-057 is famous.

» Currently, attacks like this have
already become fossils..

» ISOMS00-057HF 4
y HIZOIEBED LS HEF %
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“fossils™, Really?

FAEIZTIER?



Redundant encoding

» CVE-2008-2938
Apache Tomcat UTF-8 Directory

Traversal Vulnerability
» Published: Aug 12 2008

» Still existing issue, not past,
“Living Fossil".

» WETEHREET A EE-1EA
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Redundant encoding

» Countermeasure:

» Don't implement functions
handling UTF-8 yourself.

» Convert all strings into UTF-16
beforehand

y BRI CUTF-8ZF %1
y ALIBFZUTF-1673E (229 3
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Many-to-one Conversion

& In Japan, path

\ delimiter is

ox5c | displyaed as
YEN-SIGN. 7

NN DN
\ ¥ W

U+005C|{ |U+00A5] |U+20A9

»

» Conversions from Unicode to
others has several "many-to-
one" pairs.

» UnicodeM bt D XFIA—FAD T
ZX—TITHhNn5
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Many-to-one Conversion

Input string
as Unicode gt P P U+00AS

Bypass
filtering

s

Convert to other
encodings
Path

traversal
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Many-to-one Conversion

T ) ER D /AN D ¥ X = | LT

: PELAD) (2D C¥temp

BE HA X 1828 BIrHS
o 5 774 )b 74 2006/11/27 16-..
£).¥.¥Windows 274 FHIA 2006/11/27 16:..

Bt

» M\ and ML \L\Windows” is
existing in "C:\temp” folder.

» Path traversal occurs when
handling filenames as ANSIL.

» F7AILAZANSITIRIE/NANT/N—H )L
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Many-to-one Conversion
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Many-to-one Conversion

» A lot of letters converted from
Unicode are "many-to-one".

1\
|
_J [
1\
|
‘
U+00A6 | 0x7C
\ | V4 | A ~ | =a o |
Al A A A A A £ @b | A
U+00C0 U+00C1| U+00C2 U+00C3] U+00C4 U+00C5 U+00C6 | 0x41
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Many-to-one Conversion

» Contermeasure:

» Handle strings as
Unicode,without conversion.

» Don't convert after validation,
even if conversion is necessary.

» UnicodeD &E

(BT DELTORE

=X F5

RN, LAY

RIZIFTZEHRLALY
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Upper case and Lower case

» Definition of the identification
for Upper-Case and Lower-Case
is different by a language
culture.

» KX F., /MNFRI—FAOERIL. §&
IBIZ&-TELS
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Upper case and Lower case

Comparison of Upper-Case and

Lower-Case
Word E:Z Equivalent —%7 Nonequivalent +=—%

U.S. Turkey

Gt/ GIF 7 AU S =
—
Germany U.S.
MalRe/MASSE R 7 214
H ermany
Switzerland )
Malde / Masse 242 Us.

[Windows TS5 S > DiEE | #Rat 72+ —, 1SBN978-327561)5000-4,P.340 4 D
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Upper case and Lower case

» Countermeasure:

» Don't adopt difference between
lower case and upper case as
boundary of security.

» Never rely on case-conversion
rules you expect.

» KXZF.INFDETEXA)T4LEDS
HEEDL{BHL

_ NetAgent Co.,Ltd. http://www.netagent.co.jp/



» Introduction » [FEOHIZ
» Comparison: match/unmatch » tb# D —E/F—E

NESIO—T42Y
Zxf— LA

Redundant encoding
Many-to-one Conversion

Upper case and Lower case AXFENLF
Normalization IERR1E

Embedded invalid characters R IETZ /N 5D 1B 8 3A A
Embedded leading bytes FAT/NA LD ED A H

I a—KFEHROLA—H
7TEYRXFO—RFDEFR

Mismatch in charset information
Interpreting 7-bit encoding

v VvV Vv VvV VvV V9V Vv v
v Vv Vv VvV VvV V9V Vv v

» Deceptive indications »y FR~ L D HR R

» Characters with similar appearance y RERIZLI-3XF

» Invisible characters y RAGLVXEF

» Embedded control characters y FHIEIEFEDIBOHIAHA
» Conclusion » &

_ NetAgent Co.,Ltd. http://www.netagent.co.jp/



Normalization

A A + \\
U+304C U+304B U+3099

Precomposed Base Combining
character character Character

» Unicode supports the Compsition
and Decomposition of letters.

» No differences in appearance, but
byte sequences are different

» Unicode XX F D0 - 5z Y R—Fk
y R-BIZRICTH/NM RN ELLHFEKRIF
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Normalization

» Unicode defines four specific forms of
normalization.
» NFC  Normalization Form Canonical Composition
» NFD  Normalization Form Canonical Decomposition
» NFKKC Normalization Form Compatibility Composition
» NFKD Normalization Form Compatibility Decomposition
» Cannot restore original byte sequence
after Normalization.

» Unicode TIF4FE$8MD IEFRIE T EZZTIRTE
y IEFRIELT=$EE NS TTD /N RIIDE TTIE TSN
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Normalization

NFKC,NFKD

L
U+002E l I

ﬁ
U+0031

L
U+002E l

» Normalization process changes
the byte sequence into another of
different meaning

» IEFRRMEICKYERDREGZD/N\MRIIZZE 1L
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Normalization

Input string
as Unicode

-

Validation

Normalization

Processing

|
-

- U+2025

VAR VIRV
Bypass
filtering

o  U+002E

—

¥

' . Path
traversal
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Normalization

» Countermeasure:

» Never normalize strings after
validation.

» RS DRERICIERIEZITHEL
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Embedded invalid characters

» Depending on the
implementation, illegal byte
sequence is often ignored or
converted to unexpected
characters.

» MLIR R (IC KO TIEXRIETG/ N A MBI AV EER
Y BENDXFIZEBREINSC
EMHB
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Embedded invalid characters

» Firefox prior to 2.0.0.12 had
ignored O0x80 under Shift_JIS
encoding.

» Firefox 2.0.0.12LLBID/\—a
Shift JISD E=(Z0x80% IR T3

<s C
alert(1)
C
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Embedded invalid characters

» IE ignores 0x00.
» IEIXOX00Z R T 5

<s C
alert(1)
{/s C
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Embedded invalid characters

» IE considers O0x0B and O0x0C
as delimiter.

» IEIXOXOBEOXOCHE R UIY X F EATLT

{script > alert(1) </script>

<Input type=text

value=a onmouseover=alert (1) >

NetAgent Co.,Ltd. http://www.netagent.co.jp/



Embedded invalid characters

» Countermeasure:

» Generate only safe string with
white listing.

» IRTARNI AR ANWTREEXFIDH -
DA RS
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Embedded leading bytes

» Inject leading byte of Multi
Byte Character Set(MBCS) to
bypass filters

» TILFINARXFEDFEITNAMEFTAT
HZ LTI 1)L 3% ]k
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Embedded leading bytes

name:

<input type=text value="[0x82]">
e-mal | :

<input type=text value="

» Invalidate quotation with
0x82, leading byte of
Shift_JIS.

» Shift JISDFEIT/INAFTH D082 TH T
IVIOA—FEENITT S
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Embedded leading bytes

UTF-8
http://example. com/?%3cscr ipt%20 alert(1) ;...

http://example. com/? onmouseover=alert (1)
Shift_JIS

http://example. com/?%3cscr ipt%20 “3ealert(1) ;...
EUC-JP

http://example. com/?%3cscr ipt%20 alert(1);...
http://example. com/? onmouseover=alert (1)

» Bypass XSS Filter of IE8 using
leadbyte of MBCS.

» IEBOD XSS Filtert, [0] 1i#
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Embedded invalid characters

» Countermeasure:
» Validate by a letter unit.
» Convert another encoding...

» X FE I THEE
y LD X FO—FIZE ...
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Mismatch in charset information

» Different understanding about the
charset between server and client

AN | UTF-8 |
g | <> &t

> — &gt;

” — &quot;
& — Ramp;

' — &#39;
Process D Generate

Escape ML User
» —/NEDTAT U ME TeharsetD RN EE S
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Mismatch

in charset information

» Typical issue is XSS with UTF-7

» When charset is ambiguous, IE
assumes it as UTF-7 and causes XSS.

y BARVR(ZIXUTF-7IZ K AXSSHEZ Y
» charsetM A BAREZLESE  IEIJUTF-7T7=2LEEFRL T

XSSHFEAE
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Mismatch in charset information

» No charset is specified neither
HTTP response header nor <meta>

» charsetDhVFETE AL TULVELY

HTTP/1.1 200 OK
Content-Type:

htm ><head
<meta http-equiv="content-type”

content=" >
</head><body>
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Mismatch in charset information

» Unrecognizable charset name for
IE

y IEDNEEFR T=75 0 \charset$

<meta http-equiv=" content-type’
content="text/html;
+ADw—scr i pt+AD4-
alert (document. cookie) ;
+ADw—-/scr ipt+AD4-

» Typically wrong charset names are:
CP932 /| MS932 |/ sjis / jis /| utf8 ...
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Mismatch in charset information

» Inject fake <meta> before original
it.

» RFED<metad> KYRTIZED<metad>ZE A

<title>

{/title>
<meta http-equiv=" content-type’

content="text/html;charset=

NetAgent Co.,Ltd. http://www.netagent.co.jp/



Mismatch in charset information

» UTF-7 issues affect not only IE,
but also other browsers.

» UTF-7DREIXIETZ T TR D T 50+

238
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Mismatch in charset information

» Yet Another JSON Hijacking with UTF-7

» If no charset is specified in HTTP
response header

» If attacker can control a part of JSON
string
» Attacker can handle inside data of the

JSON

» UTF-7%{#->7-JSON Hijacking
» HTTPL AR AAvyA [Zcharseth iy
» INEBEMNISOND —EF2+O—)L A EE

» JSON
.

NDT—F%iE{Erqe
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Mismatch in charset information

» JSON Hijacking with UTF-7
JSON for target: http://example.com/target.json

“name” : “abc+MPv/fwAiAHOAXQA7-var t+ADOAWwWB7ACIAIg—:+ACI-",
mail” - “hasegawa@utf-8. jp Injected by the attacker

“name” : “Kanatoko”,
"mail” : "anvil@example. com”

No charset in HT TP response header

This means...
_ NetAgent Co.,Ltd. http://www.netagent.co.jp/




Mismatch in charset information

» JSON Hijacking with UTF-7
JSON for target: http://example.com/target.json

Ilnamell : Ilabcll} ] ; Var 't:[ {IIII : IIII’
“mail” : "hasegawa@utf-8. jp”

“name” : “Kanatoko”,
"mail” : "anvil@example. com”

No charset in HT TP response header
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Mismatch in charset information

» JSON Hijacking with UTF-7

Trap page:
<script src="http://example. com/target. json”
charset="utf-7"></script>
<script>
alert( t[ 1 J.name + t[ 1 ].mail );
{/script>

Specify charset as UTF-7 from
“name” : “abc”}];var t=[{"":"", outside of JSON.

mail” - “hasceanaCUEl R No need to use __ defineSetter

“name” : “Kanatoko”, 9*75\E)JSON75§UTF-7-G&)%)t:H§Eo
“mail” @ “anvil@example. com” Setterbqﬁiy‘gb\%ﬁ(&%;ﬁ@]o
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Mismatch in charset information
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Mismatch in charset information

» Countermeasure for XSS:
» Specify charset cleary at HTTP
response header.
» Specify recognizable charset name by
browser.

» Don't place the text attacker can
control before "<meta>".

» charsetZHTTPL X R AAYS CHHSEET S

y ToO) NI TEScharsetf 95

» <meta>kYRIICHEZ NI FO—)LTESX
FHZEEHEL
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Mismatch in charset information

» Countermeasure for JSON:

» Place "while (1);" before JSON
text.

» Accept only "POST", Reject
access by "GET".

» while( 1 ); ZJSON®DHIIZHEIE
» POSTDHXITAND
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Interpreting 7-bit encoding

» IE ignores the most significant bit
of US-ASCII.

» IEIZUS-ASCID & EuE YN EEMRT S

uj 0010 0010 | v rj 1010 0010
0x22 2 ) _— A 9
<B 0011 1100 @' e e/j 1011 1100
—
0x3C 3 C 0xBC B C
>B 0011 1110 @ e tj 1011 1110
—
0x3E 3 E OxBE B E
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Interpreting 7-bit encoding

D[|@| (| #]%[@0o=| s[4 |onfonr| 00 5| Otlouov] 8ot %] S|

ADDRESS 00 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF  0123456789ABCDEF
Jpliees 3C 68 74 6D 6C 3E 0D 0A 20 20 3C 68 65 61 64 3E  <html>.. <head>
AR 0D 04 20 20 20 20 3C 6D 65 74 61 20 68 74 74 70 .. <meta http
WNNNIENE 2D 65 71 75 69 76 3D 22 63 6F 6E 74 65 6E 74 20 -equiv="content-
WINNNINENE 74 79 70 65 22 20 63 6F 6E 74 65 6E 74 3D 22 74 twpe” content="t
WIBRNIENE 65 78 74 2F 68 74 6D 6C 3B 20 63 68 61 72 73 60 ext/html; charse
INONDISIN 74 3D 55 53 2D 41 53 43 49 49 22 3E 0D 0A 20 20  t=US-ASCII™>..
WDDDEUN 3C 2F 68 65 61 64 3E 0D 04 20 20 3C 62 6F 64 79 </head>.. <body
WEaS 3E 0D 04 20 20 20 20 20 BC 73 63 72 69 70 74 BE >.. Yscripth
WNNNIENS 61 6C 65 72 74 28 31 29 3B BC 2F 73 63 72 69 70  alert(1);¥/scrip
ONNIENS 74 BE 0D 04 20 20 3C 2F 62 6F 64 79 3E 0D 04 3C  tE.. </bodv>..<
HODNIEOR 7F 68| @ http://example.com/ - Windows Internet Explorer

@U v y@ http://example.com/ - ‘ 4,‘ X ,
% & [ http://example.com/ [_' P

Windows Internet Expl... (e

415 1




Interpreting 7-bit encoding

» Countermeasure:

» Specify charset cleary on HTTP
response header.

» Don't use US-ASCII.
Use 1S0-8859-1 and so on.

» HTTPL AR AAvyA TecharsetZBAED
95
» US-ASCHZE%E(T. 1S0-8859-175EF{F5
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» Introduction » [FEOHIZ
» Comparison: match/unmatch » tbE; D —E/F—E

mESI Y O—T40Y
Zxt—DL i

Redundant encoding
Many-to-one Conversion

Upper case and Lower case AXFENLF
Normalization IERR1E

Embedded invalid characters RIETZINA B D 1B A A
Embedded leading bytes FAT/INA DDA H

Ioa—FEHRODA—E
7EY X FEO—KF DR

Mismatch in charset information
Interpreting 7-bit encoding

v VvV Vv VvV VvV Vv Vv v
v Vv Vv VvV VvV Vv Vv v

. Deceptive indications y R~ LD ERR

» Characters with similar appearance » RERIZL-XF

» Invisible characters y RAGLVXEF

» Embedded control characters » I {EI S F D 1 8D IA #
» Conclusion » &
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Deceptive indications
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Deceptive indications

» Visual effect for human being
» Provoke a mistake

» Effective and useful tool for
attackers

» ANEIZ T HHRERGNR
» SRFTEED
» MEFDHEANTEFGEER
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» Introduction » [FEOHIZ
» Comparison: match/unmatch » tbE; D —E/F—E

mESI Y O—T40Y
Zxt—DL i

Redundant encoding
Many-to-one Conversion

Upper case and Lower case AXFENLF
Normalization IERR1E

Embedded invalid characters RIETZINA B D 1B A A
Embedded leading bytes FAT/INA DDA H

Ioa—FEHRODA—E
7EY R X FEO—RF DR

Mismatch in charset information
Interpreting 7-bit encoding

v VvV Vv VvV VvV Vv Vv v
v Vv Vv VvV VvV Vv Vv v

» Deceptive indications » TR £ D ERER

. Characters with similar appearance » RERIZL-XF

» Invisible characters » RAGLWXF

» Embedded control characters » I EI XX F D HE DA H
» Conclusion » FED
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Characters with similar appearance

» Such as "1" (Digit One) and
1" (Small letter L)...

» http://bankl. example. com/
» http://bank]l. example. com/

» More and more on Unicode...
» Solidus "/ and "/"(U+2215;Division Slash)

http://example.cojp/t.example.com/foo/bar

Domain name
» EFEDUAF)IENXFDIUTIVGEE
» Unicodef=&$0&7={SA
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» Introduction » [FEOHIZ
» Comparison: match/unmatch » tbE; D —E/F—E

mESI Y O—T40Y
Zxt—DL i

Redundant encoding
Many-to-one Conversion

Upper case and Lower case AXFENLF
Normalization IERR1E

Embedded invalid characters RIETZINA B D 1B A A
Embedded leading bytes FAT/INA DDA H

Ioa—FEHRODA—E
7EY R X FEO—RF DR

Mismatch in charset information
Interpreting 7-bit encoding

v VvV Vv VvV VvV Vv Vv v
v Vv Vv VvV VvV Vv Vv v

» Deceptive indications » TR £ D ERER

» Characters with similar appearance y HREMIZE-XF

. Invisible characters y RAGLNEF

» Embedded control characters y FHIEIXFDIEDIAH
» Conclusion » &
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Invisible characters

» Invisible byte sequence
» Unicode

U+200B ZERO WIDTH SPACE

U+200C ZERO WIDTH NON-JOINER
U+200D ZERO WIDTH JOINER

U+202A LEFT-TO-RIGHT EMBEDDING
U+FEFF BYTE ORDER MARK (ZWNBSP)

» 1S0-2022-JP

Escape sequences
0x1B 0x24 0x40 Ox1B 0x24 0x42 Ox1B 0x28 0x42
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Invisible characters

» Using for filename, registry

o ORI WS SABIVA

—

: PELAD? (D C¥temp

SRl H4X 1838 BiRES B
E) abetxt | 0KB F¥Ab K¥1iub  2006/11/2716. A
B abetxt | 0KB F¥Ah KFadub  2006/11/2716.. A

7B REE FTM BREADEAE ANTH

(3 Policies Al 2
D Run

(] RunOnce 1
£ RunOnce

(L1 Shell Extensions v
< >

34 21 —5%¥HKEY CURRENT _USER¥Software¥Microsoft¥Windows¥Current\Version¥F
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Invisible characters
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» Introduction » [FEOHIZ
» Comparison: match/unmatch » tbE; D —E/F—E

mESI Y O—T40Y
Zxt—DL i

Redundant encoding
Many-to-one Conversion

Upper case and Lower case AXFENLF
Normalization IERR1E

Embedded invalid characters RIETZINA B D 1B A A
Embedded leading bytes FAT/INA DDA H

Ioa—FEHRODA—E
7EY R X FEO—RF DR

Mismatch in charset information
Interpreting 7-bit encoding

v VvV Vv VvV VvV Vv Vv v
v Vv Vv VvV VvV Vv Vv v

» Deceptive indications » TR £ D ERER

» Characters with similar appearance y HREMIZE-XE

» Invisible characters » BZIENEF

. Embedded control characters y FHEIXXFEDIEDHIAH
» Conclusion » &
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Embedded control characters

» Unicode Bidirection (Bidi)

» Part of string is displayed from RIGHT
to LEFT

» U+202E (Right-to-Left Override;RLO)

this—(U+202E)txt.exe | Actual byte sequence

this—exe.txt Displayed text

» Unicode® W /5 A4 EE(Bidi)
» XFHD—EMNEINLEIZRIREIND
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Embedded control characters

: QF - © - | Pk D |F & X9 |E
: PELAD? () C¥temp

BRI ST T T T B4 1E8 BB it
Tthis-exe.txt | : 657 KB PHr-av 2006/11/27 16... A
I

this—(U+202E)txt.exe | Actual byte sequence

this—exe.txt Displayed text
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Embedded control characters
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Deceptive indications

» Countermeasure:
» Prepare multiple confirmation
methods

» SSL / EVSSL

[ @ EVIIBEE & (3 ? — SSL 40 kS - Windows Internet Explorer

@ U N I© https://B&Z0ARSAB.jp/ v €5 0 BGxHO0Z RS ME... |‘y| X l ' Goot

X o ]I@ EVEEEE= & (42 — SSL O&0 kS [_j v B v o v

» Display as Punycode

U\J \g http://example.co.xn--jpt-uc2a.example.com/ - /Q;x: ;,‘
W ke ’@http://172.18.2.238/ [ ’ = 0

® =0 Web 7 KL RICHBENEERE CRER CERXTFLRESHSENTVET. CTEHVYHTREATLUNE
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» Introduction » [FEOHIZ
» Comparison: match/unmatch » tbE; D —E/F—E

mESI Y O—T40Y
Zxt—DL i

Redundant encoding
Many-to-one Conversion

Upper case and Lower case AXFENLF
Normalization IERR1E

Embedded invalid characters RIETZINA B D 1B A A
Embedded leading bytes FAT/INA DDA H

Ioa—FEHRODA—E
7TEYRXFIa—FDER

Mismatch in charset information
Interpreting 7-bit encoding

v VvV Vv VvV VvV Vv Vv v
v Vv Vv VvV VvV Vv Vv v

» Deceptive indications » TR £ D ERER

» Characters with similar appearance y RERIZLI-3XF

» Invisible characters » RZGLXF

» Embedded control characters » HE S F D IR HIAH
» Conclusion » TED
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Conclusion




» Never convert to another encoding or
normalize after validating strings.

» Don't be deceived only by an
appearance.

» Security issues concerning character
encodings are uncultivated fields.

» RERIEE -1

F 1B L7

» REBEFIZERES L
» XFIA—F XX T1oTKREH
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Yosuke HASEGAWA

» hasegawa@netagent.co.jp
» hasegawa@utf-8.jp

» http://utf-8.jp/

/ | Net Agent
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