Defending your DNS In a
post-Kaminsky world

Paul Wouters
<paul@xelerance.com>
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Overview

History of DNS and the Kaminsky attack
Various DNS problems explained

Where to address the DNS problem
— Nameservers, Network, Client and Data

Bad ideas and why we won't do them
Proposed and implemented ideas
The future of DNS(SEC?)
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ANS resilie

Jame , 2005

Longer TTL's are much safe

The calculations abowe
indicate the zelative easze
with which DIMNE data can
be spoofed For example,
using the formula demvecd
earlier on a domain with a
3600 seconcd TTL, a1
attacker sending 7000 falke
response packetsfs (a rate
of 4 5hhis), stands a 10%
chance of spoofing a
recorc inn the first 24 hours,
which nses to 50% after a
week

For a domain with a TTL of
60 zeconds. the 10% lewel

e A

iz hit after 24 mdnutes, 50%
after lesz than 3 hours,
D0%6 after around 9 hours.

Mote that the attacks
mentioned abowve can be
detectecd Ry watchfl
Server  -operators. - a1
unexpected e oming
stream of 4 S5mbitds  of
packets might be noticed.

A important assumption
howewer i1 these
calculations is a knmown or
static destination poit of
the authentic response.
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Wednesday, Angust 15, 2007

The case against DNSSEC

I was talling to my good
friend Vemer Entwhistle
the othier day when he
suddenly tumed to me and
gaid "I don't think we need
DNSBEC". Bharp intake of
breath. Trangpired after a
long and involved
discussion his case boiled
down to four points:

1. 331 provides known and  Fen
trusted gecurity, DNSSEC  folly
iz supetfluous 2. DNBSEC  unp
is complex and potentially
prone to errors 3. DNASEC  The
makes Do¥ attacks worse that
4. DNEBEC does not solve  rela
the last mile problem the
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DNSSEC must happen NOW
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DNSCurve will save the day

Bernstem said that
DH&SEC offers %
surpnsmgly low level of
secunty” while causmg
severe problems for DG

time o1 breakable
patches" Bemstein said
He called for development
of DNSSEC altematives
that guickly and securely
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fall;
unp

The



L]
NEUSTAR
Connecting Networks and People EU . T R

Trusted to Bring Networks Together

1 E T F  Microsoft

- IOActlve

N L n et GDHI"H:EHEHSNE COMPUTER SECURITY SERVICES

- Labs 577 1S

ISCX Internet Systems Consortium

Black Hat Briefings



" « First release a generic fix for the
Kaminsky attack that does not leak
Information to the bad guys (source
port randomization)

 Then release the bug and patches
specifically against the Kaminsky
attack
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DNS query packet

1P header containing Source IP and Dest IP W

-

UDP or TCP Header containing
Source Port and Dest Port
(if TCP, also random Sequence Number)

”

-~

DN_S Qu_ery_ lD
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o DNS query example

12.110.110.204 —» 193.110.157.13@

UDP:12345 — 53

DNS Query ID: 54321
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DNS Answer packet

193.110.157.136 —— 12.110.110.204

UDP:53 — 12345

ADDITIONAL SECTION - |
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XID is not enough anymore

"« Bellowin's (theoretical) attack (1995)

Q:google.com
ooqgle.com src port: 53
il ” T}(ID 12963

erver
A1234" nsl.googlecom
src port: 53 Al234
TXID: 15824 src port: 53
TXID: 23221

Al.23.4
src port: 53
TXID: 37563

EVIL
Black Hat Briefings
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Losing the race

EVIL
' Chwww o .com ?

Chwww rbc.com ? TXID = 32768

—
S —

A www.rbc.com = 1.2.3.4 TXID = 00001

' Al www.rbc.com = 1234, TKID = 00002

' Aowww rbccom =12.34; TXID = 00003

. Awww.rtc.com = 1422541143 ; TXID = 32768
| AL www rbc.com =

142.254.1.143

TTL=86400
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o Winning the race

" %0 o 0

EndUser ISP NS EVIL RBC NS
' Cowww rbc.com ?

Crwww . rbc.com 7

——
r———

Aowww rbc.com =
1234

A O

1234

‘ A www . tic.com =
1.2.34 ALWww rbc.com =

' 142.254.1.143
| AL www rbc.com =

1234
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'Random source ports

« * Bernstein:Use random src ports as
entropy

(Q:google.com
src port: 8573

oogle.com
Qg g T}(ID 12963

erver

AL234" nsl.googlecom
src port: 2220 Al234

TXID: 15824 src port: 2222
TXID: 23221

Al23.4
src port: 2221
TXID: 37563

EVIL
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JB's hack is still just a hack

Qwww.rbc.com

TXID:32768
Qw rbc.com SRC PORT:54195

EndUser Nameserver NAT / Firewall

Q:www.rbc.com
TXID:32768
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"“"NAT and DNS rebinding

Q:www.rbc.com

TXID:32768
Qw rbc.com SRC PORT:54195

EndUser Nameserver NAT / Firewall

Qwww.rbc.com
TXID:32768

. Black Hat Briefings



10.1.1.2 10.1.1.3

‘Wwww.evil.com :
. Q Q:www.evil.co

| ﬂ
% A:10.1.1.3 A:10.1.1

EndUser Nameserver AT / Firewall
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Irthday Attack on src ports

Q:google.com
src port: 14773
T}(ID 49265

Q google.com
Src port 8573

oogle.com
gougle com
(Q:google.com src port: 2222

EVIL erve —2iDi4524__y
A123. 4 nsl.google.com

src port: 2220 Al23.4

TXID: 4524 rc port: 2222
TXID: 4524

Al23.4
src port: 2221
TXID: 4524

EVIL
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ADDITIONAL SECTION
www.paypal.com A 1.2.3.4 (ttI=FOREVER)
google.com NS ns.myevildomain.com,
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hat protects our DNS?

ransaction ID (TXID)
ime To Live (TTL)
= Bailywick
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The Kaminsky Attack

If you lose the race,
try bogus12346

ANSWER SECTION

AUTHORITY SECTION

Overrides cache

Without source port randomization, this
only takes about 65535 packets
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'%' eeeeee DNS related issues:
Double Fast Flux

e Botnhets use domains with NS and A
records with low (eg 3 minute) TTL's

+ Change NS records via Registrar very

quickly too (hours)

his makes them next to impossible to
shutdown.
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'%' EEEEEE DNS related issues:
The Wifi hotspot

" Captive portals using DNS with mini
DNS “server”

his Is so they can serve fake DNS

his can cause client to cache wrong
DNS

: » Bad implementations break on EDNS
and DNSSEC (hardcoded bits
checking)

o ltransparantt il lnrox



'%' eeeeee DNS related issues:
Double Fast Flux

e Botnhets use domains with NS and A
records with low (eg 3 minute) TTL's

+ Change NS records via Registrar very

quickly too (hours)

his makes them next to impossible to
shutdown.
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Where to fix the DNS ?

e Authorative nameservers
" « Recursive nameservers
=2 Network firewalls and IDS

" Applications

e Protect the data or transport ?

Black Hat Briefings



"« Backwards compatible (opt-in)
Non-invasive or intrusive (drop-in)
Non-disruptive (no CPU/Bandwidth hog)

No Protocol changes(we have DNSSEC)
Preferably no TYPE overloading

No magic such as untested crypto
Patent / Royalty free
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Authorative hameservers

"« Upgrade server to allow DNSSEC
= « Diversify your infrastructure

¢ ze»» DiG 9.6.0a1 === -t ns xelerance.com

7+ global options: printomd

;3 GOt answer:

;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57177

;7 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: @, ADDITIONAL: 2

+3 QUESTION SECTION:
;xelerance. com.

+ 3 ANSWER SECTION:

xelerance.com. xelerance.orqg.
‘xelerance.com. xelerance.nl.
xelerance. com. .xelerance.net.

v ADDITIONAL SECTION:
ns@.xelerance.nl. 118.157.135
nsl.xelerance.net. 98036 IN 237.247.134

;1 Query time: 118 msec

;; SERVER: 193.110.157.2#53(193.110.157.2)
+3 WHEN: Sat Jan 31 12:05:29 2009

;; MSG SIZE rowvd: 142




Network IDS / Firewall

"« |t's patch work (pun intended)
 Does not address the problems

= * Cannot make a decision when an attack
s IS detected. What to do? Blocking is
bad (denial of service to yourself)

* Monitor, log and warn. Do not interfere
« Be very careful with DNS load balancers
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Monitor Unix based DN

Unbound DNS answers by return code - by week
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Cur: Min: Avg: Max:

O MIERROR G39.17m 224 . 1%m 1.5@ 2427
W SERVFAIL 167 . G5m 21.708m 219.53m b, 22
W MXCOMALRN 527.45m 223.40m 1. 609 13. @@
Ml nodata TG, GBOm T.75m 184 . 85m 3.37
B answer secure 25. 50m . a0 G. BGm 776G, 15m
O answer bogus 71.15m 17. GBm 159, 57m G. 18
W num rrsets marked bogus 18.87m @, o 26.87m 445, 58m

Last update: Sun Feb 1 11:1@:02 2009
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Application fixes

‘s So many different applications to fix
* « DNS API for applications is poor
- Easy to fool: DNS Rebinding or Fast Flux

‘e But let's not build DNS recursive
nameservers in every application

(however a good recursive dns server on each host
IS a good solution)

Black Hat Briefings



The Inevitable:
FIX recursive hameservers

"« Port randomization
Sanitize TTL's
Use more |IP addresses per DNS server

Harden against bogus size packets
Harden glue

Additional queries for infrastructure data
0x20

Black Hat Briefings



= Birthday Attack protection

“e Do not allow multiple queries for the
same guestion to be outstanding (AKA
guery chaining)

(Unbound and PowerDNS support this)
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Rebinding protection

‘s Allow to specify IP addresses that may
never appear in “external” domain

names

This way you can ensure 10.1.1.0/24
would never come Iin through DNS
rebinding.

(supported in Unbound and
PowerDNS)
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The Inevitable:
FIX recursive hameservers

" « RFC 5452 “Measures for Making DNS
More Resilient against Forged
Answers”

i draft-wijngaards-dnsext-resolver-side-
mitigation
 draft-vixie-dnsext-0x20
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Internet

— Y, T —BotNet
cach% ns -
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Attack response #1

. * At a spoof detection threshold, ignore all
answers for that query

"« Prevents accepting the right forged
answer

=l .
» Also prevents accepting the real answer
spoofmax="

 Small value : easy DOS

. * Large value: might be too late
(PowerDNS has spoofmax=20)

Black Hat Briefings



Attack response #2

= o« At a spoof detection threshold throw
away the entire cache and start from
scratch

"« Prevents using an accepted forged
answer

 Small value : easy DOS on the cache

“ « Large value: might be too late
(Unbound has spoofmax=10M)

Black Hat Briefings



Add more NS records?

" |If you already have at least two or three,
= this does not buy you much

+ Only makes an attack marginally harder

"« Excessive NS records cause other
- problems (and adds more potentially
outdated / vulnerable nameservers)

Black Hat Briefings



Chain your caches
. (esp. the ones behind NAT)

. Black Hat Briefings



Blacklist IP ranges

“» Do not allow certain IP ranges (used
= Internally) to be part of an answer from a
public DNS zone not under our control

=« This prevents DNS rebinding attacks

"« Example: only allow 10.0.0.0/8 in
= ourdomain.com, nowhere else.

Black Hat Briefings



d
: “ Hardening infrastructure
gueries

_* Before accepting NS records or A
records of nameservers, ask at least two

different nameservers.

Before accepting glue records or
additional data, indepedantly verify these
with new queries.

(extra work Is only needed once, then we use
caching — minimum impact)

Black Hat Briefings
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ouble Fast Flux protection

4
N

" Draft-bambenek-doubleflux suggests:

 Replacing the TTL's of NS and A records
of NS records with TTL=72 hours.
"« Llimit Registrar changes to once per 72h

=« Recursors and clients should drop NS or
A of NS with TTL <12

Black Hat Briefings
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e 0x20 defense (Paul Vixie)

4
N

" You don't need “Td-CaNAdaTRuSt.cOm”
= when you can get “.CoM”

-~ Fails completely for the root (“.”)

Black Hat Briefings



-
" The 0x20 defense (Paul Vixie)

DNS Question: bogusl2345.www.paypal.com?
Option flags: RD

Black Hat Briefings



The 0x20 defense (Paul V|X|e)

~ DNS Question: bogus12345.www.paypal.com?
Option flags: RD

e

m DNS Query ID: 54321

DNS Question: bOGus12345.WwW.pAYpalL.Com

. Black Hat Briefings



" The 0x20 defense (Paul Vixie)

(1
DNS Query ID: 54321
- DNS Question: bOGus12345.WwW.pAYpalL.Com

Black Hat Briefings



» Show DNSSEC signed zone
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DNSSEC Bonus

"o Offline secure authenticated wireless
§ communication with rendezvous /
zeroconf / bluetooth
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www.Xxelerance.com/dnssec/

Hat Briefings

Poccua
Russia

TLD Production

Reverse
Production

ccTLD Testheds
gTLD Testbeds
DLV Registry
Unofficial Projects

Discontinued




: cNSO survey Nov 2007

" |If you have not implemented DNSSEC,
are you planning to implement it?

EYES 85%
BNO 10%
CUnsure 6%

Black Hat Briefings



: cNSO survey Nov 2007

" |If you have not implemented DNSSEC,
= when are you planning to implement it?

35

30
25 - -
20 -
TR I ~ |EPercent

Within 1 year 2 years 3 years No set timeline

Black Hat Briefings
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.gov Is signed!
well, when | made these slides, it was not,
but now you read it, it should be

U DNSSEC f(_:rr All _Tr:.-p Level .GOV D_{Jmains

Last week the Office of Management and Budgel released memoranda M-08-23, titled
Securing the Federal Government’'s Domain Name System Infrastructure. The
document states that all US government top level .gov domains will use DNSSEC starting
in January 2009, This is in response to the DNS cache poisoning attack that Dan
Kaminsky made public a few months ago.

m New Policy
This memorandum addresses two important issues in following through with the
existing policy and expanding its scope to address all USG information systems.

A. The Federal Government will deploy DNSSEC to the top level .gov domain by
January 2009, The top level .gov domain includes the registrar, registry, and DNS
server operations. This policy requires that the top level .gov domain will be DNSSEC
signed and processes to enable secure delegated sub-domains will be developed.
Signing the to level .gov doemain is a critical procedure necessary for broad
deployment of DNSSEC, increases the utility of DNSSEC, and simplifies lower level
deployment by agencies.

B. Your agency must now develop a plan of action and milestones for the deployment
of DNSSEC to all applicable information systems. Appropriate DNSSEC capabilities
must be deployed and operational by December 2008, The plan should follow
recommendations in NIST Special Publication 800-81 "Secure Domain Name System

TR R TR WO - O b IR e [ e | SRR SR Sl M LR T I T U L e o e W T I A e O, ST W TSN SO R TR - ey et (B ANRRN w g L o b




.. DNS—D AHE Domain Name System

*  Dperations, Analysis, and Research Center

* [ Feb 2 2009 meeting information here ]
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February 3-4, 2009
Global DNS Security, Stability, and Resiliency Symposium

' i L iR
1 i =

0110 a0

i Hlﬂl LR

9118

alA TECH INFORMATION SECURITY CENTER

mESDHGE

UNIVERSITY

| Feb 3-4 meeting information here]
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www.govsecinfo.com

* The Keys to Deploying DNSSEC: Managing and Meeting Your OMB Domain Name

Thursday, March 12, 2009
Session: 8:30AM - 4:30PM
Presented hy:

NIST

Mational institute of

mOHRO TR
v L5, Depeniment of Commence
DMNSSEC Development Coordination Initiative

The DNSSEC Deployment Initiative works to encourage all sectors to voluntarily adopt security measures
that will improve security of the internet's naming infrastructure, as part of a global, cooperative effort that
iInvolves many nations and organizations in the public and private sectors.
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Conclusions (1)

Update your nameservers, or place them behind new
nameservers.

Look into more software then just Bind
— Unbound, PowerDNS recursor

Take a fresh look at your deployment, even when
using firewalls and NAT. DNS will go through those.

Ditch DNS captive portals and broken DSL routers

Black Hat Briefings



Conclusions (2)

* Prepare for DNSSEC

= * Tell your vendor you require DNSSEC on the
= endnode that uses a dhcp obtained DNS forwarder.
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Questions?
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