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Combating increasingly sophisticated attackers requires a 
proactive cyber program incorporating diverse solution sets 
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How serious is the problem? 

Is my sector/industry being 
targeted, and if so why and how? 

Are my networks and systems current 
compromised or under attack? 

How does my posture compare 
to that of my industry peers? 

Are my existing detection and 
response capabilities sufficient? 

How can we optimize our existing 
people, processes, and technologies? How do we attract, retain, and 

develop staff with the right skills? 

Where do I begin? 

What tactical and strategic 
responses can I implement? 

Identify Analyze Remediate Optimize Prevent 



Comprehensive risk mitigation requires a cohesive strategy 
integrating both tactical and strategic solutions 
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Cohesive 
Strategy 

Proactive Threat 
Identification 

(PTI) 

Two-pronged 
Approach 

Threat Risk Mitigation  
Approach 

Remediation 
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Tactical 
Solutions 

Identify  
Compromises 

Coordinated  
Counterstrike 

Identify 
Intrusion Risk 

Factors 

Continuous 
Assessment 

Strategic  
Solutions 



Our Proactive Threat Identification offering is based on Hunt 
methodologies refined through analysis of data from millions of 
hosts 
 APT Discovery & Hunt 
  Iterative phases of analysis and 

refinement to pinpoint specific 
APT indicators and behaviors: 
–  Host based indicator analysis 
–  Binary code analysis 
–  Digital forensics analysis 
–  Network analysis 

  Refinement enables the 
discovery of: 

–  Unauthorized system or network 
access 

–  Malware on other systems on the 
network 

–  Variants of the malware already 
discovered 

–  Attack vectors 
 

Results in Tactical and Strategic 
mitigation of targeted threats to the 

enterprise 

Targeted 
Threat 

Mitigation 

Data Collection 
• Host based indicators 
• Configuration files 
• Registry settings 

Data Analysis 
• Statistical analysis 
• Comparison against 
known indicators of 
compromise 

Code Analysis 
• Static analysis 
• Dynamic analysis 
• Reverse engineering 

Forensic Analysis 
• Behavioral analysis 
• Timeline analysis 
• Exfiltration analysis 

Network Analysis 
• Log analysis 
• Traffic analysis 

Refinement 
• Development of site 
specific indicators 

• Enhancements to Network 
Security Controls 
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Software Distribution 
Server 

Collection  
Server Enterprise 

Workstations/Servers 

Booz Allen Cloud Reference Architecture 

Big Data 
Analytic 

Environment 
Analyst 
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Analyst 

Automated First Responder (AFR) helps us rapidly detect 
malware and triage hosts 

 Utilizes statistical analysis to identify malware 

 Focused on detecting anomalies rather than signatures 



►  Collects data including activity, persistence, investigative info and 
risk factors 

►  Non-persistent agent, no installation required  
►  Scalable – deployed to networks with >400k hosts 
►  Combines benefits of automated analysis and human intelligence 
►  Easily modifiable as attacker tactics change 
►  Execution occurs in background with no impact to user experience 
►  Lightweight 
 

AFR is a flexible, scalable, lightweight toolset  

AFR Type Average File Size Storage per 20,000 units 

Workstation 160 KB ~ 3GB 
Server 134 KB ~ 2.5 GB 
User 43 KB ~ 1GB 



Executive Dashboard 



Alerts Dashboard 



Alerts – Svchost Drill Down 

ftpsvc                         ftpsvc 

secsvcs                      WinDefend;svcz 

bthsvcs                      bthserv 

Observation Notes 



Indicators – Run Keys Drill Down 

SYS_RUNKEYS;FileViewer;C:\Users\cbrown\AppData\Local\diwox\wlduirowz.exe; wlduirowz.exe;NADA;13/07/10_16:06;13/07/10_14:12; C:\Users\cbrown\AppData\diwox\wlduirowz.exe;a8d0c2f5e2b25610480c1e9f4c25ed 



AFR Automated Ingest and Analytics Pipeline 

AFR Collections 

Collection 
Server 

Storm Topologies 

Analytics 

Auto-generated 
Alerts 

Hadoop Environment Accumulo 
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•  T O  J O I N  T H E  B L A C K  H A T  M A I L I N G  L I S T ,  E M A I L  B H  L I S T  T O :  
F E E D B A C K @ B L A C K H A T . C O M  
 

•  T O  J O I N  O U R  L I N K E D I N  G R O U P :  
•  H T T P : / / W W W . L I N K E D I N . C O M / G R O U P S ? G I D = 3 7 6 5 8 & T R K = H B _ S I D E _ G  

 
•  T O  F O L L O W  B L A C K  H A T  O N  T W I T T E R :  
•  H T T P S : / / T W I T T E R . C O M / B L A C K H A T E V E N T S  

•  B L A C K  H A T ’ S  F A C E B O O K  F A N  P A G E :  
•  H T T P : / / W W W . F A C E B O O K . C O M / B L A C K H A T  

•  F I N D  O U T  M O R E  A T  W W W . B L A C K H A T . C O M  

•  N E X T  W E B C A S T :  A U G U S T  1 5 :  B L A C K  H A T  U S A  H I G H L I G H T S  

•  F O R  M O R E  I N F O R M A T I O N ,  V I S I T  W W W . B O O Z A L L E N . C O M  

  
 

 
 

Questions & Answers 


