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Aviation RADAR




Secondary Surveillance: ADS-B/Mode S
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ACARS messages shown spatially


Primary Surveillance RADAR
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Raw RADAR Return Plot

Each scanline is synchronised to an emitted pulse




EdeniLanding
Ecological

¢
A
_Portola¥, et

a i
Windy Hill Open
ﬁs;mce Prezerve

Antonio ft
s a Disnanie




Restaurant Pagers
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Pager Waterfall Spectrum
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Making sense of raw bits
ooser0 %)

From beginni Invert Baudot Highlight differences
] ng ighlig
From start offset 7-bit ASCII Show decoded data
Invert first bit 8-bit ASCII Accumulate data
Offset: g _
c - Extra newline
wap endian-ness
: D Straight || Flip Flop
Extend Offset Diff Diff (inverted [¥] Enforce control bits
aync settings Prev 0 Prev 1 e
r
Show bits Manchester 0 (IEEE) -
Max bits:
Col Manchester 1 (orig) Mo stop bits 4036
Lmns.
K [|DiffMan0 [ |BPM | Stop bit
—~} [|piffMan 1 [C|BPS [] Two stupbitslu_m| | Clear
00 160000 10202010 10104000 111137 E aa aa aa Fc . e
00 GO100101 000010 OO0 000 GOLL D 2d 02 08 o .
08 GO000000 GDO000R00 DOO00000 GOORIID G0 00 00 O
o1z GO000000 10000001 11000001 O 00 8l 1 ...<F lafits
Sum: C1

LRC: FFFFFCZ42

CRC Poly DS Start O00: 03
CRC Poly DS Start FF: AS
CRC Poly ABE Start 00: 2E
CRC Poly AB Start FF: 73
CRC Poly EA Start O0: DB
ICRC Polyw EA Start FF: 71




Modulator Output
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Pager Spoofing




RDS Traffic Message Channel

2A {RT) - PI:1C41 - P'l\' Rock Music {country:DE/GR/MAS__/MD, area:Regional 9. program:65) Valume
's 183.7 Greatest Hits of ALl Time
004 {BASIC) - PI:1C41 - PTY:Rock Music {country:DE/GR/MAS/ /MD, area:Regional 9, program:65)
wuaAlts of -Speech-STERED - AF:
624 (RT) - PI: lt-il - PTY . Music (country:DESGR/MAS__/MD, area:Regional 9, program:65)
103.7 Greatest Hits of ALl Time
EfGR/MAS /MDD, area:Regional 9, program:65)
s 163.7 Greatest Hits of ALl Time
BA {THC) - PI:1C41 - PT'I' jock Music (country:DESGR/MAS /MD. area:Regional 9, program:E&5)
user msg# diversion recommended, single-grp, duration:no duration given, éxtent:6 segments, eventl

td

¥
024 {RT) - PI:1C41 - P'IY

g¢ Still Sync.ed (Got 1 bad blocks on 58 total) i}
B8A |[BASIC) x C { ntry:DESGR/MAS  /MD, area:Regional 9, program:65)
muALtsTif 1 10
0BA (THC) - PI:1C41 - PTY:Rock Music {country:DESGR/MAS_/MD., area:Regional 9, program ]
#user msgd diversion recommended, single-gr| duration:no duration given, extent:6 segments, eventl 20

03A {AID) - PI:1C41 - PTY cck Music {country:DESGR/MAS__/MD, area:Regional 9. program:é5) "y
aid group: BA - location ta 6 - AFI-OFF - basic mode - regional urban f
03.!. {AID) - PI:1C41 - PTY:Rock uu'lt: {country:DE/GR/MAS__/MD, area:Reglonal 9, program:65)
BA - gap:3 groups, SID:05
PI:1C41 - PTY:R« Music {country:DEfGR/MAS /MD, area:Reg al 9, program:65)
-0FF - basic mode - regional urban
DE/GR/MAS__/MD, area:Regional 9, program:65)
g# diversion recommended. single-grp, durationino duration given, extent:-3 segments, event
82A {AID) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/__/MD, area:Regicnal 9, program:65)
B4 - gap:3 groups, 5ID:85
= PI1:1C41 - PTY:Rock Music {country:DE/GR/MAS_/MD. area:Regional 9, program:E65)
ERED - AF:

Amplitude (dB)
en

€41 - PTY:Rock Music {cuun(ry't’Ef&k!Ml{ /MD, area:Regional 9, program:65)
g# diversion recomsended, single-grp, duration:no duration given, extent segments, event 100
i ed {Gotr 2 bad blocks on 50 total

11041 - PTY:Reck Music {country:DE/GR/MA/__/MD. area:Regional 9, program:65)
= «Speech-STERED - AF:
664 {BASIC) - PI 1C41 - PTY:Rock Music {country:DESGR/MAS__/MD, area:Regional 9, program:65)
=u>fll Time: -Speech-STERED - AF
B8A {BASIC) ¢ ntry:DESGR/MAS  /MD, area:Regional 9, program:65)

) : ¥:Rock Music {countrv DE/GR/MA/__/MD, area:Regional 9, program:65)
#user msgd diversion recommended, single-grp, duration:noe duration given, extent:-3 segme
08A {BASIC) - PI:1C41 P Rock Music {country:DESGR/MAS__/MD, area:Regional 9, program:65) L .
m>ALL Time: -Speéech-STERED - AF: Loop BW: 18k
0eA (B - F‘I-lt-ﬂ. - PTY Music {country:DESGR/MAS /MD, area:Regional 9, program:65)
==rALL Time<ss -Speech-STERED - AF:
824 {RT) - PI: lt-il = PTY:Rock Music {country:DESGR/MAS /MD, area:Regional 9, program:65)
¥ 103.7 Greatest Hits of ALl Time
B8A {TMC) - PI:1C41 - PTY:Rock Music {country:DE/GR/MAS__ /MD. area:Regional 9. p ram:65)
#user msgd diversion recommended, single-grp., duration:no duration given, extent:-6 Segments, event
08A {BASIC) - PI:1C41 - PTY:Rock Music {country:DE/GR/MAS__/MD, area:Regional 9, program:€5) Teq Offset: | 250k
= = =Speech-STERED - AF:
PI:1C41 - PTY:Rock Music {country:DE/GR/MAS_/MD, area:Regional 9, program:65) freq
- -Speech-STERED - AF:
- PI 1C41 - PTY:Rock Music {country:DE/GR/MA/__/MD, area:Regional 9, program:65)
Speech-STERED - AF:
- PI lt-il - PTY:Rock Music {country:DE/GR/MA/_/MD, area:Regional %, program:65) s
-Speech-STERED - AF:

Gal 35

Got @ bad blocks on 50 total) Fréguent

1:1C41 - PTV:Rock Music {country:DE/GR/MA/__/MD, area:Regional 9, program:&5)
F ser msg# diversion recommended, single-grp, duration:no duration given, extent:.6 Segménts, event
B84 ck Music {country:DE/GR/MA/__/MD, area:Regional %, p ram:65)
#us nded, single-grp, duration:no duration given, extent sSegments, event
824 RDS TMC k& Music {countr EfGR/MAS /MDD, area:Regional 9, program:65)
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Compare Against Trusted Source
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Brute Force Search
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Reading a FasTrak Toll Tag

<@ 51

Click. Call. C 'l

FasTrak®

About FasTrak

FasTrak is the electronic toll system that allows customers
to use any toll road, bridge, or express lane in California
without stopping to pay. To participate, drivers must have a
prepaid FasTrak account and a transponder properly

installed on their windshield when they use a FasTrak toll
Get FasTrak I Rt

from a8

San Diego ' gl
Toll Roads
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Received Signal

RX Fine: 0 ) RX Gain: |15
RX Freq: 1916.3M RX Final: 916.3M RX Locked: 0
TX Fine: 0 . TX Gain: |90 TX Mul: |6 TX LO Offset: -2M
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Reading a Tag Outside







Toyota Prius Keyless Entry Auth
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Building Security Badge Auth
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ISEE-3

ISEE-3 Reboot Project

International Sun/Earth
Explorer 3

Launched: August 12,
1978

Heliocentric Orbit

Study interaction
between solar wind
and

Earth’s magnetic field
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Moment of First Contact
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Telemetry During Thruster Firing

File Edit View Search Terminal Tabs Help

gnuradio-companion ® | .ftm.py localhost:1... X | balint@crawfish: ~f... ¥ ssh-X-L5900:127.... X vncviewer -bgr233 l... X balint@crawfish: ~ X .ftim_graph.py local... X .ftim_graph.py local... X .ftim_graph.py local... X ./tim_graph.py local... X
Figure 1
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GitHub: balint256

balint@spench.net
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