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The Anatomy of an Attack Campaign



Time Is The Currency That Matters 
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Moving Beyond Detect And Respond

• Use Better Indicators of Attack

• See Inside Your Entire Network

• Threat Hunting to Find Attacks That Matter, Detect Unknowns.

• Contain Attacks Faster By Seeing Compromised Infrastructure 



Retail – Evolving To Hunt Case Study
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Challenges/Benefits with Proactive Approach
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Online/Consumer – Leaping To Hunt

•
•

•

•

•
–

–



Online/Consumer – Challenges and Benefits
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Financial – Connecting Art with Science

•
–

•
–

•
–

•
–

•



Financial – Challenges and Benefits 
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Arbor Overview:15 Years of Network Excellence

Leading Network Traffic Expertise

• 15 years of understanding the worlds most

complex and demanding service provider and 

enterprise networks.

• Deployed everywhere on the planet (107 countries).

• See more Internet traffic than any other service 

provider.

Premier Global Security Visibility
Hourly updates from 330+ providers on attack traffic 

across the Internet.

• World class security research team analyzing

traffic patterns and reverse engineering malware and 

its infrastructure with ATLAS/ASERT.

Proven Scale Across Blue Chip

Installed Base

• 3/5 Top Global Banks.

• Deployed largest financial institution in 28 countries.

• 9/10 of largest online brands and hosting providers.

• 100% Tier 1 Service providers.

Live Digital Attack Map
Powered by: Arbor Networks



Arbor Networks Spectrum

Find attack campaigns in real-time across your 

entire network 

Search and surface anything within the network.

•

•

Find Real Threats 10x Faster, Reduce Your Risk.

•



“The best thing about Arbor Spectrum is that you 

really don’t even need a novice skill level of 

network forensics to use it. The interface

is straightforward, and it’s simple to extract 

important information relevant to an 

investigation.”
– Security Operations Lead 

F500 Multinational

Case Study: Detection & Proof of

an Attack Campaign in Minutes

Challenge:

Arbor:

• Small Security Operations function responsible for 

managing events and incidents across a large,

distributed network with global data centers. 

• Deployed SIEM, Security forensics and used

3 open source and other tools to detect and

investigate incidents.

• Deployed Arbor within a day and received one hour

of training. Within the same day the team was 

using the solution to find and investigate potential 

threats. 

• Almost immediately a threat indicator was detected 

using Arbor Intelligence.

• Further analysis of the traffic,and subsequent hosts 

implicated. 

• Investigation took minutes whereas the team would 

normally take 3-4 days to perform a similiar 

analysis. 

• Their SIEM and existing threat infrastructure

had not identified the initial threat indicator.
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