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> Exploit: code to exploit a
vulnerability

> Malware: What's installed
@ after a successful
exploitation

> Attack seldom works due to
lack of TRUST
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(C&C)
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2> And thus born the exploit
Kits
1. Serve exploit and
malware

2. Obfuscate on every serve
/ 3. Optimize exploitation by
fingerprinting visitors

Exploit Server
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1990-1998: Deface Websites
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Find Website Flaws

Attack Website

Harvest Server Data

Insert Malware into Websites

Malware Harvests Personal Data
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MySQL.com Spreading Fake Antivirus

The Register: MySQL.com breach leaves visitors exposed to malware, September 26, 2011

eWeek: Attackers Subvert MySQL.com With BlackHole Exploit Kit to Serve Malware, September 26, 2011
Slashdot: Mysqgl.com Hacked, Made To Serve Malware, September 26, 2011

Dark Reading: MySQL Site Compromised To Serve Up BlackHole Exploits, September 26, 2011

Cnet: Hacked MySQL.com used to serve Windows malware, September 26, 2011

ZDNet: MySQL.com hacked, redirects users to malware-laden sites, September 26, 2011

PCWorld: MySQL.com Hacked to Serve Malware, September 27, 2011

SC Magazine: MySQL.com hacked, September 27, 2011

CIO: MySQL.com hacked to serve malware , September 27, 2011

Krebs on Security: MySQL.com Sold for $3k, Serves Malware, September 26, 2011

Threat Post: MySqgl.com Site Hacked, Was Serving Malware, September 26, 2011

Computer World: MySQL.com hacked to serve malware, September 27, 2011

Network World: MySQL.Com Website Hacked, September 26, 2011

InfoWorld: MySQL.com hacked to serve malware, September 26, 2011

ZDNet UK: Hackers place Windows malware on MySQL site, September 27, 2011

Spam Fighter: Hackers Infiltrate MySQL.com for Pushing Malware, October 04, 2011

THe H Security: MySQL.com hacked to serve malware, September 27, 2011

Hack lllusion: Beware: Mysgl.Com Infects Visitors With Malware, September 27, 2011

Computing UK: MySqgl.com serves malware following hack, September 27, 2011

Computerworld Australia: MySQL.com hacked to serve malware, September 27, 2011

News4geeks: MySQL.com hacked to server malware, September 27, 2011

OSNews: MySQL.com Hacked to Serve Malware, September 26, 2011

Voice of Grey Hat: MYSQL.com Compromised & Giving Malware Warning, September 26, 2011

Ars Technica: Hackers turn MySQL.com into malware launchpad, September 26, 2011

BetaNews: mysqgl.com hacked and serving malware, stolen data sold on hacker forums, September 26, 2011
Computer Weekly: MySQL.com hack serves up malware to site visitors, September 26, 2011

Help Net Security: Mysgl.com hacked, serving malware, September 26, 2011

Naked Security: MySQL.com hacked for second time in a year, September 26, 2011

SecurityWeek: MySQL.com Hacked: Cybercriminals Use Popular Open Source Site to Spread Malware, September 26, 2011
TechWorld: MySQL.com hacked to serve malware, September 26, 2011
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http://www.theregister.co.uk/2011/09/26/mysql_hacked/
http://www.eweek.com/c/a/Security/Attackers-Subvert-MySQLcom-with-BlackHole-Exploit-Kit-to-Serve-Malware-432376/
http://it.slashdot.org/story/11/09/26/2218238/mysqlcom-hacked-made-to-serve-malware
http://www.darkreading.com/database-security/167901020/security/attacks-breaches/231602192/mysql-site-compromised-to-serve-up-blackhole-exploits.html
http://news.cnet.com/8301-27080_3-20111943-245/hacked-mysql.com-used-to-serve-windows-malware/?tag=mncol;title
http://www.zdnet.com/blog/security/mysqlcom-hacked-redirects-users-to-malware-laden-sites/9470
http://www.pcworld.com/businesscenter/article/240609/mysqlcom_hacked_to_serve_malware.html
http://www.scmagazine.com.au/News/274861,mysqlcom-hacked.aspx
http://www.cio.com.au/article/402081/mysql_com_hacked_serve_malware/
http://krebsonsecurity.com/2011/09/mysql-com-sold-for-3k-serves-malware/
http://threatpost.com/en_us/blogs/mysqlcom-site-hacked-was-serving-malware-092611
http://www.computerworld.com.au/article/402081/mysql_com_hacked_serve_malware/
http://www.networkworld.com/community/blog/mysqlcom-website-hacked
http://www.infoworld.com/d/security/mysqlcom-hacked-serve-malware-174038
http://www.zdnet.co.uk/news/security-threats/2011/09/27/hackers-place-windows-malware-on-mysql-site-40094032/
http://www.spamfighter.com/News-16845-Hackers-Infiltrate-MySQLcom-for-Pushing-Malware.htm
http://www.h-online.com/security/news/item/MySQL-com-hacked-to-serve-malware-1350358.html
http://www.hackillusion.com/2011/09/beware-mysqlcom-infects-visitors-with.html
http://www.computing.co.uk/ctg/news/2112262/mysqlcom-serves-malware-following-hack
http://news4geeks.net/2011/09/27/mysql-com-hacked-to-serve-malware/
http://nakedsecurity.sophos.com/2011/09/26/mysql-com-hacked-for-second-time-in-a-year-sql-injection-to-blame/
http://mobile.osnews.com/printer.php?news_id=25190
http://www.voiceofgreyhat.com/2011/09/mysqlcom-compromised-giving-malware.html
http://arstechnica.com/business/news/2011/09/hackers-turn-mysqlcom-into-malware-launchpad.ars
http://betanews.com/2011/09/26/mysql-com-hacked-and-serving-malware-stolen-data-sold-on-hacker-forums/
http://www.computerweekly.com/Articles/2011/09/27/248004/MySQL.com-hack-serves-up-malware-to-site-visitors.htm
http://www.net-security.org/malware_news.php?id=1853
http://nakedsecurity.sophos.com/2011/09/26/mysql-com-hacked-for-second-time-in-a-year-sql-injection-to-blame/
http://www.securityweek.com/mysqlcom-hacked-cybercriminals-use-popular-open-source-site-spread-malware
http://news.techworld.com/security/3306285/mysqlcom-hacked-to-serve-malware/
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> The concept of a toolset
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2. TDS (Targeting)
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osCommerce Mass SQL Injection

SPAMfighter: News, Armorize Unleash Massive Iframe Injection Assault, July 16, 2011

CSO Online: Drive-by download infects more than 90,000 sites, Armorize warns, July 26, 2011

Help Net Security: 90,000+ web pages compromised through iFrame injection, July 26, 2011
TechNewsDalily: Massive Browser Attack Hits 90,000 Web Pages, July 26, 2011

Threat Post: Massive iFrame Attack Hits More than 90,000 Pages, July 26, 2011

CIO: E-Commerce Sites Based on Open Source Code Under Attack, July 28, 2011

Computer World: E-commerce sites based on open source code under attack, July 28, 2011

CSO Online: E-Commerce Sites Based on Open Source Code Under Attack, July 28, 2011

InfoWorld: OS Commerce-based sites under attack, July 28, 2011

Network World: E-commerce sites based on open source code under attack, July 28, 2011

Practical Ecommerce: osCommerce 2.2 Websites Targeted by Mass Injection Attack, 143,000 Pages Hit, July 28, 2011
ZDNet: 90,000+ pages compromised in mass iFrame injection attack, July 28, 2011

PC World: E-commerce sites based on open source code under attack, July 29, 2011

Rrockefeller News: Websites Programmed By Open Source Software Attacked By Malware, July 29, 2011
CRN: iFrame Attack Infects More Than 300,000 osCommerce Sites, July 29, 2011

Help Net Security: Mass iFrame injection attack now counts millions of compromised web pages, Auguest 1, 2011
Kriterium: iFrame Attack Infects More Than 300,000 osCommerce Sites, Auguest 1, 2011

Linux Today: E-commerce sites based on open source code under attack, Auguest 1, 2011

SC Magazine: Mass injection campaign affects 3.8 million pages, Auguest 1, 2011

Softpedia: Number of osCommerce Infected Pages Raises to Millions in Under a Week, Auguest 1, 2011
The Tech Herald: osCommerce-based mass injection now 3.79 million pages strong, Auguest 1, 2011
AVG: Massive iframe attack hits more than 100,000 web sites, Auguest 2, 2011

HK Cert: Mass Injection Attacks Targeting osCommerce Vulnerabilities, Auguest 2, 2011

The Register: Malware attack spreads to 5 million pages (and counting), Auguest 2, 2011

The H Security: Millions of osCommerce stores hacked, Auguest 3, 2011

Anti-Malware: Malware attack targets unpatched osCommerce websites, Auguest 4, 2011

Threat Post: Massive Injection Campaign Affecting More Than Six Million Pages, Auguest 4, 2011
KrebsonSecurity: Is That a Virus in Your Shopping Cart?, Auguest 5, 2011

Spam Fighter: Armorize Unleash Massive Iframe Injection Assault, Auguest 5, 2011

PCWorld: Speedy Malware Infects More than 6 Milion Web Pages, Auguest 6, 2011

Spam Fighter: Armorize Unleash Massive Iframe Injection Assault, Auguest 7, 2011

CIO: New malware infects more than six million web pages, Auguest 8, 2011

eWeek: Malware Wave Infects Six Million e-Commerce Pages, Auguest 8, 2011

Ihotdesk: Malware reaches 6m pages in two weeks, Auguest 8, 2011

PC Magazine: Millions of e-commerce Sites Hacked to Serve Malware, Auguest 8, 2011

Tech World: Willysy malware infects millions of e-commerce sites, Auguest 8, 2011

Dark Reading: 'Willysy' osCommerce Injection Attack Affects More Than 8 Million Pages, Auguest 9, 2011
iss Source: Malware Feeds Off Slow Patching, Auguest 10, 2011

Chameleon Web Services : osCommerce Virus Problems, Auguest 11, 2011

USA TODAY: Millions of Web pages are hacker landmines, Auguest 11, 2011

The Register: Attack targeting open-source web app keeps growing, Auguset 13, 2011
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Edit days and times below. When youre happy with the schedule, click "Save " To bid more or less during particular time periods,
switch to the bid adjustment mode. (You can always switch back. )
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Modern Exploitation Toolset

> Mass Infection Tools
« Wordpress

e OpenX S Ehe New 1Jor] <iframe >

« osCommerce

> Webshells

« Scheduled injection
and removal of iframes

> TDSs

> Exploit packs
> Malware &
> C&C Attacker Exploit Server

(C&C)
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The Modern Exploit Pack

> Exploit pack features:
« Targeting
* |P blacklist i i

» Geo location Ehe NewJor| <iframe >

 Language T ——
e Time e r4 004040404040
» Obfuscation \ or; or; ?; &

* Newest exploits

> Obfuscation of the
dropper

> Techniques that
make non-sandbox detectio
more difficult

 IDS, emulated browsers,

crawlers Attacker
(c&c)

Traffic Distribution
Servers (TDS)

@ploit Server
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> Widely used since March

> Obfuscation of the
dropper
(single-byte XOR)

> Mostly for emall
and malvertising
attacks

> CVE-2011-3402 (IE) e —
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CVE-2013-2463 (Java) I
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CVE-2013-0634 (Flash) Eeian s e e

SO, MO W G 0 C308 BIHREITLA DICLI RO,
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(screenshot from: kahusecurity.com)
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Replaces BlackHole 2.0
Widely used since Jan
YouTD) YAHOO'
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dropper P

(4-byte XOR) -

AJAX-based retrieval of \‘

Harder for IDS and other

emulators to detect
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Attacker Exploit Server
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Traffic Distribution
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Conclusion 1

> Modern exploit packs are used for:

« Email-based APT attacks
« Watering hole timing attacks

 Mass infections
« Malvertising

> Harder and harder for traditional technologies to
detect

2> Follows BlackHole 2.0’'s model, offered as a service

> Used as a part of the attacker’s toolset

© 2011 Proofpoint, Inc. p I'OOprI nt>



Advanced Email Threats: Attack (e
Vectors s 1
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on thd Account Activity Page. amazon
Sign In or Create an AWS Account

You may sign in using your existing Amazon.com account or you can create a new account by selecting "I
am a new user."

My e-mail address is:

) Iama new user.

Iam a returning user
and my password is:

© 2011 Proofpoint, Inc.

About Amazon.com Si



n

Iam a new user.

e A A
Yo Al ac tor cre count by

selecting "I

About Amazon.q

& T am areturninn nser X
| Elements | Resour Metwork  Scurces line Profiles Audits Consele *
TTETOIT]
sty e Herbia “| Styles Compute vent Listeners | =
F DOMContentLloaded Tk

<form name="ue_backdetect"” action="get">..</form>
¥ <script type="text/javascript"s
(function(a){a._uess=Ffunctioni){var d="";if{screenffscreen.width&&screen.height){d+="
(function(a){if{document.ue_backdetect&i&document.ue_backdetect.ue_back){a.ue.bfini=do
</scripts
g v
¥ <noscr ‘noscripts
P idiv class="dilgoleT —g="diigolet-notice” s el m—mone ; ">..</divs
F<div id="diigolet-dlg-sticky" style="position: absolute; left: 188px; top: 188px; display:
Fcdiv id="diigolet-csm"” classz="yellow" style="position: absolute; display: none;">.</div>

© 2011 Proofpoint, Inc.

</body>
</html=>
4| T | 3
=, 3= <!DOCTYPE>

m

El

b click

F keydoun

P mousedown
» mousemove
P mouseout
* mouseover

F mouseup

o1 08 £




Amazon Web Services Invoice Available [Invoice ID: 33031946] - Message (HTML)
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Amazon Web Services <aws-receivables@amazon.com>
Amazon Web Services Invoice Available [Invoice ID: 33031946]

To  aws@armorize.com

@ I there are problems with how this message s displayed, click here to view it in a web browser,

Wessage || FEinvoice33031946 pa (163 k8]

]
NEsr amazon
webservices

Greetings from Amazon Web Services,

We're writing to provide you with an electronic i i or your use of AWS services
1 - September 30, 2013. Additional j ation rega ur bill, individual service
account history are available on thd{Account Activi age

Sincerely,

The Amazon Web Services Team

This message was produced and distributed by Amazon Web Servi ; Avanue North, Seattle, Washington 98" 3-5210.

AWS il not be bound by, and specifically objects to, any term, car
Enterprize Agreement betveen AWS and yeu [wbetMr or m v s
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Conclusion 2

> For every vulnerabillity, there is usually 1
number of different implementations

> Even traditional antivirus has every exploit’s
sighature

> All we need to do, is match against the final
code

« Dynamically generated code

> And apply behavioral analysis for the zerodays

© 2011 Proofpoint, Inc. p I'OOprI nt>



proofpoint?

threat protection | compliance | archiving | secure communication

Contact us at:;
sales@proofpoint.com

408-517-4710
WWW.proofpoint.com



mailto:sales@proofpoint.com
http://www.proofpoint.com/

For more Information

2014 Targeted Attacks Study
THE NEW ART OF WAR

Hoa o Derecr, Peegizt and Efnnreans Adsancssd Tarpansd Thieans

proofpont !SDI(_;

For More Information,
Contact us at:
sales@proofpoint.com

408-517-4710
WWW.proofpoint.com

© 2011 Proofpoint, Inc.

The New Art of War:
2014 Targeted Attacks Study

How to Detect, Predict and Eliminate Advanced
Targeted Threats

This 2014 Targeted Attacks Study looks at the specific
threats organizations face today; where traditional security
approaches are failing; and what advanced tools
organizations are investing in over the year ahead..

In this study, you'll receive a comprehensive overview of
survey results and expert analysis on:

> The common threats organizations face
> Where to bolster traditional defenses
> How to protect employees from targeted attacks

Visit the link below to download this report, compliments of
Proofpoint:

http://www.proofpoint.com/id/2014-targeted-attacks-
study/index.php?id=1
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