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AFatih Ozavci, Managing Consultant
AVoIP & phreaking
AMobile applications and devices
ANetwork infrastructure
ACPE, hardware and loT hacking

AAuthor of Viproy and VolP Wars

APublic speaker and trainer
ABlackhat, Defcon, HITB, AusCert, Troopers
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TRADITIONAL PHONE SYSTEMS
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UNIFIED COMMUNICATIONS
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UNIFIED ATTACK SURFACES
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SIP & RTP FUNDAMENTALS
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CHALLENGES OF MODERN COMMUNICATIONS
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Phone scam results in bomb threat
By Sydney Ryan CONNECT u

A phone scam from overseas to a central Lubbock neighborhood
necessitates a call-out to e Bomb Squad.

ES
theguard The victim is an elderly woman who wishes to remain anonymous.
2 3 Her car was burglarized, but that was rather tame compared to what
News | Wor officers had to deal with after they responded to the 60th and Avenue
V home.
Phone } "Shortly after they got all of her information, she said well, | have to
Dowler bring something else to your attention, as well,” LPD Lieutenant Ray
Voice mess: Mendoza said. sid
automaticall
That 'something’ was a suspicious package accompanied by a 3
Lisa O'Carroll threatening note. The victim explained she had been victimized by phone scammers for about a year. '
theguardian.cor
"When she finally decided that she wasn't going to pay anymore, she stopped sending money. Never in
the manner of this in my almost 20-year career have | seen anything like this," Mendoza said. "She
received that package a few days prior to yesterday."
Ralph Gagliardi of the Colorado Bureau of Investigation traced money in a swindle from C The bomb squad was called in. It sent init's robot to check out the box.
to Nigeria. & ne T Time
= "They went through all that process and determined there was actually no explosive device inside,"
Mandasa caid Ua addad that nhana crame ara ramman had coenicingge oo
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But new technology has led to an onslaught of Internet-inspired fraud ces — numbers fol
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Murdered schoolgirl Milly Dowler's voicemails would have been deleted chall . . . .
automatcal aftr they were hacked by the Nows of the Word, the OK tioredhan:e: dizen:schocis antiediicalion indiluilions i ihe Tiichave:shuliered Soors:afterreceiin i OpaTmA time, which could lead to a denial-of-service attack on the network.
Ther. S
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cams but ‘don't without permission, but one of the strange things about it all is that at no stage have
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PREVIOUSLY ON VOIP WARS

 — 06:5060;branch=branchP27rm1YKcC; rport=54734

- 3 1004@cups10x
E j — - . — HACME Operator w- |70 ] $ @ Available v = o
I 7_‘ [= . anhe ]M‘..r'l(S Client RACME Operator@192.168.0.202 rﬁ‘ il‘ QJ EF
Clear All B Missed
¢ &
- @ ’ HACME Operator World 2001 6:11pm
N Cup 2014 application I

| released! e 2o 3] 2001 6:10 pm

e dioly  Save o . GHI 4 S5/mo 6

& Boghe - IMS/RCS Client —— : — 8|wrz_ 9IS Delete Sl
'J 0 -3 i s
- " 1 — =
Boghe - IMS/RCS Client has stopped working % Find and List Phones x
. B I UAATGY *
{ Windows can check online for a solution to the problem - ey f (X hitps://192.168.0.205/ccmadmin/phoneFindList.do?lookup=fals oOn & H=
Last asaage acsleud. 2014-08-4.3:38 W Cisco Unified CM Administration Navigation
& Check online for a solution and close the p ogram 8086 metasploit-framework — ruby — 110x21 For Cisco Unified Communications Solutions dsco Search Documentation About Logout
= 92 .0.202:506
i il llzggponzez 2858 1 200 0K slRouting » Media Resources v Advanced Features v Device Application »  User Management Buk Administration v  Help
# Close the program User-Agent : X-Lite release 4.5.5 stamp 71241 B Actively Logged In Device Report ¢ I Go
Select Al Coar Al 4@ Doleto Solocied (b Reset Seected 2 Aopy Confgto Seected

X/ .202:5060;1r;sipXecs-rs=%2Aauth%7E.%2Afrom%7E%219761b8bf7d31e40bd5e|

metasploit-framework — ruby — 80x23

Message Sent (Server Response: 200 OK)

4s found
B v ] caeers tag=6d67a48 it
JACME%260perator@192.168.0.202>; tag=VA3dQBR3qk;epid=Bq3qnAzrig
e =3 505dXM20021RO558192.168.6.206 [<70f7)
p3s3istamp 7l dl here |Device Name i begins with ¢ Find
106 GMT Select item or enter search text
0.202: 200 SIP/2.0 260 OK

Rows per Page 50

Clear Filter

P =

eted
> FORWARD
auxiliary(viproy-skinny-callforward) > run

Register request sent for SEPOOOC29ES8CA3
©0OC29E58CA3 MAC address is registered on 192.168.0.205
Configuration request sent for SEPOOOC29ES8CA3
The following is the configuration for ©00C29ES58CA3
Device: SEP@OOC29E58CA3
User ID:
Lines: 2
Speed Dials:
Domain: defconcucm
The line 1 information:
Line: 1
Directory Number: 1001
Display Name: 1001
The line 2 information:
Line: 2
Directory Number: 2000
Display Name: 2000 I
Line is open for Call Forward to 1011

liary(viproy-skinny-callforward) > set ACTION FORWARD
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CORPORATE COMMUNICATIONS
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CLOUD COMMUNICATIONS
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FEDERATED COMMUNICATIONS
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CLIENTS UNDER ATTACK

Alnter -vendor security iIssues

AINSUFFICIENT client management
AMissing client monitoring
AMissing software updates
ANO SIP/SDP or message filtering

ACentralised attack deployment
Alnternal trust relationships
AMeeting and conferencing options
AFlexible collaboration options
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ATTACK SURFACES TO CLIENTS

AContent transferred to clients
ASIP/SDP content (e.g. format, codecs)
ARich messaging (e.g. rtf, html, audio)

AUnifled messaging
Alnjecting files, XSS, phishing, RCE
AFile transfers, embedded content

ACommunication subsystem
ACall or SIP headers
ARarely secured protocols (e.g. MSRP)
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TEST APPROACH

AEngage through a first contact point
AUC messaging, conference invitation, courtesy phones

ACombine old and new techniques
AUse UC for malicious activities (e.g. MS -RTASPF)

First Contact Use Sulta.ble
Point

Distribute Hide
Malware Activities e
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SECURITY TESTING SERVICES

ARed Teaming Exercises
ACourtesy phones, conference rooms, media gateways

AHuman Factor Testing
AVishing, smishing , instant messaging, UC exploits

Alnfrastructure Analysis
AToll fraud, caller ID spoofing, TDoS/DDoS

AApplication Security Assessments
AManagement portals, self -care portals
AWeDbRTC, VoIP/UC apps, IVR software

18



2] context
PRACTICAL DESIGN ANALYSIS

AService requirements
ACloud, subscriber services, IMS
ABIlling, recordings, CDR, encryption

ATrusted servers and gateways
ASIP proxies, federations, SBCs

ASIP headers used (e.g. ID, billing)
ATele/Video conference settings

AAnalyse the encryption design
ASIP/(M)TLS, SRTP (SDES, ZRTP, MIKEY)
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PRACTICAL UC ATTACKS

ASIP header analysis
ACaller ID spoofing, billing bypass

ACommunication types allowed
AFile transfer, RDP, MSRP, teleconference

AMessage content -types allowed
AXSS, corrupted RTF, HTML5, images

AConference and collaboration

AFuzzing clients and servers
ASIP headers, SDP content, file types
ACombine with known attacks
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PRACTICAL RED-TEAMING ATTACKS

AAttacks with NO user interaction

ACalls with caller ID spoofing
AFake IVR, social engineering

AMessages with caller ID spoofing
ASmishing (e.g. fake software update)
Alnjected XSS, file -type exploits
ABogus content -types or messages
AMeetings, multi -callee events

AAttacking infrastructure
ARaspberry Pl with PoE, Eavesdropping
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CLOUD SECURITY TESTING

AUnified Communication Solutions
ACisco Hosted Collaboration Suite
AMicrosoft Skype for Business (  a.k.a Lync)
AFree software (e.g. Kamalio, OpenIMS)
AOther vendors (Avaya, Alcatel, Huawel)

AAttacking through
ASignalling services
AMessaging, voicemail and conference system
ACloud management and billing
AAuthorisation scheme
AClient services (self -care, IP phone services)
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SUBSCRIBER SERVICES TESTING

AVulnerable CPE
ACredential extraction

AAttacking through embedded devices

Alnsecurely located distributors
AHardware hacking, eavesdropping

ASIP header and manipulation for
AToll Fraud
AAttacking legacy systems (e.g. Nortel?)
AVoicemail hijacking
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CALL CENTRE SECURITY TESTING

AAnalysing encryption design
Almplementation (e.g. SRTP, SIP/TLS)
Alnter -vendor SRTP key exchange

APrivacy and PCI compliance
ANetwork segregation
AIVR recordings (e.g. RTP events)
AEavesdropping
ACall recordings security
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IMS SECURITY TESTING

Alnter -vendor services design

ANetwork and service segregation
A*CSCF locations, SBC services used
AVOLTE design, application services

ASIP headers are very sensitive
Alnternal trust relationships
AFiltered/Ignored SIP headers
ACaller ID spoofing, Billing bypass

AENncryption design (SIP, SRTP, MSRP)
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VIPROY VOIP PEN-TESTING TOOLKIT

AViproy VolP Penetration Testing Kit (v4)
AVoIP modules for Metasploit Framework
ASIP, Skinny and MSRP services
ASIP authentication, fuzzing, business logic tests
ACisco CUCDM exploits, trust analyser...

AViproxy MITM Security Analyser (v3)
AA standalone Metasploit Framework module
ASupports TCP/TLS interception with custom TLS certs
AProvides a command console to analyse custom protocols
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SECURITY TESTING USING VIPRO(X)Y

ACloud communications
ASIP header tests, caller ID spoofing,
ABIlling bypass, hijacking IP phones

ASignalling services
AAttacking tools for SIP and Skinny

AAdvanced SIP attacks

AProxy bounce, SIP trust hacking
ACustom headers, custom message -types

AUC tests w/ Viproxy + Real Client
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ATTACKING THROUGH UC/IMS

B Microsoft
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DEX &
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FORWARDED REQUESTS

SIGNALLING / MESSAGING
A Call Settings

A SDP / XML

A SIP Headers A Message Content

A XMPP

A MSRP
. )

. CONTENT NO USER INTERACTION L — L=
¥ A Message types (HTML, RTF, Docs) A Call request parsing —

A File types (Docs, Codecs) A Message content parsing @ ST
A Caller ID Spoofing A 39 party libraries reachabl 0 :.._

A DoS TDoS RobocallsSmishing
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SAMPLE SIP INVITE/SDP EXPLOIT

w Session Initiation Protocol (SIP as raw text)
INVITE sip:703@10.254.254.153 SIP/2.0 HACME 1

Via: SIP/2.0/UDP 10.254.254.10:5060; rport;branch=branch88zV32J)zva
Max-Forwards: 70

From: <sip:hacme@viproy.com>;tag=uUS1n2N6zn

To: <sip:703@10.254.254.153>

Call-ID: callBXkppGFxyi4cyN3Kw9yAsHoPnOBDfe@10.254.254.10

% Boghe - IMS/RCS Client

CSeq: 13100 INVITE : L Boghe - IMS/RCS Client ==
Contact: <sip:hacme@viproy.com> ; Boghe - IMS/RCS Client has stopped working
User.Agent: leroy Penetration Testlng Kit - Test Agent Windows can check online for a solution to the problem.
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, IN}
Accept: application/sdp = Check online for a solution and close the program
Content-Type: application/sdp
Content-Length: 3593 2 Close the program
v=0 A Hide problem details
o=doubango 1983 678901 IN IP4 10.254.254.10
i Description: -
S=- Stopped working [
c=IN IP4 10.254.254.10 3
DR Problem signature:
Problem Event Mame: CLR20r3

- * Problem Signature 01: bogheapp.
m=message 8080 TCP/MSRP Problem Signature 02 20053056

= = Problem S?gnature 03 514032_2a i
a=path:msrp://10.254.254.10:8080/2F6LaaDLCi9glyXTx1XQ; tcp Gt B ;
a=connection:new
a=setup:actpass
a=accept-types:message/CPIM application/octet-stream
a=accept-wrapped-types:application/octet-stream image/jpeg image/gif image/bmp
[truncated] a=file-selector:name: "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
a=file-transfer-id:987522753 —
a=file-disposition:attachment =i @ »t O T

a~ = On > ‘M CYIDIOV,.01Q



it Boghe - IMS/RCS Client ==

File  Address Book History  Toaols

ATTACKER R4

703

File Edit View Search Terminal Help

Y L
|QC-nI|r.e v| Hello world

Contacte -
Contacts Histary

|.-." All Contacts v| Q
& B ol
2 @
- %l

File Edit View Go Capture Analyze Statistics Telephony Tools Intemnals Help .
© & © e o Q «» 0% ¥ BHE @aaalf @HMEL @
Filter: | sip ~ | Expression... Clear Save
No. Time Source Destination Protocol | Lengtl | Info

19 5.663604000 10.254.254.153 10.254.254.16@ SIP 621 Status: 481 Unauthorized (@ bindings) |

20 5.69102100@ 10.254.254.160 16.254.254.153 SIP 655 Request: REGISTER sip:10.254.254.153 |

21 5.695872008 10.254.254.153 10.254.254.10 SIP 665 Status: 200 0K (1 bindings) |
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ATTACKING THROUGH MESSAGING

AUnifled Messaging
AMessage types (e.g. rtf, html, images)
AMessage content (e.g. JavaScript)
AFile transfers and sharing features
ACode or script execution (e.g. SFB)
AEncoding (e.g. Base64, Charset)

AVarious protocols
AMSRP, XMPP, SIP/MESSAGE

ACombining other attacks
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ATTACKING WITH ORIGINAL CLIENTS
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