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ÁFatih Ozavci, Managing Consultant

ÁVoIP & phreaking

ÁMobile applications and devices

ÁNetwork infrastructure

ÁCPE, hardware and IoT hacking

ÁAuthor of Viproy and VoIP Wars 

ÁPublic speaker and trainer

ÁBlackhat, Defcon, HITB, AusCert, Troopers
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Fundamentals
Design 

Vulnerabilities
Practical        

UC Attacks

ÁUC and IMS fundamentals

ÁSecurity issues and vulnerabilities

ÁPractical attacks 

ÁSecuring communication services
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ÅCaller ID

ÅBilling

SIP Content

ÅSDP

ÅEnc. Keys

RTP Content

ÅAudio/Video

ÅFile sharing

ÅRDP
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Call Session Control 
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(P-CSCF, S-CSCF, I-CSCF) VoLTE/LTE Infrastructure

Mobile Subscribers
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ÁInter -vendor security issues

ÁINSUFFICIENT client management

ÁMissing client monitoring

ÁMissing software updates

ÁNO SIP/SDP or message filtering

ÁCentralised attack deployment

ÁInternal trust relationships

ÁMeeting and conferencing options

ÁFlexible collaboration options
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ÁContent transferred to clients

ÁSIP/SDP content (e.g. format, codecs)

ÁRich messaging (e.g. rtf, html, audio)

ÁUnified messaging

ÁInjecting files, XSS, phishing, RCE

ÁFile transfers, embedded content

ÁCommunication subsystem

ÁCall or SIP headers

ÁRarely secured protocols (e.g. MSRP)
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ÁEngage through a first contact point

ÁUC messaging, conference invitation, courtesy phones

ÁCombine old and new techniques

ÁUse UC for malicious activities (e.g. MS -RTASPF)  
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ÁRed Teaming Exercises

ÁCourtesy phones, conference rooms, media gateways

ÁHuman Factor Testing

ÁVishing, smishing , instant messaging, UC exploits

ÁInfrastructure Analysis

ÁToll fraud, caller ID spoofing, TDoS/DDoS

ÁApplication Security Assessments

ÁManagement portals, self -care portals

ÁWebRTC, VoIP/UC apps, IVR software
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ÁService requirements

ÁCloud, subscriber services, IMS

ÁBilling, recordings, CDR, encryption

ÁTrusted servers and gateways

ÁSIP proxies, federations, SBCs

ÁSIP headers used (e.g. ID, billing)

ÁTele/Video conference settings

ÁAnalyse the encryption design

ÁSIP/(M)TLS, SRTP (SDES, ZRTP, MIKEY)
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ÁSIP header analysis

ÁCaller ID spoofing, billing bypass

ÁCommunication types allowed

ÁFile transfer, RDP, MSRP, teleconference

ÁMessage content -types allowed

ÁXSS, corrupted RTF, HTML5, images

ÁConference and collaboration

ÁFuzzing clients and servers

ÁSIP headers, SDP content, file types

ÁCombine with known attacks
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ÁAttacks with NO user interaction

ÁCalls with caller ID spoofing

ÁFake IVR, social engineering

ÁMessages with caller ID spoofing

ÁSmishing (e.g. fake software update)

ÁInjected XSS, file -type exploits 

ÁBogus content -types or messages

ÁMeetings, multi -callee events

ÁAttacking infrastructure

ÁRaspberry PI with PoE, Eavesdropping
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ÁUnified Communication Solutions

ÁCisco Hosted Collaboration Suite 

ÁMicrosoft Skype for Business ( a.k.a Lync)

ÁFree software (e.g. Kamalio , OpenIMS)

ÁOther vendors (Avaya, Alcatel, Huawei)

ÁAttacking through

ÁSignalling services

ÁMessaging, voicemail and conference system

ÁCloud management and billing

ÁAuthorisation scheme

ÁClient services (self -care, IP phone services)



23

ÁVulnerable CPE

ÁCredential extraction

ÁAttacking through embedded devices

ÁInsecurely located distributors

ÁHardware hacking, eavesdropping

ÁSIP header and manipulation for 

ÁToll Fraud

ÁAttacking legacy systems (e.g. Nortel?)

ÁVoicemail hijacking
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ÁAnalysing encryption design

ÁImplementation (e.g. SRTP, SIP/TLS)

ÁInter -vendor SRTP key exchange

ÁPrivacy and PCI compliance

ÁNetwork segregation

ÁIVR recordings (e.g. RTP events)

ÁEavesdropping

ÁCall recordings security
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ÁInter -vendor services design

ÁNetwork and service segregation

Á*CSCF locations, SBC services used

ÁVoLTE design, application services

ÁSIP headers are very sensitive

ÁInternal trust relationships

ÁFiltered/Ignored SIP headers

ÁCaller ID spoofing, Billing bypass

ÁEncryption design (SIP, SRTP, MSRP)
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ÁViproy VoIP Penetration Testing Kit (v4)

ÁVoIP modules for Metasploit Framework

ÁSIP, Skinny and MSRP services

ÁSIP authentication, fuzzing, business logic tests

ÁCisco CUCDM exploits, trust analyser...

ÁViproxy MITM Security Analyser (v3)

ÁA standalone Metasploit Framework module

ÁSupports TCP/TLS interception with custom TLS certs

ÁProvides a command console to analyse custom protocols
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ÁCloud communications

ÁSIP header tests, caller ID spoofing,

ÁBilling bypass, hijacking IP phones

ÁSignalling services

ÁAttacking tools for SIP and Skinny

ÁAdvanced SIP attacks

ÁProxy bounce, SIP trust hacking

ÁCustom headers, custom message -types

ÁUC tests w/ Viproxy + Real Client
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SIGNALLING / MESSAGING
Å SDP / XML
Å SIP Headers
Å XMPP
Å MSRP

CONTENT
Å Message types (HTML, RTF, Docs)
Å File types (Docs, Codecs)
Å Caller ID Spoofing
Å DoS/ TDoS/ Robocalls, Smishing

FORWARDED REQUESTS
Å Call Settings
Å Message Content

NO USER INTERACTION
Å Call request parsing
Å Message content parsing
Å 3rd party libraries reachable
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ÁUnified Messaging

ÁMessage types (e.g. rtf, html, images)

ÁMessage content (e.g. JavaScript)

ÁFile transfers and sharing features

ÁCode or script execution (e.g. SFB)

ÁEncoding (e.g. Base64, Charset)

ÁVarious protocols

ÁMSRP, XMPP, SIP/MESSAGE

ÁCombining other attacks
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MANIPULATE SIP CONTENT
INJECT MALICIOUS SUBJECTS
SEND PHISHING MESSAGES

Skype for Business
!ǘǘŀŎƪŜǊΩǎ /ƭƛŜƴǘ

Viproxy

Interactive Console

HACME 1

HACME 2

HACME 3

ÁAttackerõs Client

ÁTLS / Proxy

ÁCertificate

ÁCompression

ÁConsole

ÁEnabling Features

ÁContent Injection

ÁSecurity Bypass




