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Welcome & Introduction to Black Hat EU 2013 /
Keynote Speaker
Jeff Moss + Rick Falkvinge

The M2M Risk Assessment Guide,
A Cyber Fast Track Project
Don A. Bailey

Hacking Appliances:

Ironic Exploitation of Security Products
Ben Williams

Building a Defensive Framework for
Medical Device Security
Jay Radcliffe

Huawei - From China with Love
Nikita Tarakanov + Oleg Kupreev

To Dock or Not to Dock, That is the Question:
Using Laptop Docking Stations As Hardware-
based Attack Platforms

Andy Davis

Honeypot That Can Bite: Reverse Penetration
Alexey Sintsov

Who's Really Attacking Your ICS Devices?
Kyle Wilhoit

Harnessing GP2Us - Building Better Browser
Based Botnets
Marc Blanchou

Multiplayer Online Games Insecurity
Donato Ferrante + Luigi Auriemma

DropSmack: How Cloud Synchronization Services
Render Your Corporate Firewall Worthless
Jacob Williams

The Deputies are Still Confused
Rich Lundeen

Practical Exploitation Using A Malicious Service
Set Identifier (SSID)

Deral Heiland

XML Out-of-band Data Retrieval

Alexey Osipov + Timur Yunusov

A Perfect CRIME? Only TIME Will Tell

Tal Be'ery + Amichai Shulman
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Invisibility Purge — Unmasking the Dormant
Events of Invisible Web Controls — Advanced
Hacking Methods for Asp.Net, Mono and RIA
Shay Chen

The Sandbox Roulette - Are You Ready for
the Gamble?
Rafal Wojtczuk + Rahul Kashyap

Next Generation Mobile Rootkits
Thomas Roth

Advanced Heap Manipulation in Windows 8
Zhenhua ‘Eric’ Liu

OptiSig: Semantic Signature for
Metamorphic Malware
Nguyen Anh Quynh

Hybrid Defense: How to Protect Yourself From
Polymorphic 0-Days

Svetlana Gaivoronski + Dennis Gamayunov

Practical Attacks Against MDM Solutions
Daniel Brodie + Michael Shaulov

Let’s Play - Applanting
Ajit Hatti

Hardening Windows 8 apps for the Windows Store
Bill Sempf

Off Grid Communications with Android-
Meshing the Mobile World
Josh Thomas + Jeff Robble

Floating Car Data from Smartphones:
What Google and Waze Know About You
and How Hackers Can Control Traffic
Tobias Jeske

Hacking Video Conferencing Systems
Moritz Jodeit

Power Analysis Attacks for Cheapskates
Colin O'Flynn

Using D-Space to Open Doors

Brad Antoniewicz

Dude, Where's My Laptop?

Simon Roses Femerling + Curro Marquez

Mesh Stalkings; Penetration Testing with
Small Networked Devices
Phil Polstra




