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08:00 - 08:50 REGISTRATION & CONTINENTAL BREAKFAST - PALAU DE CONGRESSOS DE CATALUNYA, HALL 1

08:50 - 09:00 INTRODUCTION: Jeff Moss, Founder & Director, Black Hat - PALAU DE CONGRESSOS DE CATALUNYA, H3+J

09:00 - 09:50 INTRODUCTION: Max Kelly, CSO - Facebook // Security: The Facebook Way - PALAU DE CONGRESSOS DE CATALUNYA, H3+J

TRACK Big Picture 1 Application Security 2 Hardware 3
LOCATION palau de congressos 

de catalunya: h3+j
palau de congressos 
de catalunya: h2

palau de congressos 
de catalunya: h1

09:50 - 10:00 + break

10:00 - 11:15 CYBER [CRIME | WAR]:
Charting Dangerous Waters 
Iftach Ian Amit

DEFENDING THE POOR 
FX

HARDWARE IS THE NEW SOFTWARE 
Joe Grand

11:15 - 11:30 + coffee service

11:30 - 12:45 UNVEILING MALTEGO 3.0 
Roelof Temmingh

SECURITY IN DEPTH FOR LINUX SOFTWARE 
Julien Tinnes & Chris Evans

HACKING THE SMARTCARD CHIP 
Christopher Tarnovsky

12:45 - 13:45 + lunch // hotel rey juan carlos - jardin room

13:45 - 15:00 FIRESHARK - A TOOL TO LINK THE 
MALICIOUS WEB 
Stephan Chenette

NEXT GENERATION CLICKJACKING  
Paul Stone

VERIFYING EMRTD SECURITY CONTROLS 
Raoul D’Costa

15:00 - 15:15 + break

15:15 - 16:30 PROTOCOL, MECHANISM & 
ENCRYPTION OF PUSHDO/CUTWAIL/
WEBWAIL BOTNET 
Kyle Yang

SAP BACKDOORS: 
A Ghost At The Heart Of Your Business 
Mariano Nuñez Di Croce

SCADA AND ICS FOR SECURITY EXPERTS: 
How to Avoid Being a Cyber Idiot
James Arlen

16:30 - 16:45 + coffee service

16:45 - 18:00 State Of Malware: 
Family Ties
Peter Silberman & Ero Carrera

Attacking JAVA 
Serialized Communication
Manish Saindane

HACKING CISCO ENTERPRISE WLANS
Enno Rey & Daniel Mende

18:00 - 19:30 + reception // palau de congressos de catalunya - hall 1

briefings  //  speakers  //  schedule  //  sponsors
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TRACK exploit 1 APPLication security 2 forensics / privacy 3
LOCATION Hotel Rey Juan Carlos

Mare Nostrum: A+B
Hotel Rey Juan Carlos
Mare Nostrum: C

Hotel Rey Juan Carlos
Mare Nostrum: D

09:00 - 10:00 REGISTRATION & CONTINENTAL BREAKFAST - HOTEL REY JUAN CARLOS, MEZZANINE LEVEL

10:00 - 11:15 BINDING THE DAEMON: 
FreeBSD Kernel Stack & Heap Exploitation 
Patroklos Argyroudis

PRACTICAL CRYPTO ATTACKS AGAINST 
WEB APPLICATIONS 
Thai Duong & Juliano Rizzo

MISUSING WIRELESS ISPS FOR 
ANONYMOUS COMMUNICATION 
Andre Adelsbach 

11:15 - 11:30 + coffee service

11:30 - 12:45 ACCEPTING ADOBE READER’S CUSTOM 
MEMORY MANAGEMENT: 
A Heap Of Trouble  
Haifei Li & Guillaume Lovet

ABUSING JBOSS 
Christian Papathanasiou

HIDING IN THE FAMILIAR: 
Steganography and Vulnerabilities in 
Popular Archives Formats 
Mario Vuksan, Tomislav Pericin
& Brian Karney

12:45 - 13:45 + lunch // hotel rey juan carlos - jardin room

13:45 - 15:00 ORACLE, INTERRUPTED: 
Stealing Sessions and Credentials 
Steve Ocepek & Wendel G. Henrique

HOW TO OPERATIONALLY DETECT AND 
BREAK MISUSE OF WEAK STREAM CIPHERS 
(And Even Block Ciphers Sometimes)
Eric Filiol

TARGETED ATTACKS: 
From Being a Victim To Counter Attacking 
Andrzej Dereszowski

15:00 - 15:15 + break

15:15 - 16:30 0-KNOWLEDGE FUZZING 
Vincenzo Iozzo

Universal XSS via IE8s XSS Filters 
David Lindsay & Eduardo Vela Nava

SURVIVING YOUR PHONE: 
Protecting mobile communications with Tor 
Marco Bonetti

16:30 - 16:45 + coffee service

16:45 - 18:00 WEAPONIZING WIRELESS NETWORKS: 
An Attack Tool for Launching 
Attacks Against Sensor Networks    
Thanassis Giannetsos

CHANGING THREATS TO PRIVACY: 
From TIA to Google 
Moxie Marlinspike

VIRTUAL FORENSICS 
Christiaan Beek

rss: 
blackhat.com/BlackHatRSS.xml 

twitter: 
@BlackHatEvents 	  (real time event updates)
@BlackHatHQ 	  (the staff at Black Hat)

facebook: 
facebook.com/blackhat

linked.in: 
search groups, Black Hat

stay connected upcoming events

briefings  //  speakers  //  schedule  //  sponsors

briefings & training: las vegas
caesars palace las vegas, nevada
July 24 - 29, 2010

briefings & training: dc
hyatt regency crystal city
Jan 16 - 19, 2010
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