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Real World vs Cyberspace

* What's the difference?
* Now integral part of every pol/mil conflict

— Propaganda, espionage, reconnaissance,
even warfare

* The Internet’'s amplifying power

— Victories in cyberspace can become
victories on the ground

NATO Cooperative Cyber Defence
Centre of Excellence
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Cyber Warfare

* Nuclear, Chemical, Biological ... Digital?
* Revolution in Military Affairs (RMA)

— |P-enabled personnel, munitions, sensors,
logistics
* Before, during, after fighting
— 1&W, D&D, e-mail campaigns, blog poisoning
« Assassination of computer geeks?

NATO Cooperative Cyber Defence
Centre of Excellence
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Cyber Warfare Strategy

The Internet is vulnerable to attack
ligh return on investment
Inadequacy of cyber defenses
Plausible deniability

Participation of non-state actors
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S1 The Internet is Vulnerable

* Imperfect design

— Hackers can read, delete, modify
information on or traveling between
computers

« Common Vulnerabilities and Exposures (CVE)
database grows daily

— Difficult to guard all holes into your network

NATO Cooperative Cyber Defence
Centre of Excellence
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S2 High Return on Investment

« Common attack objectives
— Research & Development data
— Sensitive communications
— Limited only by the imagination
* The elegance of computer hacking
— Less expensive
— Less risk

NATO Cooperative Cyber Defence
Centre of Excellence
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S3 Inadequacy of Cyber Defense

 Still an immature discipline
* Traditional skills inadequate
— New skills highly marketable

* |Investigations slowed by international nature
of Internet

— Cultural, linguistic, legal, political barriers
— No help for state-sponsored operations

NATO Cooperative Cyber Defence
Centre of Excellence
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HabGepute Homep TenecoHa !

Understanding C. Crime o warscoxpsyn Information Protection Laws
Anth OIbgy :n:;:; nnnnnnnn PHLIX NpecTyNNeHU#A ::f;:::::::::::i :::m ::::::::::.

Information Security in Russia

Beé 0 KOMMNLWOTEPHLIX NPaABOHAPYIWMTENAX CHoTema 3aWKTEI HHgOpMaLwM B Pocouu

Computer| Criminals

MoppaspeneHun no Gopube ¢ KOMNLIO-

C . C ri me. U n it;l‘-‘ﬂuuu npecTynnexHuAMH B Poccun
s Send an E-mail
Li b ra ry BuGnuoTexa nyBnMkaLMi Dopym MNoutoean cnyw6a “KuGepnona”

() Cuybars poppn Forum ...éﬁ.@..:mg?

http://www.cyberpol.ru/
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Pecny6nuku:
Otpen "P" MB[ Pecnyonukm NopHbin AnTtan: Altay
Otgen "K" MB[ Pecny6nuku MoppoBus: Mordoviya

MB[ Pecny6nukm TatapcTtaH: Tatarstan

Otaen "K" MB[ Pecny6nuku YyBsawmus: Chuvashiya
Kpas:

Otpen "K" YCTM I'yB[ Antaunckoro kpas: Altay
Otaen "K" I'YB KpacHosipckoro kpas: Krasnoyarsk
Otaen "K" YB[ NMpumopckoro kpas: Primorskiy
Otpen "K" YB[] CtaBpononbckoro kpas: Stavropol’
O6nactu:

Otpen "K" YB[] ApxaHrenbckoun ob6nactu: Arkhangel'sk
Otpgen "P" YB[ Bnagumupckon obnactu: Vladimir
Y®CB Poccun no BopoHexckon obnactu: Voronezh

_ OTHEJ "P°

YBL ¥YIbLAHOBCKOH OBNACT

Otgen "P" YBA Kuposckoun obnactu: Kirov

Otpen "K" YB[ Koctpomckon obnactu: Kostroma
Otpen "K" YB[ Jluneukon obnactu: Lipetsk

Otpen "K" I'YB[ Huxeropopackoun obnactu: Nizhniy
Otaen "P" YB[ HoBropoackon o6nactu: Novgorod
Otpen "K" YBA OpeHb6yprckon obnactu: Orenburg
Otgen "K" I'YB[ Camapckon obnactu: Samara
Otpen "P" YB[ Tamb6oBckon obnactn: Tambov
Otaen "P" YB[ Tynbckon o6nactu: Tula

Otgen "P" YB YnbsaHoBckon o6nactu: Ul'yanovsk
Otpen "K" YB YutuHckon obnactu: Chita
ABTOHOMHbIE OKpyra:

Otpen "K" YB[ XaHtbi-MaHcuinckoro AO: Khanty-Mansi

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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International Correspondence

3apaBcrByiiTe, yBaxkaembiii Kenneth Geers!

MoxeM aaTh cjeayrouue 0TBeTbl Ha Bamm Bonpocsl.
Bonpoc: ITosy4asau i BbI B MPOILIOM 3anpochl 00 mHpopManum u3-3a pyoexa?

Oter: [la. Kaxnawbiii nenb 89 nonpasnenenunii HanmonaasHoro nenrpanabHoro 6ropo Marepnona Poccun nmo E-
mail mosyuaoT u 06padaTHIBAIOT MHOTO MOPYYEHHI H 3aMIPOCOB OT MPABOOXPAHUTEIHLHBIX OPraHU3ANMIl CTPAH -
yjeHoB MeKTyHAPOIHOI OpraHu3anuu yrojaoBHoii mosumun Interpol.

BOl'IpOC: Yr1o Memaer VYIYYHICHUI0O MECKAYHAPOAHOT 0 COpr}]H‘leCTBa?

OtBet: Pa3Hble NpaBoBbie HOPMBI B /ICHCTBYIOIIMX HAMOHAIBHBIX 3aKOHOAaTeabCcTBaX. Tpedyeres uX
YaCTHYHASA YHU(PUKALMSA.

Bomnpoc: Bbl tymaere 0b110-0bI TPYIHO HAWTH OONIYI0 MOYBY YTOOBI MOAEIUTHCS HH(popManmeii?

Otget: Ilo Me:xkTyHAPOAHBIM COTJIANIEHUSIM MbI 0€3 0cO0bIX MP00JaeM 00MeHNBaeMCsl pa3BebIBaTEeIbHON W MHOM
uHpopManueii 0 NpecTynJIeHUAX U MPABOHAPYIIEHUSIX €O CEeHHAIBHBIMHU CJIyk0aMu 3apy0e:KHbIX rocyaapcrs. B
NnocJielHee BpeMsi 4aCTO MPOXOIAT COBMECTHbIE COBELIAHNSI, CEMUHAPBI M KOH(epeHIIUN HAITUX COTPYAHUKOB C
corpyaauxkamu FBI (USA).

Bomnpoc: Bbl 1ymaeTe 4T0 60sI3Hb yTepH HAIIMOHAJILHOTO CyBepEeHHTETa —HENPeo10JIUMOoe NMPensATCTBHE ?

OtBer: O0Men nHdopManueii Ha OCHOBE IBYXCTOPOHHEr0 HJIH MHOTOCTOPOHHero /lorosopa (ropuanieckoro
aKTa) He OMaCeH /ISl HAIMOHAJIBLHOTO CYBEPEHUTETA.

Cnacubo 3a Bonpocsl. beliin pagsl Bam nomous.

C yBamenuem, ... NATO Cooperative Cyber Defence
Centre of Excellence
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Foreign Relations Law (U.S.)

* “Itis universally recognized, as a
corollary of state sovereignty,
that officials in one state may not
exercise their functions in the
territory of another state without
the latter's consent.”

NATO Cooperative Cyber Defence
Centre of Excellence
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5S4 Plausible Deniability

* Maze-like architecture of Internet

— Investigations often find only hacked box
Smart hackers route attacks through ...

— Poor diplomatic relations

— No law enforcement cooperation

The problem of the last hop, retaliation

NATO Cooperative Cyber Defence
Centre of Excellence
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S5 Non-State Actors

Nation-states like to control international conflict

Transnational subcultures spontaneously
coalesce online, influence political agendas

— Report to no chain-of-command
Globalization, Net aid in following, shaping events

Challenge for national security leadership:
— Could it spin delicate diplomacy out of control?

NATO Cooperative Cyber Defence
Centre of Excellence
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Thisithat jLhe gOVEL nmentsima ke ™
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TECHBIZ ® IT

'"UFO Hacker' Tells What He Found

Nigel WatsonE  06.21.06
The search for proof of the existence of UFOs landed Gary McKinnon in a world
trouble.

After allegedly hacking into NASA websites — where he says he found images of
what looked like extraterrestrial spaceships — the 40-year-old Briton faces
extradition to the United States from his North London home. If convicted,
MecKinnon could receive a 70-vear prison term and up to $2 million in fines.

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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www.youtube.com

' Moe Eye

| Democratic Voice of Burma

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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Che New York Eimes

Monks Are Silenced, and for
Now, the Web Is, Too

October 4, 2007

It was about as simple and uncomplicated as shooting
demonstrators in the streets. Embarrassed by smuggled video and
photographs that showed their people rising up against them, the
generals who run Myanmar simply switched off the Internet.

NATO Cooperative Cyber Defence
Centre of Excellence
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OpenNet

Figure 1. Timeline of Events, Aug. 19-Oct. 13, 2007
Government
institutes complede
Internet shutdown
Vicleg Internat up
crackdown
rmid-day and
beors al right
I}Elmnstratiuné Intarnet begins
Demanstrations reach 100,000 Internst up to come back up
begin protesters | at night full-tirme
o = = =5 = = =
@ & B 2 ™
?‘ﬁx %@QIP eﬁ@ & o o o :

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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Internal Security First

 The East German dilemma
« Computers to the Rescue

— Processing power, databases,
automated analysis,
decryption, speech recognition,
transcription, Artificial
Intelligence, neural networks

NATO Cooperative Cyber Defence
Centre of Excellence



CCDCOE

REPORTERS

WITHOUT BORDERS

FOR PRESS FREEDOM

World Press Freedom Index 2006 - The rankings

1 Finland
- Iceland
- Ireland
- Netherlands
5 Czech Rep 159
6 Estonia 160
- Norway 161
8 Slovakia 162
- Switzerlan 163
«ai0..l Hungary |1 164
165
166
167
168

Nepal
Ethiopia
Saudi Arabia
Iran

China

Burma

Cuba

Eritrea
Turkmenistan
North Korea

0,50
0,50
0,50
0,50

73,50
75,00
76,00
90,88
94,00
94,75
95,00
97,50
98,50
109,00

NATO Cooperative Cyber Defence
Centre of Excellence
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LIBERTY WAITS

ON YOUR FINGERS -
[

i

http://eff.org/bloggers/

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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Cyber Warfare Tactics

Espionage

Propaganda
Denial-of-Service (DoS)
Data modification
Infrastructure manipulation

a kb=

NATO Cooperative Cyber Defence
Centre of Excellence
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11 Espionage

« Second oldest profession, v 2.0

— Elegance of remote intelligence collection

Old vulnerability, new advantage?

— Convergence, speed, practical crypto, steg, OSINT
Danger not in data theft, but giving to “handler”

— Old methods: Brush passes, car tosses, dead drops
— New methods virtually the same

Targeted collection: how would you fare?

NATO Cooperative Cyber Defence
Centre of Excellence



News & Analysis | RFE/RL
Subscribe | Listen | RFE/RI

News by Country

Internet: Swedish Hacker Accesses Embassy E-Mail Accounts

1 - De Chine, les « hackers rouges »
“J ciblent les sites Internet de pays rivaux

ALJAZEERA MET

WATCH NOW
FRONT PAGE

ASIA-PACIFIC

NZ government computers 'hacked’

AFRICA
AMERICAS

Hacking into the
Fre__l]ch State Industrious Iranian Industrial
A top French official has sa E‘Sl)l{}ll"[ge m GE‘I‘][IE[I[V

latest country to fall victim to Chinese|

S TIMES

China accused of hacking into heart of
Merkel administration

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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ROBERT PHRILIP
HANSSEN
- 0B “,15-l§‘-‘
oRA-WF-220648
NCRL WED 02 1801

\

N .
CATO Cooperative Cyber Defence
entre of Excellence Tallinn, Estonia



CCDCOE

The New Espionage

* Universal media and intelligence gathering
— Binoculars, satellites, mass media, NMAP?
— Territorial sovereignty not violated
— Metadata and reading between the lines
— Picture taking, not physical invasion ... right?
— If indefensible, normally not espionage!

NATO Cooperative Cyber Defence
Centre of Excellence
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12 Propaganda

« Easy, cheap, quick, safe, powerful
— Audience is the world
— Drop behind enemy lines
* Does not need to be true
* Recruitment, fund raising, hacktivism
— Censored information replaced in seconds
* Tech expanding rapidly (multimedia, Skype, etc)
« Appearance of technical prowess

NATO Cooperative Cyber Defence
Centre of Excellence
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Zone-H Stats

By attack reason:

Heh...just for fun! 34%
MNo reason specified 18.5%
I just want to be the best defacer 13.7%
As a challenge 11.4%
Patriotism 10.5%
Political reasons 10.1%
Revenge against that website 1.8%

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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In your
viewpoint, is it
just as the
present
structure of the
United Nation;
only some
powerful
countries and
the winners of
the Second
World War,
have the right
?to veto

Yest”

B ec <

Message to the 2006/11/28

American People

In the name of God, the
Compassionate, the Merciful

0, Almighty God, bestow upon
humanity the perfect human being
promised to all by You, and make us
among his followers.

Noble Americans,

Were we not faced with the activities
of the US administration in this part
of the world and the negative
ramifications of those activities on
the daily lives of our peoples, coupled

[~,5] [English] [42] [French]

Fred
Thornton

Great site,Thank you very much
Dr.Ahmadinejad for standing up for
the truth and for standing up to evil
and as a white male in the U.5. I give
my full to you your country and i send
.you many blessings

julie

harrison
Dear Dr. Ahmadinejad, Thank you for
sharing your thoughts with us. I am
English and have a very different way

of life from yours, of course. Even
thouah I do not abhensrvas anv religion

Cur...@gmail.com

art...@onetel.com

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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- —
Ministry of and Child
Health B, o Welfare

i

ZIMBABWE

A —

Command Tribulation Ownz your b0Ox

Jesus loves you

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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13 Denial-of-Service (DoS)

* Simple strategy
— Deny computer resource to legitimate users

— Most common: flood target with bogus data so it
cannot respond to real requests for services/info

* Other DoS attacks
— Physical destruction of hardware

— Electromagnetic interference designed to destroy
unshielded electronics via current or voltage surges

NATO Cooperative Cyber Defence
Centre of Excellence
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14 Data Modification

« Extremely dangerous

— Legitimate users (human or machine) may make
Important decisions based on maliciously altered
information

 Website defacement

— “Electronic graffiti” can carry propaganda or
disinformation

* Holy Grail
— Weapons, Command and Control (C2) systems

NATO Cooperative Cyber Defence
Centre of Excellence
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15 Infrastructure Manipulation

 Critical infrastructures connecting to Net

« SCADA security may not be robust
 Electricity especially important
 |nfrastructure in private hands

« Seized hard drives: Microstran, Autocad, etc
* White House briefed on certain 0-days

NATO Cooperative Cyber Defence
Centre of Excellence
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Case Study #1
Russia and Chechnya: 1994

NATO Cooperative Cyber Defence
Centre of Excellence
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Facyﬂc::pcme OB MHODOPMALIMOHHOE areHTCTBO
RUSYIAN TURNISH ENGLISH

Professor U.Ezhiev's sons kadnapped

& On the night of 9 March 2003. in Staropromislov
district of the Chechen capital Grozny, the Russian

; servicemen kidnapped two brothers Ezhaevs -
Rusian and Arby Umalatovich. Certain details of the mcident have become
known today.

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia



CCDCOE
Push and Pull

« World Wide Web

— Real-time, unedited news from the war front

— Net aids in following and shaping current events
* Average Net user

— More information than heads of state ten years
ago

— Increasingly important role in international
conflicts

NATO Cooperative Cyber Defence
Centre of Excellence
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Examples

* Most effective info not pro-Chechen but anti-Russian
— Digital images of bloody corpses, POWSs
— Real photos and fake photos used
— Kremlin occasionally caught off-guard
« War funds bank account in Sacramento, CA
* As tech progressed, streaming videos
— Ambushes on Russian military convoys

NATO Cooperative Cyber Defence
Centre of Excellence
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Government Reaction

* 1999: PM Vladimir Putin:

— “we surrendered this terrain some time ago ...
but now we are entering the game again.”

— Introduction of “centralized military censorship
regarding the war in the North Caucasus”

— Sought Western help to shut down kavkaz.org

NATO Cooperative Cyber Defence
Centre of Excellence
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Case Study #2
NATO and Kosovo: 1999

NATO Cooperative Cyber Defence
Centre of Excellence



@ CCDCOE

* 1999: first major
NATO military
engagement

* First Cyber war!
-3)

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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Black Hand 1.0
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Black Hand 2.0
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Hacker Achievements

 NATO war website down, email down
— “Line saturation” caused by “hackers in Belgrade”
« White House website defaced
— Secret Service investigation
* \Virus-infected email
— 25 strains detected
 “Owned” U.S. Navy computer

NATO Cooperative Cyber Defence
Centre of Excellence
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Case Study #3

Middle East
Cyber War: 2000

NATO Cooperative Cyber Defence
Centre of Excellence
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www.hizbulla.orqg: October 25, 2000
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Attacked by mOsad: 67 of which 24 are single IP and 13 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement (click to view all defacements of this IP)

R - Redefacement (click to view all defacements of this site)

*r - Special defacement

Time Attacker Domain 0s View
2001/01/03 mOsad H sys.edu.pk Windows view | mirror
2001/01/02 moOsad H saaa.org Windows view | mirror
2001/01/02 mOsad H mustafadaas.com Windows view | mirrar
2001/01/02 moOsad H spicers.com Windows view | mirror
2001/01/01 moOsad HM modelli.com Windows view | mirror
2000/12/31 mOsad H dpi.net.ir Windows view | mirror
2000/12/31 mOsad H sysnet.com.pk Windows view | mirror
2000/12/29 mOsad H hrep.com.pk Windows view | mirror
2000/12/20 moOsad H isna.net Windows view | mirror
2000/12/19 mOsad H iugaza.edu Windows view | mirror
2000/12/15 mOsad H talkislam.com Windows view | mirror
2000/12/12 mOsad H ¥ mfa.gov.ir Windows view | mirror
2000/12/10 mOsad H “ dcaauh.gov.ae Windows view | mirror
2000/12/03 m0sad H ¥r islam.gov.qa Windows view | mirror
2000/12/01 moOsad H webhosting.ajeeb.com Windows view | mirror
2000/11/29 mOsad H islamweb.net Windows view | mirror
2000/11/27 mOsad H khaleej.com Windows view | mirror

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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Pro-Palestinian Counterattack

* Immediate, much more diverse
» Key difference: economic targets

— Bank of Israel, e-commerce, Tel Aviv
Stock Exchange

— At least 19 countries: AIPAC, AT&T
* During 2006 Gaza fighting

— 700 Israeli Internet domains shut down

NATO Cooperative Cyber Defence
Centre of Excellence



/ You will attack :
“You will attack...”

IP: 212.143.256.4

. th ese IPS 1P:63.194.226.226

IP: 194.90.202.20

and...

Bank of Israel

Tel Aviv Stock Exchange Yo Wil Atnck
Prime Minister’s Office R e
www.wizel.com m= Te] Aviv Stock Exchange(www.tase.co.il)

IP:192.116.46.129

< www.pmo.gov.il(Prime Ministry Office)
IP:147.237.72.93

—

www.wizel.com
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the Muslim Directo

rivac‘ | about | e-mail us

We have been forced to remove this site

The bandwidth providers to our ISP, after receiving many complaints from Zionists and their supporters in
the UK, have threatened to cut off our internet connection if this site was not removed. We have therefore
removed this site in order to keep the rest of ummah.com online.

Most sincere apologies,

The ummah.com team

'@ the Muslim Directory online privacy | about | e-mail us

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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www.ummah.com/unity

* Due to complaints, moved and renamed:
— http://defend.unity-news.com
— http://members.tripod.com/irsa2003
— http://members.tripod.com/irsa2004

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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Case Study #4

Sino-American
“Patriotic Hacker War”: 2001

NATO Cooperative Cyber Defence
Centre of Excellence
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April 26, 2001: FBI Advisory

“Citing recent events between the United States and
the People's Republic of China (PRC), malicious
hackers have escalated web page defacements over
the Internet. This communication is to advise network
administrators of the potential for increased hacker
activity directed at U.S. systems ... Chinese hackers
have publicly discussed increasing their activity
during this period, which coincides with dates of
historic significance in the PRC...”

NATO Cooperative Cyber Defence
Centre of Excellence
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Downed EP-3 on Hainan Island

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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Critical Infrastructure Attack

* FBI investigated a Honker Union of China
(HUC), 17-day hack of a California electric
power grid test network

— Widely dismissed as media hype

« 2007: CIA informed industry leaders that a
tangible hacker threat to critical infrastructure
IS no longer theoretical

NATO Cooperative Cyber Defence
Centre of Excellence
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Inside the World of Chiné§e Hackess ‘

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia
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Case Study #5
Estonia: 2007

NATO Cooperative Cyber Defence
Centre of Excellence



The North Atlantic Treaty
Washington DC, 4 April 1949

* Article 5: The Parties agree that an armed attack
against one or more of them in Europe or North
America shall be considered an attack against them
all ... each of them ... will assist the Party or Parties
so attacked by taking forthwith ... such action as it
deems necessary, including the use of armed force,
to restore and maintain the security of the North
Atlantic area.
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Ethnic Composition of Estonia

Ethnicity Population % of total
Estonian 921,062 68.6
Russian 344,280 25.6
Ukrainian 28,158 2.1
Belarusian 16,134 1.2
Finn 11,035 0.8

NATO Cooperative Cyber Defence

Centre of Excellence




The Russian Border
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Relocation: April 26, 2007
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Ha9-¢ MAA NAaHUpyeTcA NOBTOP AAHHOW aKLUM!

He nal YHU3UTE CBOUX COOTeYeCTBEHHUKOB, OTOMCTH 32
MzneBaTenbcTBa !l
@ appeca eSSTOHCKUX AenyTaToB

MporpaMMa AnA paccbiNnkd NUcem
(napons Ha RAR: nnm )

Haxmu (MYCK -~ BbIMOJNIHUTD -~ cmd)

BeeAd ping -n 5000 - 10000 3SStoncknii_caiir 4. wxmn ENTER BCE Il Teow nnamenneie

NPHEETEI NONETENM. .,
npumep: ping -n 5000 -1 1000 www.riik.ee -

3T0 3 ANEMEHTAPHEIX LEHCTEMA, NOCNE KOTAPEIX MHOTME ICTOHCKME CAHTEI NPOCTO NEPeCTaHYT
pabarate!ll

Wnu eoT .BAT dain, kOTOpEIA B AETOMATHYECKOM PEXMME NOCNEN0BATENEHD NMHrYET 3CTOHCKHE DG W
WAL cepeepa. Lukn beckoneyen ;)

CkONMPOBATE (KPACHEIM) HUHENPMEELEHHEIN TEKCT, BCTABMTE B DNOKHOT M COXPAHHTE KK
priveteSStonia.BAT [Hazeanue moxHo nobae) dain

(Thl MO¥ELE Cam 4obaenATe anpeca )
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May 9: Victory Day
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«[lpemMmbep-MnMHUCTP Npocut npowleHuns! lNpembep-MMHUCTP
OCTOHMUN N 3CTOHCKOE NPaBUTENIbCTBO NPOCAT MPOLLEHUA Y
BCEro PYyCCKOro HaceneHnst 3cToHnn n 6epyT Ha cebs

0bs3aTenibCTBa No BO3BPALLEHUIO NaMATHUKA DPOH30BOMY

congaTty Ha MecTo.»
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M Hansapank

packets per second
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Estonian Retaliation?

3 You are Owned, monkeys! - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help

— ] — n
4 o, 4 { N } L~ ‘-_
@ Back, <) \ﬂ @ (sl | - Search ¢ Favori

ites

Address :@ http: fhweb-dozor. ruf

Estorua forever!

MaCKanbCEHM H CHGHpCI{HM n0zan Hpt
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NATO: Dawn of Cyber

1999 Washington Summit (new “Strategic Concept”)

— No mention of cyber

2002 Prague Summit:

— “strengthen ... to defend against cyber attacks”

2004 Istanbul Summit:

— No mention of cyber

2006 Riga Summit:

— “protect information systems ... against cyber attacks”
— “develop a NATO Network Enabled Capability”

NATO Cooperative Cyber Defence
Centre of Excellence
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ISAF REGIONAL COMMANDS
& PRT LOCATIONS
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* ISAF PRT

sl PRT Lead Nation
A Regional Command

< KABUL
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Strategic Thoughts

Nation-states lose some control over conflict
Geopolitical analysis required

— Cyber conflict mirrors fighting on ground
Attribution and the false flag

— Concept: People’s War

Is national security at risk?

— As with WMD, defense strategies unclear
— As with terrorism, success in media hype

NATO Cooperative Cyber Defence
Centre of Excellence
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Tactical Thoughts

Assume Breach!

Collection/transmission of evidence
Asymmetric advantage works both ways
Set realistic goals

Focus on core problems

Blend art and science

w/o competent ctrmeasures, much worse...

NATO Cooperative Cyber Defence
Centre of Excellence
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Che New Pork Eimes

July 1, 2008

Hackers Tag Lithuanian Web
Sites With Soviet Symbols

By SARA RHODIN

MOSCOW — Hackers attacked about 300 Web sites in Lithuania over the weekend,

with Soviet symbols and anti-Lithuanian slogans, officials said Monday.

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia



@ CCDCOE

INTERNATIONAL

Herald Eribune Europe

THE GLOBAL EDITIIN OF THE NEW YORK TIMES

Cyberwar and real war collide
in Georgla

By John Markoff Published: August 13, 2008
Weeks before bombs started falling on Georgia, a security = E-Mail Article
researcher in suburban Massachusetts was watching an dil Listen to Article
attack against the country in cyberspace. & Printer-Friendly

. . . : m 3-Column
Jose Nazario of Arbor Networks in Lexington noticed a Format
stream of data directed at Georgian government sites with e: Translate

- n = + + + = 1

the message: "win+love+in+Rusia. 28 Share Artide
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The Future is Unknown

Ring1 Net
\| 6031
Ring2 Net
6032::
£ ™ Ring3 Net

Jupiter Surface Net -
5020: Mars-Venus Net

6033::
Earth Orbital Net

Venus Sub
Surface Net
2010::
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But It Begins Today
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Cyberspace

and the

Changing Nature of Warfare

Kenneth Geers
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