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Nell Wyler

14 years at Black Hat

- By day — Threat Hunting and IR

Specialist @ RSA

- Black Hat Review Board and Training

Review Board

- DEF CON Review Board
- DEF CON Department Lead
+ 801 Labs Board Member
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-Bart Stump
- 9 years at Black Hat
- By day — SE @ Optiv
- Black Hat Training Review Board
- DEF CON Goon
- 801 Labs Board Member
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- 2 Idiots
- 21 Industry Professionals
- Covering multiple states/countries

- All on vacation!
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- Fortinet
- RSA
- Ruckus

- Century Link
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2 Analytics Servers

- 1 Packet Decoder

- 1 Hybrid for Packets

- 1 Hybrid for Logs

- 1 Packets Concentrator

- 1 Event Stream Analysis
- 1 Head Unit for Malware
- ~80 TB of Storage

- Fortinet
- 31500D’s
- 27 224D Switches
« 2 448D Switches
+ 2 1048D Switches
+ ~100 320B FortiAP’s
* 1 FortiSandbox
* 1 FortiSiem
- 1FortiManager

- Ruckus - Black Hat
- 125 AP’s * Thousands of CAT5 cables

* 20 Brocade Switches - Hundreds of power strips
- 2 RG Nets Servers - 4 Intel NUC’s

- 2 AP Controllers . 8 raspberry pi’s
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Fortinet Analyzer
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Fortinet Sandbox

VLAN
1 MGMT
2S0C
3IPC
4 REG
5 General
VLAN all AP's

portl - Sunnyvale
Network
63.236.38.21
port2 - Denver
Network
67.134.208.11
port20 - Extra
10.15.245.0/24
port25 - Management
10.15.250.0/24
ACL 10.15.250.252
port27 - Registration
10.15.150.0/24
port31 - FortiAnalyzer

10.15.4.1/24
port32 - FortiSandbox

10.15.3.0/24
port33 - Ruckus
10.168.1.0/29

Standby - Hot swappable
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Traffic Summary

Bandwidth Summary
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320 GB
240 GB
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Sessions Summary

4M
3500 K
3M
2500 K
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™
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Number of Sessions
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Traffic Statistics

# Summary

1 Total Sessions

2 Total Bytes Transferred

3 Most Active Date By Sessions
4 Total Users

5 Total Applications

6 Total Destinations

7 Average Sessions Per Day

8 Average Bytes Per Day
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Statistics
125,840,893
10,505.74GB
2016-08-01
16,118
193,481
716,508
17,977,270
1,500.82GB
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Application Traffic
Top 30 Applications by Bandwidth and Sessions

# Application
1 HTTP
HTTPS

HTTPS.BROWSER
HTTP.BROWSER

SSH
MS.Windows.Update
Microsoft.Portal
udp/443
Apple.Services
OpenVPN
Google.Services
QuIC

udp/8080
Microsoft.Office.Update
HTTP.Video
BitTorrent

SSL

Apt-Get

Amazon. AWS

iTunes

IKE

W 00 N O kAW

OneDrive
HTTP.Download.Accelerator

4 Dropbox

udp/4501

udp/1194

ISAKMP

tcp/8080

iCloud

HTTP.Segmented.Download

NN NN
0 ~ o U

]
o

(V8]

Bandwidth

Sent Received Sessions
1.66TB
1.50TB

890.81 GB
750.48 GB
503.61 GB
462.20 GB
401.73 GB
385.43 GB
223.71GB
217.00 GB
169.10 GB
162.79 GB
158.68 GB
143.38 GB
141.78 GB
136.42 GB
131.57 GB
129.62 GB
121.23 GB
120.01 GB
99.88 GB
87.07 GB
80.97 GB
79.37 GB
69.27 GB
68.22 GB
61.37 GB
60.01 GB
56.03 GB
50.11 GB

10,033,283
6,312,892
5,577,026

164,141
111,501
1,204,868
1,096,495
453,866
33,241
656,731
1,137,040
2,710
11,337
24,785
1,213,057
1,124,969
28,543
62,616
5173
46,156
19,515
41,221
44,567
646
15,429
18,635
129,027
337,969
12,084
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Total Packets Captured ~10 Terabytes
Trainings | ~9TB
Conference Wifi | ~1TB

Total Logs Captured 160,000,000

Non-standard traffic (non HTTP via 80, non DNSvia 1.5M sessions (~60GB)
53, etc.)
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Network Sessions with Cleartext Auth ~315,000 (~200K non-SNMP)

Unique Usernames Found 568

Unique Passwords Found 800

Found Porn! 2,596

Executables DL via HTTP 8,500
Executables run through automated malware analysis | 1,323
Confirmed malicious via automated malware analysis | 107

Port Scans (various) Lost count. ~150,000

Cleartext Search Engine Queries 5,355

Cleartext Emails 687

ICMP Data Tunneled ~500MB (HTTP, text, file transfer)

Confirmed WebShell Interaction (sessions) 25 (from Training classes)
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Event Reconstruction

rsa-bh-pcon.none - Concentrator 3742619 Network Session

W Request & Response B Top To Bottom E View Text # Actions

Request

WHO ##stuffedninja

rtepper.freenode.net 352 mlm ##stuffedninja ~math_aeta unaffiliated/mi

freenode.net 352 mlm #
cpe-66 -38-17.san.res.rr.com/66.75.38.17
itepper.freenocde.net 352 mlm ##stuffedninja ChanSer
itepper.freenode.net 315 mlm ##stuffedninja :End of

services.
0 lis

Request
PING :ALIVECHECK

:tepper.freencde.net PONG tepper.freenode.net :ALIVECHECK

uffedninja
uffedninja
uffedninja

7oneghos7: do you still t
rotoruter has a HackRF now
:I'm thinking it might be v
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172.16.31.3 : 49815

192.186.157.43 : 6667 6667

1= Open Event in New Tab

s tepper.freenode.net mim H@
oneghos? sendak.freenode.net

.66.75.38.17 herbert.freencde.net

Chanserv :@ Channel Services

rth trying it out at the luxer

Event Reconstruction

2016-07-30T14:58:56.696

W Request & Response

PRIVMSG nickserv :verify

Hi@ :@
peacefrogturtle

NickServ(
ool-1

rsa-bh-pcon.none - Concentrator

B Top To Bottom

19414370 MNetwork Session 172.16.42.26 : 57500 192.186.157.43: 6667 6667

= w Text % Actions 1= Open Event in New Tab
CE pSyTLame SMelp you can
ve QUIT :Quit: Leaving

7JULIT #TTEEN0UE L0 140U MELWUTK Scal i,

register gayopajyfnyg

yflame :Insufficient parameters for
ntax: VERIFY <operat > <a
erizon.net QUIT :Quit: Leaving
x-ovzuckedbunchevg PRIVMSG ##security

RIFY..
unt> <key>

1 ACTION wants USB FLIR :P so he can play with

1@216-71-197-35 . dyn.novuscom.net QUIT :Ping timeout:

Request

PONG tepper.freenode.net

PRIVMSG nickserv :verify

y gistratiol
tbotmaster!~administ
:_FBi!~B@Aircrack-NG/

action

14 packets; lo ‘

action
username

action

Eroup

usarname

"user”

I:::I.r-I"

"psyflame”

register psyflame gayopajyfnyg

flame. has now been verified.

. ¥ e you for verifying your e-mail address! You have taken steps in ensuring that

not exploited.

filiated/botmaster
PRIVMSG ##security

QUIT :Ping timeout: 25@ seconds
:I think of FLIR as thermal

100 of 327 packets; loaded from cache B Show Reconstruction Log

"psyflame”

"#defcon”




@ Dashboard

MOAR Packets! Dashboard

zdagefb, nasdag:;

roa

Reset zoom
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Source IP Address

EEET-E -
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Event Reconstruction Event Reconstruction

rsa-bh-pcon.none - Concentrator 26043483 MNetwork Session 172.16.43.57 10.10.10.1 0 2016-08-01T13:45:32.529 rsa-bh-pcon.none - Concentrator 26043483 Network Session 172.16.43.57 10.

M Request & Response B Top To Bottom [E] View Text # pctions B Open Event in New Tab E view Meta # Actions = opei

L QOOIYLLISoriTter .
ip.dst 10.10.10.1

netname "private dst”
direction "lateral”
ip.proto

service

streams
packets
lifetime
session.split

action "Echo”

action "Echo Reply"
requestpayload 708453

responsepayload 708472

session "ratio medium transmitted"
session "icmp large session”
session "long connection”
ir.general “icmp tunnel”
bh.classreom "Mandalay_Bay_J"
netname "classrooms”

. OO QII3Grifrer

netname "wireless network”

processed 5,000 of 110,377 packets; 1 new event(s) B Show Reconstruction Log
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Event Reconstruction

.none - Concentra

con.none - Concentra

un

21 Jul
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Event Time Event Type Source IP Addres: Destination IP Ad Destination Port | 5ervice Name Full Mame Payload Size Filename Domain Host 1D

4 A

Metwork 0.168.1.4 4.166.72. HTTP Default.a: d9%eddaZc2. mdseclabs.

Metwork h8.1.4 4.166.72.50 HTTP 4256 Default.as d9%eddaZc9. mdseclabs.
Metwork J168.1. 4.166.72. HTTF : Default.as d9eddaZc9.mdseclabs.

Metwork J68.1. 4.166.72. HTTF 7 Default.a: d9eddaZc2.mdseclabs.

T
-le-U2

Metwork 72.16.3.32 4.166.72. HTTP L2 Default.a: d9eddacd.mdseclabs.
6-08-02T16:48:42 Network 172.16.3.32 ’ J2.50 HTTE 4228 Default., d9%eddaZcd.mdseclabs.
Metwork 72.16.3.32 4.166.72. HTTFP 4 Default.as flad9edda2cS.mdseclabs.
Metwork 72.16.3.32 4.166.72. HTTP L1228 Default.as d9edda2c9.mdseclabs.
Metwork 72.16.3.32 4.166.72. HTTP £228 Default.as d9eddacS.mdseclabs.
Metwork 72.16.3.32 4.166.72. HTTP 2226 Default.a: dda2c9.mdseclabs.
Metwork 72.16.3.32 4.166.72. HTTP L4226 Default.as d9edda2c8. mdseclabs.
Metwork 72.16.3.32 4.166.72. HTTFP 42 Default.as d9edda2cY. mdseclabs.
Metwork 72.16.3.32 4.166.72. HTTP A2 jult.as d9eddacd

HTTE ault.a: d9eddacd
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Event Reconstruction

rsa-bh-pcon.none - Concentrator 47 Network

)/

ot be run in DI

Result Update

processed ; 1 new event(s) & Sho
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>Core et

High Confidence Only

4= Up 4= Down

Community
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2016-07-30T12:08:00 2016-08-04T12:07

High Confidence

110

Static ~

o

o
o

[}

Network ~

Community

sandbax

Submitted

Submitted

service

OTH..

HTTP

Destinatlon Country

Allas Host




Metwork mimunity /! # Files | Service Destinatlon Country sLinat Fanization

BTN BT O HTTP

AttackIQ.com
Research Lodack for Laptops

Filename
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THANKS!

Neil Wyler (@grifter801)

Bart Stump (@theStump3r)




