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1. It can be the recipient of spoofed email 
2. It can be the impersonated sender in email sent to other organizations 

 
 

1 billion dollars in e-mail business fraud losses 
reported over an 18-month period 

1,300% increase 



 
 





Message Headers are visible in the email Envelope Headers contain routing details 

The email Message Headers are 
contained in the Envelope 
Header 
 
Note: this example shows content from two 
different email 

Message headers are used by people          Envelope headers are used by the SMTP server 



Headers in Outlook Headers in Gmail 



• Delivery issue notices are sent to this address  
• Validated by SPF 

 

• Email address used in message replies 
• Overrides the "From" address in replies 

 

Received:  
• A single email will often have several "Received" entries  
• The bottom "Received" entry will show the first server to handle the message 

 

Lines beginning with X-: 
• Extra data that is not contained in any standard  
• Added by email servers and security tools 

 
 

NOTE: Received and X- fields created by your own email services are the only completely trustworthy entries 
 



========= Internal routing above top line removed for example ========== 
 
Received: from p3plwbeout24-04.prod.phx3.secureserver.net ([68.178.252.188] 
 verified) by *******.univ-wea.com (#.##.#.59/#.##.#.59) with ESMTPS id 
 v0QD1jq4014164  for melody.*****@universalweather.com; Mon, 23 Jan 2017 11:51:12 -0600 
Received: from localhost ([68.178.252.152])  
By p3plwbeout24-04.prod.phx3.secureserver.net with bizsmtp id 
 btrB1u0013J2rYL01trBCG; Mon, 23 Jan 2017 10:51:11 -0700 
Received: (qmail 16608 invoked by uid 99); 23 Jan 2017 17:51:11 -0000 
Content-Type: text/html; charset="utf-8" 
User-Agent: Workspace Webmail 6.6.1 
X-Originating-IP: 154.118.68.169 
Message-ID: <20170123105110.813345af76f4fb74a86befd72a8b63d9.1d3ff0a611.wbe@email24.godaddy.com> 
From: CFO <CFO@universalweather.com> 
X-Sender: andy.farrell@henleyfineart.com 
Reply-To: CFO <CFO@highmail.net> 
To: <melody.*****@universalweather.com> 
Subject: Melody 
Date: Mon, 23 Jan 2017 10:51:10 -0700 
MIME-Version: 1.0 
Return-Path: andy.farrell@henleyfineart.com 

GoDaddy email service 

GoDaddy IP 

GoDaddy IP 

Internal handoff 

GoDaddy Webmail Service 

GoDaddy uses the X-Originating-IP header 
which is the IP of the client accessing the 
service  

Reply-To Domain does not match "From" 
domain. This is where attacker is waiting for 
response Does not match 

"From" address 



We know the email was forged, but we can learn a lot looking into: 
 

• Reply-To: CFO@highmail.net 
• X-Originating-IP: 154.118.68.169 
• Return-Path: andy.farrell@henleyfineart.com 



Spammer and email fraudsters often setup throw away domains 
 

• Reply-To: CFO CFO@highmail.net 
• X-Originating-IP: 154.118.68.169 
• Return-Path: andy.farrell@henleyfineart.com 

Actual Registrar hidden through use 
of PrivacyGuardian 

Privacy Guardian has an abuse 
reporting form, but my report went 
unanswered 



If the information is valid, the culprit was far away 
 

• Reply-To: CFO CFO@highmail.net 
• X-Originating-IP: 154.118.68.169 
• Return-Path: andy.farrell@henleyfineart.com 

Client location based on IP 
registration.   



Contacting providers and other parties associated with a fraud email may break the 
attack chain and provide notification to other victims 
 

• Reply-To: CFO CFO@highmail.net 
• X-Originating-IP: 154.118.68.169 
• Return-Path: andy.farrell@henleyfineart.com 

Checking henleyfineart.com when incident first occurred 

Follow-up after reporting issue to GoDaddy 

Regarding henleyfineart.com 
 
1. Email fraudsters will often alter 

the Return-Path to show a 
different domain located on the 
same hosting provider. This gives 
them the same IP range for 
source verification, while pointing 
the finger at someone else. 
 

2. henleyfineart.com could have 
been legitimately compromised 
and been the true source of the 
email. 



1. People...................... Trained, tested and informed 
2. Business Process......Out of band verifications and incident reporting  
3. Technology...............Email security gateways 

Web security gateway 
SPF, DKIM and DMARC 
Suspicious email tagging 
 

 
Break any one leg, and the whole scam comes tumbling down 



 

Fraudulent email 
attached to a new 
email to preserve 
headers 



 Does not prevent attackers from spoofing the "From" address 

 Does not prevent attackers from spoofing the "From" address 
 Can validate message integrity 

 Verifies the "From" domain matches the "Return-Path" domain checked by SPF  
 Verifies the "From" domain matches the “d= domain name” in the DKIM signature 





thebridgewatertriangledocumentary.com/wp-
content/plugins/woocommerce/np613ysi/pdgdk0ft.php 

hw4t.cpsnorthernonline.com/local/CPS_Enforcement/optio
ns/parking_ticket.php 

Redirects to: 

Social media links go to authentic Borough sites  

NOTE: Actual London Borough of Barking and Dagenham 
website: www.lbbd.gov.uk 



========= Internal routing above top line removed for example ========== 
 
Received: from kvm42.bva-persona.com (kvm42.bva-persona.com [185.117.74.234]) 
 by xxxxxxx.univ-wea.com (#.##.0.59/#.##.0.59) with ESMTPS id 
 v0QD1jq4014164  
 verify=NOT) for <sean.*******@univ-wea.com>; Thu, 26 Jan 2017 07:01:53 -0600 
Message-ID: <A8521AE41BCFE3F02C2960DFDB0E56DB@lbbdwork.com> 
Return-Path: support@lbbdwork.com 
From: London Borough of Barking and Dagenham Council <support@lbbdwork.com> 
To: <sean.******@univ-wea.com> 
Subject: Email ID RSU -  Announcement for (PCN) Owner 
Date: Thu, 26 Jan 2017 14:01:50 +0100 
Organization: London Borough of Barking and Dagenham Council 
 

Sending email server 

Different domain set for 
Return-Path 



Registered at 
time of scam 

Actual registrar hidden: 
This looks familiar  

Addresses of Interest: 
 
Email Server:  cpsnorthernonline.com 

Return-Path:  lbbdwork.com 

Link Path:  thebridgewatertriangledocumentary.com 

Redirect: bva-persona.com [185.117.74.234] 



The appears to be a legitimate domain 
and site and webserver may have been 
compromised for redirect. 

Although relatively new, this appears to be a legitimate 
registration. Webserver may have been compromised, but 
it is off line now. 

Addresses of Interest: 
 
Email Server:  cpsnorthernonline.com 

Return-Path:  lbbdwork.com 

Link Path:  thebridgewatertriangledocumentary.com 

Redirect: bva-persona.com [185.117.74.234] 



After being notified the Boroughs quickly posted notifications to their website and 
social media 



https://www.virustotal.com
https://malwr.com/

https://sucuri.net/scanner/

http://barracudacentral.org/rbl
http://www.sorbs.net/lookup.shtml

https://www.spamhaus.org/

http://www.mailradar.com/openrelay/
http://mxtoolbox.com/diagnostic.aspx

http://dnsgoodies.com/
http://www.spamhelp.org/shopenrelay/

http://www.antiphishing.org/

https://blog.returnpath.com/how-to-explain-spf-in-plain-english
https://blog.returnpath.com/how-to-explain-dkim-in-plain-english-2
https://blog.returnpath.com/how-to-explain-dmarc-in-plain-english
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