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PhishMe: Disrupting Cyber Attack 
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Spear Phishing: The Attack Vector of Choice 
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We Have a Detection Problem!  

Median number of days that 
attackers were present on a 

victim network before detection1 

 

Percentage of breaches that 
went undetected for “months or 

more”2  

 

229 

66 

1 www.mandiant.com/resources/mandiant-reports/  

2  http://www.verizonenterprise.com/DBIR/2013/  

 

http://www.mandiant.com/resources/mandiant-reports/
http://www.mandiant.com/resources/mandiant-reports/
http://www.mandiant.com/resources/mandiant-reports/
http://www.verizonenterprise.com/DBIR/2013/
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We Need to Cultivate Human Attack Sensors 
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Mitigation is necessary 

..but not sufficient 
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Can Employees Act as Attack Sensors? 

• People respond to 

emails quickly 

• Empowered and 

encouraged users 

report 

• IR & SOC teams get 

relevant and timely 

threat intelligence 

• New source of “big 

data” 

 

 

 

 

Potential threat intelligence 
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PhishMe Reporter: User-sourced Detection 

 

• Simplified single-click reporting for users 

• Standardized submission format for IR/help desk 

• Taps into human intelligence 

• Generate a new source of threat data 

 



© Copyright 2014  PhishMe, Inc. All rights reserved.  

Shrink Detection Time to Seconds 

Next set of users correctly 

identified the attack 

At 8:07 PM, the first of several diligent 

users reported the attack  – 11 

minutes before the first compromised 

user clicked on the fraudulent link (8:18 

PM). 

Customer deployed 

Reporter to 80,000 

endpoints 
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Recent deployment 
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Established reporter install base 
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The new face of incident detection 

 

 

VP, Finance and avid reporter of 

suspicious emails 

 

 

Discovered Dyre malware 

 

 

How many Sams do you have in your 

organization? 
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www.PhishMe.com  

@PhishMe  

 

http://www.phishme.com/

