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Spear Phishing: The Attack Vector of Choice
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Hacker breaks inig IStVPS, launches e TN
phishing attack from firm's own servers

Company confesses to cockup after Reddit thread surfaces

Data Center Software Networks

By Team Register, 21st January 2014

Virtual private server firm ThrustVPS has taken the unusual step of admitting it had
suffered a phishing attack
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We Have a Detection Problem!

Median number of days that
attackers were presentona | 229
victim network before detection?

Percentage of breaches that
went undetected for “months or m
more”?

1 www.mandiant.com/resources/mandiant-reports/
2 http://www.verizonenterprise.com/DBIR/2013/

PH ISH M E © Copyright 2014 PhishMe, Inc. All rights reserved.


http://www.mandiant.com/resources/mandiant-reports/
http://www.mandiant.com/resources/mandiant-reports/
http://www.mandiant.com/resources/mandiant-reports/
http://www.verizonenterprise.com/DBIR/2013/

We Need to Cultivate Human Attack Sensors

2010 Times Square car bombing attempt

From Wikipedia, the free encyclopedia

The attempted car bombing of Times Square on May 1, 2010, was a planngfierrorist attack which was foiled when two sireet vendors Mgovered a car bomb and alerted a New York Police Department
(NYPD) patrolman fo the threat aftr they spotted smoke coming from a venicle e Lackiamm% a0 was disarmed before it caused any casuaties 1

Tio days later federal agents armested Faisal Shahzad, a 30-year-0id Pakistan-bom resident of Bridgeport Connecticut, who had become a U S. citzen in April 2000 ™ He was arested after he had boarded
Enirates Fligt 202 to Dubai at John F Kennedy nferational Arport ™+ He agitied attempting the car bombing and said that he had rained at a Pakistan temrorist rainng camp, according o US.
offcias. "

United States Attorney General Eric Holder said that Shahzad's intent had been "to kil Americans * Shanzad was charged in federal court in Manhattan on May 4 with attempted use of a weapon of mass
destruction and other federal crimes refated to explosives.[E'] More than a dozen people were arrested by Pakistani officials in connection with the plot. Holder said the Pakistani Taliban directed the attack and
may have financed /1"

US. Secretary of State Hilary Cinion wamed of"severe consequences" f an atack ie hs were to be successful and iraced back o Paistan." The Obama adminstraiion saw a need for refaliatory
options, including Uniateral miftary sirke in Pakistan, i a future suceessful attack was to be traced fo Pakistan-based mitants "

On October 5, 2010, Shahzad was sentenced to life in prison after pleading quitty o @ 10-count indictment in June, including charges of conspiracy o use a weapon of mass destruction and attempting an act
of lerrorism.[1 !
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Respanses

Mitigation Is necessary

Susceptibility to Phishing
90% | |

Scenario(1) Scenario(2) Scenario(3)

8 Clicked Link " Entered Data |

..but not sufficient
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Can Employees Act as Attack Sensors?

People respond to
emails quickly —

Empowered and
encouraged users
report

IR & SOC teams get
relevant and timely

threat intelligence Potential threat intelligence
New source of “big
data’

Response Rate
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PhishMe Reporter: User-sourced Detection
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From: Plasmatising Itd <sales=plasmatising. co.uk@mail55.wdc03.rsgsv.net> on behalf of | | Plasmatising Itd <sales@plasmatjss Sent: Wed 4/10/2013 5:15 AM

- Mmoo

-

« Simplified single-click reporting for users
« Standardized submission format for IR/help desk

Taps into human intelligence
« Generate a new source of threat data

\_ J
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Shrink Detection Time to Seconds

At 8:07 PM, the first of several diligent Customer deployed
users reported the attack —11 Reporter to 80,000
minutes before the first compromised endpoints
user clicked on the fraudulent link (8:18
PM).

Newl,é,pmer Reporter Timeline (first 200 reports) &

Regeat Reporter
Figt Reporter Nov 17, 14 8:07PM

———————

08:30 PM 09:00 PM 09:30PM " 10:00 PM 10:30 PM 11:00 PM 11:30 PM

s
,/

Next set of users correctly
identified the attack
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Recent deployment

Response Breakdown Responses in First Eight Hours
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Responses by Day
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Established reporter install base

Response Breakdown Responses in First Eight Hours
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Intelligence Improves Detection

Attacker
Surveillance étta.ck
egins ,
Target Altack : PDlsgo;/ery/ Leap Frog
_ S ersistence
Analysis Set-up Attacks

Access System Cover-up Complete
Probe Intrusion Starts Cover-up
Complete

Maintain foothold

~—~ e

s ATTACKER FREE TIME = _
Detect earlier. Need to:shrink free fi ‘tocollapse attacker free time
_____ - eeda 1o snrink iree time ———
TIME

Physical Monitoring & Containment C /

Security Controls &
Eradication Impact : Respons
Threat Attack Incident Analysi .
Analysis Forecast Repé)rtm B Recover
System Y
Defender Reactio
Discovery Darage n
Attack Identification
Identified

Source: NERC HILF Report, June 2010 (http:/iwww . nerc.comffiles/HILF.pdf)
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The new face of incident detection

VP, Finance and avid reporter of
suspicious emails

Discovered Dyre malware

How many Sams do you have in your
organization?

PH ISH M E © Copyright 2014 PhishMe, Inc. All rights reserved.




www.PhishMe.com
@PhishMe
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