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Transmitting Data

Radio (carrier) wave must be modulated to
onvey information

AN NN
VERVERY



Presenter
Presentation Notes
Carrier wave is single frequency that transmitter and receiver must both be tuned to
New hardware with advanced modulation often have upgradable firmware (DSP), which is on-board SDR


Transmitting Data

e Radio (carrier) wave must be modulated to
convey information

e OOK (On-Off Keying)
— Presence/absence of a signal

e COFDM (Coded Orthogonal Frequency-
Division Multiplexing)
— WiFi, DVB, DAB, WIiMAX, UWB, 4G, ADSL, PLC
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Transmitting Data
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AM & FM: In the Time Domain

| ) Analog o
1 digital
inform

FREQUENCY MODULATED WAVE
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http://www.globalsecurity.org/military/library/policy/army/accp/ss0002/le1.htm


In the Frequency Domain
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Modulation

e Modulation technique defines how the signal

will look on the spectrum

€—— Frequency —>
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Colour represents amplitude at a particular frequency


Hardware

— Powerful AM transmissions

e Crystal set receiver
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http://en.wikipedia.org/wiki/Crystal_radio


Hardware

e Crystal set receiver

— Powerful AM transmissions

Antenna

One slide

Deteclor
tuning i
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Hardware

e Crystal set receiver

— Powerful AM transmissions

e More advanced hardware to handle
increasingly complex modulation schemes

— FM, stereo FM, microwave, digital...
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http://en.wikipedia.org/wiki/Crystal_radio


Modulation in Hardware

e MOdulation and DE-Modulation traditionally
performed in hardware

e ‘Black box’ implementation
— Not re-configurable

e Modern digital hardware allows more
flexibility m—

Radyne Comstream
DMD-15 Satellite Modem
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Can’t open FM radio and change demodulation parameters


All sites, point-to-point links &
elevation data
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Confirmation that spatial data is correct as false colour blends with satellite imagery
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The Mystery Signal

A

|

A

\

|

/ Rate at which ‘messages’ were transmitted
L .
varied throughout the day:

o ] Fi correlates with increased daytime activity.

Received RF signal = audio = sampled by soundcard = streamed across network

:
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First computer: 286 (running Minix with patched serial driver to control radios via CAT)


Step One: Look at the signal

Radio is already set to receive N-FM (narrowband frequency modulated signal)

Signal in the time domain (voltage vs. time):

“h%%—%“ﬂﬁ%“
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FFT resolution: 128
Preamble: receiver lock-on, wake-up, timing sync, AGC adjustment


Step Two: FFT of 2FSK - Bitstream

e Lock on two frequencies (Frequency Shift Keying)
e Sample intensity of each at regular interval (baud rate)
e Pick which is the strongest:

low = 0 bit, high = 1 bit

10 20 30 40 hO b0 fo
ho7 bits

| | 1111[I]11l]1[l]1[[l]]1l]1l]111l]11[I]]]1111I]1l]1[l]]1[l]111[l]]]]11[l]1l]111l]1111l]1l]1
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Bitmap of bitstream output just after payload
0/1 assignment is arbitrary: either refer to spec, or be aware that it may need to be inverted


Step Three: Data = Information

The most difficult part, so try all combinatio

Decoder0 = (|

From beginning Invert Baudot Highlight differences
From start offset F-bit ASCII Show decoded data!
Invert first bit 8-bit ASCII Accumulate data

Offset: 1
Swap endian-ness

G Straight
Differential 0 (MRZ) Enforce control bits
Sync settings Differential 1 (MRZL)
Show bits Prev d
Frev 1 Mo stop bits
Manchester 0 Stop bit

,_07 Manchester 1 Two stop bits

01111100 11010010 110010600
01111010 10001001 10010111
01111000 10001001 10010111
01111040 10001001 10010111
01111010 10001001 10010111
01111010 10001001 10010111
01111000 10001001 10010111
01111040 10001001 10010111
01111010 10001001 10010111
01111000 10001001 100101

01111090 10001001 10010411
01111040 10001001 10040111
01111010 10001001 010111

Start bit

Columns: 4

R EEEEERERYY

Code words are transmitted in batches that consist of a sync_Zodeword, defined in the standard as| 0x7CD21508 ) followed by 16 others containing the data.
Any unused code words are filled with the idle value of 0x7AS3C197. In practice other values are sometimes used to indicate sync and idle.
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After hiatus, five years later
http://en.wikipedia.org/wiki/POCSAG


POCSAG!

e “Post Office Code Standardization Advisory Group”
e Standard decoding software didn’t work

e Key: recognisable sequence of bits when idle

- Look for known codewords/repeated bit strings
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Receiver switched off for majority of payload. RIC fully defined by slot position.
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Hospital Pager Systems

High power, better penetration than mobiles

Personnel carry small pagers, each with ID
mapped to Radio Identity Code

Mostly numeric pages with phone extension
Sent via software on any computer at hospital

Address to multiple recipients, automatically
sent to each once

Delivery not guaranteed


Presenter
Presentation Notes
HAMs complain about pager band as it’s so close to 70cm.
Some distance away from hospital, received on roof, but pager had to be by window to receive it (first time a little distance from window, didn’t receive it).


Frequencies

e Shared frequency: 148.1375 MHz (standard)
e Private systems in 800/900MHz band:
Non-standard FSK ignored by decoders

‘Testing’

ABCDEFGHIJEKLMNOPQRETUVWIY Z
o .- [ L i I

AT ”
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Only showing messages for which all parties are involved


Description E I
Address

Position
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Sensitive Information
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ATCRBS, PSR & SSR

e Air Traffic Control Radar Beacon System

— Primary Surveillance Radar

— Secondary Surveillance Radar
«.-/ 408

Primary:
 Traditional RADAR
* ‘Paints skins’ and listens for return

e |dentifies and tracks primary targets,
while ignoring ‘ground clutter’

e Range limited by RADAR equation (=)
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B&W photo: http://www.faa.gov/about/history/photo_album/air_traffic_control/index.cfm?cid=radar&print=go


ATCRBS, PSR & SSR

e Air Traffic Control Radar Beacon System

— Primary Surveillance Radar

— Secondary Surveillance Radar

L]
L

Secondary:

e Directional radio

e Requires transponder
* Interrogates transponders, which
reply with squawk code, altitude, etc. s
* Increased range () =
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SSR scope: http://cmh.natca.net/tracon.htm


Dem’ipﬁunl Sydney Terminal Approach Radar, SYDNEY AIRPORT |
Address  SYDNEY AIRPORT NSW 2020
Position  -33.0490180805728, 151.181285079602 :
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Not simultaneously covering area; rotating beam that sweeps out circle.
Comparative only!


Primary Surveillance RADAR

ransmits a ‘bang’ (the main pulse)
tens for returns (echoes)

Echeses |
g
Bang' T g
11 ¥ Ty T e
w T -
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http://en.wikipedia.org/wiki/Radar_signal_characteristics


The Modes

 A: reply with squawk code
e C: reply with altitude

e S: enables Automatic Dependant Surveillance-
Broadcast (ADS-B), and the Aircraft/Traffic
Collision Avoidance System (ACAS/TCAS)
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More modes (military, IFF)


The Modes

C: reply with altitude

S: enables Automatic Dependant Surveillance-
Broadcast (ADS-B), and the Aircraft/Traffic
Collision Avoidance System (ACAS/TCAS)

A: reply with squawk code
ply q } >

Mode S not part of ATCRBS, but uses same
radio hardware (same frequencies)

— Increasing problem of channel congestion
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More modes (military, IFF)


Position
Heading
Altitude
Vertical rate

Flight ID

Squawk code




Uplink:
“All call” / Altitude request

Downlink:
Airframe ID / Altitude response (air-to-ground)

)

Mode S TX/RX: Linked to ATC (can be at airport, or remote)



ACAS/TCAS

Altitude request

—

¥/ —

Altitude response (air-to-air)



dney Termina

Mode S sites e

Uplink:  1.03 GHz
Downlink: 1.09 GHz

E oas ' Black
Lagal info

("{‘Kjﬂlc e s s Wap data 32011 Coogie, Wherss(R), Senals Pty Lid magery 82011 Terraletrics - Terms of Use






A Typical 747 has...
w31 radios

2 x 100 W 9GHz RADARs

2 x GPS, 1.5GHz 60 W voice/data SATCOM
2 X 75MHz marker beacons

3 X VHF LOC localiser

3 x UHF glide slope

2 x LF ADF automatic direction finder

2 x VOR VHF omni-directional range

2 x 1GHz 600 W transponders

2 x 1GHz 700 W DME distance measuring equipment
3 x 500mW 4.3GHz radar altimeters

3 x 406MHz EPIRB



TCAS
High gain Low-gain

T SATCOM  VHF

A Xpndr
r / X' \/ ‘/ HF —>

- ln amerlca -

iu \ﬂmucutu_nuuuuur

e —

arker
RADAR Altlmeter
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Some of the antenna positions are guesses!
HF in vertical stabilizer
Distance Measuring Equipment
Automatic Direction Finder
Emergency Position Indicating Radio Beacon


Mode S Response Encoding

e Data block is created & bits control position of
pulses sent by transmitter

Preamble , Data block
< 8.0 s »id 56 or 112 ps -
: I
Bitt| itz i3] sita] ] N-1.| BitN
1:0i1§0i150i1§0¢ { | i1i0i1}0]
B | | - | -
000510 3.5 45 80 9.0 ‘ ‘ ‘ ‘ ‘ ‘

: Time (us) | Early chip [
Y Late chip =——> ~> er

Used to differentiate against other Modes I 0 I 0 I 1 I 0 I 0 I 0 | 1T

Example.— Reply data block
corresponding to bit sequence

Pulse Position Modulation (AM)
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In reality, pulses won’t be perfect square shapes
Manchester encoding


Pulse Position Modulation

Pulse lasts 0.0000005 seconds (0.5 LiS)

Need to sample signal at a minimum of 2 MHz
(assuming you start sampling at precisely the
right moment and stay synchronised)

Requires high-bandwidth hardware and
increased processing power

ldeally, oversample to increase accuracy
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This is a bit faster than what a soundcard can do!


Enter Software DLfined Radio...




USRP B200 & B210

USB 3.0 (bus powered!)
56 MHz bandwidth

s
aaaaa
A

AR

/0 MHz — 6 GHz
2x2 MIMO
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http://b200.ettus.com/
http://b210.ettus.com/


USRP Source
Unit Mumiber: 0
Decimation: 256
Frequency (Hz): 7.2M
Gain (dB): 20
Side: B
RX Antenna: FA

Variable
ID: xlate_filter_taps
Value: firdes.low _pass(l, ...

Frequency Xlating FIR Filter
Decimation: 1

FFT Sink
Title:
Sample Rate: 250k
Baseband Freq: 0
Y per Div: 10 dB
¥ Diws: 10
Ref Level {dB): O
Ref Scale (pZp): 13.489k
FFT Size: 512
Refresh Rate: 15
Average Alpha: 500m
Window Size: 800, 300
Grid Position: 0, 0, 5, 4

GNU Radio Companion

Low Pass Filter
Decimation: 5
Gain: 1

AGC2
Attack Rate: 100m

Fractional BW: 0

Audio Stop: 5.5k

Sample Rate: 250k Decay Rate: 10
Taps: =late_filter taps -——.-- me H Y u -_
Cutoff Freq: 5k Reference: 900m
Center Frequency: 0 Transition Width: 1.5k Gain: 1
Sample Rate: 250k netHen C "
Window: Hamming Max Gain: 1
Beta: 6.76
—H in
Rational Resampler AM Demod Audio Sink
Decimation: 500 Channel Rate: 44.1k Multiply Const Sample Rate: 44.1KHz
—.-- interpolation: 441 H Audio Decimation: 1 |out in E——H in
Constamnt: 1
Taps: Audio Pass: S5k
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AM radio
http://www.oz9aec.net/index.php/gnu-radio/grc-examples


Time (s)

2G GSM Waterfall
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usrp_fft.py comes with GR
200 kHz channels


Two WiFi channels, and then some...
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FLEX Pagers & Baudline

AAARAARRAIARAR RPN ARy

rd input

Upper Lower

| [~ a8

1 52.8444 dB
o — ]
255886.0599 Hz |
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http://www.baudline.com/


900 MHz ISM — Smart Meters

s 351 P
136153 P
2 36: 54 PM
38154 PM
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FI] lafiolts s 860 e ~ o A il Aha & g AP
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Help | Update [F1]

Full Screen [F11)

Minimize [FJ]
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Smart meter transmissions are the thin wide bursts sitting in well-defined channels
http://www.hdsdr.de/


CDMA Detection with GRC

= W-CDMA.grc - /home/mint/Documents - GNU Radie Companion

Fle Edit View Build Help
&, &
=R A 3

i
; % : 32 Blocks :
( Viterbi BER (BPSK) 38 | Manual QPSK adjust 38 | Satdemod 38 | Modsaudio 38 | PM 38 | Beacon 38 | Carrier Tracking x ! | oc —

[} [ Sources ]
Su Waterfall Sink V|Sua||se |nten5|ty b 1 Sinks
D: top block USRP Source 2 1 G H Z 3G Title: Waterfall Plot I» [ Graphical Sinks |
: top | Unit Number: 0 Sample Rate: 3.2M f f b 1 Gperators ]
Decimation: 20 i Baseband Freq: 0 O req uency b oIT .
Variable ype Conversions ]
1D: deci Frequency (Hz): 2.1125G .7 - Dynamic Range: 100 P [ Stream Conversions ]
i Gain (dB): 10 Reference Leve: 50 | COIM ponentS e i
Value: 20 Side: A Ref Scale (p2p): 2 [; [ Misc Conversions ]
RX Antenna: RX2 FFT Size: 512 A [ Synchronizers |
|D\.ﬁ::::l::te FFT Rate: 15 Over tlme =W P I Level Controls ]
Value: 3.2M USRP Source ~ [ Flters ]
e Unit Number: 0 850 M H Z N eXtG TI'I{IE:F:-I'I—'I'SPII:tk L?w Pass Alter
el :“"::rt:nii:- 842.5M [ou] sample Rate: 321 | \/jgg]ise i ol
1D: gain req “' & . Baseband Freq: 0 Band Pass Rlter
Label: Gain Gain (dB): 25 Y per Div: 10 dB . Band Reject Flter o
: Side: A i 2 £ 1
Default Value: 20 X Ant . - ¥ Divs: 10 Insta ntaneous Root Raised Cosine Riter
Minimum: 0 enna: RX2 N
Ref Lewvel (dB): 50 i Decimating FIR Rlter
Maximum: 50 X f b
Converter: Float USRP Source :::?::{P;:i 2] rrequency Spect rum 'F“::::t'"a FIR Filter
e L1 GPS Refresh Rate: 30 R
Decimation: 20 equency Xlating FIR Flter
Frequency (Hz): 1.57542G . Fast AutoCorrelation Sink IIR Filter
Gain (dB): 15 Title: W-COMA F..Correlation Filter Dalay
Side: A Sample Rate: 3.2M Channel Madel
D e Baseband Freq: 0 H d H Synthesis Flterbank
Size: 131.072k Fln re peatlng

Analysis Alterbank

Rate: 5 Polyphase Resampler

Y per Div: 10 dB patterns burled single Pole IIR Flter

Ref Level (dB): 50
Hilbert

Average Alpha: 300m Withln a Signal Goertzal

Window Size: 1.024k, 240
CMA Equalizer

Rational Resampler Base

Rational Resampler

1
Fractional Interpolator

Loading: "/home/mint/Documents/UDP Modez.grc' 1 Keep lin N
=== Done
Moving fwerage
Loading: “'home/mint/Documents/W-CDMA.grc” | 1Q Comp

=>> Done K

[ Modulators ]
L

Showing: "fhome/mint/Documents/W-CDMA.gre”



Presenter
Presentation Notes
Grey blocks are disabled
GRC will generate Python code via Cheetah Template Engine that can be customised (if you do, make sure you rename the file first!)


3G W-CDMA

Signature of UMTS: repeating data in CPICH at 10 ms intervals

W-CDMA Fast AutoCorrelation

dB
W

20 TOPLICTNT I I|.|||I||l|..

I [T R [

ms
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Common Pilot Channel
http://wiki.spench.net/wiki/W-CDMA
http://wiki.spench.net/wiki/Fast_Auto-correlation


USHP FastAUtoCorrelation

FFT

No apparent signal

P Y

oy

—

T L AT T T

i

W S il —n al ey A . Y
A R e O T S RN g e e

0.0
MHz

Auto Correlation

4 6

8 10 12

14 16

18

=l Cyclic 1023 bit code @ 1.023 MHz chip rate

—

Decirm: |54 | Fs@lSB: 1M

oK

DBS Rx Analog BB: 1.5755G

DDC: 80l
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https://sites.google.com/site/radiorausch/USRPFastAutocorrelation.html
Frank says:
“It is well known that the (inverse) Fourier transform of a signal's power spectrum is the auto-correlation function (Wiener Khinchin theorem).  Therefore if we run a signal through an FFT, calculate the magnitude, and run a final FFT we have a particularly fast way of calculating auto-correlations.”
“No signal is apparent in the FFT window while the auto correlation window clearly indicates the presence of something with a 1 ms periodicity.  And indeed GPS C/A signals are in fact spread at a 1.023 MHz chip rate with cyclic 1023 bit long codes resulting in 1 ms cycles.”


gnss-sdr: Decoding L1

a0 7| M. T
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Imagery Date: 6/20/2011 '-_1 ggé_ Eyealt 215m f:}



= TETRA

Fast AutoCorrelation

Repeating idle pattern

10 20 30 40 30 80
ms

Axes Dptions

Scope Plot Secs/Div:

Counts/Diwv:

¥ Offset:

T Offset: =

DA nnnnnn ge

Channel Options
Chl | Ch2 | Trig
I

Frequency correction burst -

Counts

20 21
Time {ms)
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One slot (of four): 14.175ms
http://wiki.spench.net/wiki/TETRA


Quadrature

0
Inphase

Alpha: | 10m

Gain Mu: | 50m

Marker: | Dot Medium

Eat
e
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Constellation plot still works despite π/4 DQPSK
http://en.wikipedia.org/wiki/Terrestrial_Trunked_Radio


PE—
BB | Scope | Demod | Pow | Cyclo | FAC | # | Quad | Mag | Test

Sat Demod

Symbol rate (fine): |IZI

Symbol rate (coarse): !IZI

Symbol rate:]| 18000
Samples per symbol: | BO

Num plots: |1IIIIZI

Data Scope

W
=
3
=
="

E
<

T[/4 DQPSK

Coarse offset: | 0

Mlate Offset: | 117.708k

Klate EW: | 34.4375k
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Four levels (phases) after QPSK reception
http://wiki.spench.net/wiki/Gr-baz#eye
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Amateur Digital Modes

; Digital Master 780 - [RTTY-43]

Eile [Edit View Q%0 Browser Loegbook 55TV SuperBrowser World Map Tools Window Help L Donate - 7

- &= ] 2 e B ) =
Q50 | SuperBrowser  Radio Soundcard | Waterfall| HRD Logbook Pregram Options =  Full Sereen =
W 55TV RTTY-45 = _ -
o =
g Rvas- WAl 2 a- & - 1 [ #Fc
al g -
E = ) Reverse  Defaults  Baud: 4545 - 5Shift: 1M Hz - Bit= 5 » Step 15 =~ Us5 Ltof
a s =
™y
%
b
o
S| Ecp DX Cp DX DE UR4EWT LUYEWTHCQ :1 DE UR4"$744EWT NIPG
o
= -
m B
= -
"'E 9
P Send (F1}) M Auto (F2) 5 G- x| [
CallCG Reply Info Clesing i Default~
g CR de Balint Balint
CQ CQ de Balint Balint
EFSE K <atopi
Enter text to be sent 1182 Hz S/M: DB
Waterfal » 4 X
Loom: i | blainc 4 11E2 » | Signal: 3+ | AFC || Decode T Options ¢ Faves __jglf-.'li:::lr'.

Ready CPU: 22% um Audio: 94% pee  Soundcard R 7996.59H: -_iHF!I'.'I Logbook: Mot Connected |RSID 15:40
e P, e ——— ST Tl T T A BTT T T —
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Stereo FM with RDS: Receiver

Stereo FM rec” -
Stereo FM receiver and RDS Decoder

hvolume: |-10

] BB | Demod | L+R RDS Raw

- Trace Options

"] Peak Hold

& Average

Avg Alpha: 0.8000
—_—
[C] Persistence
Persist Alpha: 0.1861

Baseband

S EqE W De

.
1
s}
i Tk

[[] TraceA |store |

)ptions

Hold

rage

Axis Options ha: 0.8000

dB/Div: [+]| - | _U
N istence

Alpha: 0.1861

Amplitude (dB)

[T] TraceB |Store|

Ref Level: [+]| - |

Autoscale | llea |store)
eB |Store|
Frequency (kHz) | Stop I|btions

o f---

%
8
U
0y

utoscale

Stop

(IR L I S—
Frequency 88.50 stationName Public  programType Travel Touring r 3AAB
Music Stereo stPTY

Xt R e Clock Time 20.03.2013, 22:09 (-7.0h) AlL. Frequencies XXXXXXXXXXX

0000000




Stereo FM with RDS: Receiver

2A {RT) - PI:1C41 - PT\' Rock Music {(countr

DE/GR/MAS__/MD, area:Regional 9. program:es) Valume
's 183.7 Greatest Hits of ALl Time
004 {BASIC) - PI:1C41 - PTY:Rock Music {country:DE/GR/MAS/ /MD, area:Regional 9, program:65)
wuaAlts of -Speech-STERED - AF:
624 (RT) - PI: lt-il - PTY . Music (country:DESGR/MAS__/MD, area:Regional 9, program:65) .
¥ 103.7 Greatest Hits of ALl Time M
824 {RT) - PI:1C41 - P‘IY EfGR/MAS /MDD, area:Regional 9, program:65) g
s 163.7 Greatest Hits of ALl Time
BA {THC) - PI:1C41 - PT'I' jock Music (country:DESGR/MAS /MD. area:Regional 9, program:E&5)
user msg# diversion recommended, single-grp, duration:no duration given, éxtent:6 segments, eventl
88 Still Sync-ed (Got L bad blocks on 58 totall ]
B8A |[BASIC) ntry:DESGR/MAS  /MD, area:Regional 9, program:65)
m==ALEsTLf H 10
0BA (THC) - PI:1C41 - PTY:Rock Music {country:DESGR/MAS_/MD., area:Regional 9, program ]
#user msgd diversion recommended, single-gr| duration:no duration given, extent:6 segments, eventl 20
03A {AID) - PI:1C41 - PTY cck Music {country:DESGR/MAS__/MD, area:Regional 9. program:é5) . Ay g
aid group: BA - location ta 6 - AFI-OFF - basic mode - regional urban L, 30 |- A
03.!. {AID) - PI:1C41 - PTY:Rock uu'lt: {country:DE/GR/MAS__/MD, area:Reglonal 9, program:65) @
BA - gap:3 groups, SID:8S 2 a0
PI:1C41 - PTY:R« Music {country:DEfGR/MAS /MD, area:Reg al 9, program:65) [
-0FF - basic mode - regional urban E 20
DE/GR/MAS__/MD, area:Regional 9, program:65) - 1
g# diversion recommended, sing p., duration:no duration given, extent:-3 segments, event EEr-NESCH] i \ L
82A {AID) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/__/MD, area:Regicnal 9, program:65) B A rh piy
BA - gap:3 groups, SID:85 a4 7
= PI1:1C41 - PTY:Rock Music {country:DE/GR/MAS_/MD. area:Regional 9, program:E65)
ERED - AF: 80
90
€41 - PTY:Rock Music {cuun(ry't’Ef&k!Ml{ /MD, area:Regional 9, program:65)
g# diversion recomsended, single-grp, duration:no duration given, extent segments, event 100
i ed (Got 2 bad blocks on 50 total 0 20 40
11041 - PTY:Reck Music {country:DE/GR/MA/__/MD. area:Regional 9, program:65)
= «Speech-STERED - AF:
664 {BASIC) - PI 1C41 - PTY:Rock Music {country:DESGR/MAS__/MD, area:Regional 9, program:65)
==aALL Time: STERED - AF
B8A {BASIC) ntry:DESGR/MAS  /MD, area:Regional 9, program:65)
) : ¥:Rock Music {countrv DE/GR/MA/__/MD, area:Regional 9, program:65)
#user msgd diversion recommended, single-grp, duration:noe duration given, extent:-3 segme
08A {BASIC) - PI:1C41 P Rock Music {country:DESGR/MAS__/MD, area:Regional 9, program:65)
m>ALL Time: -Speéech-STERED - AF: o BW K
0eA (B - F‘I-lt-ﬂ. - PTY Music {country:DESGR/MAS /MD, area:Regional 9, program:65)
==rALL Time<ss -Speech-STERED - AF:
824 {RT) - PI: lt-il = PTY:Rock Music {country:DESGR/MAS /MD, area:Regional 9, program:65) Gal 15
y's 163.7 Greatest Hits of ALl Time ;
B8A {TMC) - PI:1C41 - PTY:Rock Music {country:DE/GR/MAS__ /MD. area:Regional 9. p ram:65)
#user msgd diversion recommended, single-grp., duration:no duration given, extent:-6 Segments, event
08A {BASIC) - PI:1C41 - PTY:Rock Music {country:DE/GR/MAS__/MD, area:Regional 9, program:€5) Teq Offset: | 250k
= = =Speech-STERED - AF:
PI:1C41 - PTY:Rock Music {country:DE/GR/MAS_/MD, area:Regional 9, program:65) freq
- -Speech-STERED - AF:
- PI 1C41 - PTY:Rock Music {country:DE/GR/MA/__/MD, area:Regional 9, program:65)
Speech-STERED - AF: o
- PI lt-il - PTY:Rock Music {country:DE/GR/MA/_/MD, area:Regional %, program:65) s
-Speech-STERED - AF:
Got B bad blocks on 56 total) frequency 103,70 st

T:1C41 - PTV:Rock Music {country:DE/GR/MAS

ser msg# diversion recommended, single-grp,

ﬂE.ﬂ {THC) - PI:1C41 - PTY:Rock Music {country:DESGR/MAS

fFuser
024 {RT)

g# diversion recommended, single-grp.
- PI:1C41 - PTY:Rock Music {countr

/MD, area:Regional 9, program:65)
duration:no duration given, exteéent:.6 Segménts, evVent
/MD, area:Regional 9, p ram:65)
duration:no duration given, extent sSegments, event
EfGR/MAS /MDD, area:Regional 9, program:65)

Speech
The Bay's 103.7 Greatest Hits of All Time

y's 163.7 Greatest Hits of All Time

FM Demod

60

and RDS Dec

Frequency [kHz)

All Time rrearam 7
Stereo

Ve

RS E RS EEEE R

Rock Music =

Alt. Free

Trace Options

Peak Hold

Avg Alph

Trace A

Axis Optlons

a: 08000

1C41

Jue

cles

EEE RS EEEEEE
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Stereo FM with RDS: Transmitter
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https://github.com/balint256/gr-rds


uential

Bandwidth: |25k

Amplitude (dB)

Isquelch: -85
g FFT _Scup-e ' Test |
Trace Options
5 FFT Plot - ) Peak Hold
5] Average
R e B Avg Alpha: 0.5000
e e e Lommmmmoom - e e e e e e o =|Eh:-
B . L O . |:| Persistence

PersistAlphe) 0 BE]

[

[ ] Trace B Store

dB/Div: -

Ref Level:

l Autoscale I

it . . . . .
851.31 851.32 851.33 851.34 851.35 851.36 = :
Frequency (MHz) l Stop l

Freq L}st'. [[1 60.05, 160.11, 159.66, 163.96, 440,225, 442.9, 443,55, 851,338, 852.452, 652,388, 852.45, 854.458]
Freq: 851.338
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Parallel Decoding

EET Plot i Tr:‘c:l-.Dptjnn:c

Trace A store

L T Trace B -

Amplitude (dB)

Axls Optlons

461 461.2 461.4 461.6 461.8 462 462.2 462.4 462.6 462.8 463

Frequency (MHz) S

@ | pwr squelch cc<38> squelch unmuted -460006.0
Unmuted at 461546660.0
[ -4600806.0 | pwr_squelch cc<dd> squelch unmuted -798608.8

[ -466000.0 | pwr_squelch_cc<26> sguelch unmuted 228600.0
-460000.0 | pwr_squelch_cc<38= sguelch muted -460000.0

| pwr_squelch_cc<26> squelch muted 228600.8
| pwr_squelch cc=dd> squelch muted -798000.0
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Options
1D: squelch_channel
Title: Sqguelch Channel
Generate Options: Hier Block
Category: Channel Decoder

Import
Import: math

Parameter
I1D: samp_rate
Label: Sample Rate
Value: 250k

Type: Float
Short 1D: r

Parameter
ID: baseband_freq
Label: Baseband Freguency
Value: 0

Type: Float
ShortID: b

Parameter
1D: freg
Label: Channel Freguency
Value: 0

Type: Float
Shert ID: f

Parameter
ID: channel_bandwidth
Label: Channel Bandwidth
Value: 12.5k

Type: Float
Short1D: t

Parameter
1D: threshold
Label: Threshold
Value: -75

Type: Float
Short ID: =

Pad Source
Label: in

Variable
1D: xlate_decim
Value: 10

arallel Decoding: 1

Frequency Xlating FIR Filter
Decimation: 10

Taps: firdes.low_pass(1, ...
Center Frequency: 0

Sample Rate: 250k

Rational Resampler
Decimation: 25k
[BEE—={ii] Interpolation: 25k
Taps:

Fractional BW: 0

Power Squelch
Threshold (dB): -75

Alpha: 10m
Ramp: 0
Gate: No

Variable
1D: calc_baseband rate
Value: 25k

Variable
1D: freq_offset
Value: 0

Parameter
1D: baseband rate
Label: Baseband Rate
Value: 25k
Type: Int

Tag to Message
Append String: 0

Message Callback
Name: Message Out
Dummy mode: Yes
Evaluation mode: String
Message Part: Arg 1
Variable:




Parallel Decoding: N

Dptlons Varlable F ALTA A 1 N1 T ERCEN | P Variahla cnrlﬂg
ID: top block ID: samp rate Properties: Multi-channel decoder x [fise
Title: Parallel Scanner Value: 2M | [160...54.488]
Generate Options: WX GUI
TR oo CToTsT— = GUI Slider || WX GUI Text Box | WX GUI Slider | WX | Paramekters: ) zezszs
ID: antenna ID: gain ID: center_freq ID: threshold 1D: -
Label: Antenna Label: Gain Label: Center Freg Label: Threshold Lab it :
Default Value: TX/RX || Default Value: 10 || Default Value: 462.7M |Default Value: -80 || Defd n] [multi channel decoder 0 q list txt
Choices: TX/RX, RX2 Minimum: 0 Converter: Float Minimum: -130 Con — — —
Labels: Maximum: 50 Maximum: 0 Baseband Freg center freq i
Type: Drop Down Converter: Float Converter: Float —_— =
Frequency List rFrE list conf..eq_list
|uate
UHD: USRP Source Multi-channel decoder
Samp Rate (Sps): 2M Baseband Freq: 462.7M &
ChO: Center Freq (Hz): 462.7M [BUE|—B=[ill| Frequency List: freq_list
ChO: Gain (dB): 10 Decoder: <class..._channel'= 0 list txt)
Chi: Antenna: TX/RX Decoder Args: samp...hreshold Parameters [{IEEt threshuld':threshold} -
WX GUI FFT Sink Frequency Xlating FIR Filter et
Title: FFT Plot Decimation: 100
Sample Rate: 2M Taps: firdes.low_pass(1, ... -— —
Baseband Freq: 462.7M Center Frequency: -475k X ble
Y per Div: 10 dE Sample Rate: 2M Documenkation:
¥ Divs: 10 be6, 462.225...
e | Variable Variable Creates as many decoders as channels,

."- Ref Scale (p2p): 2 1D: xlate_decim | 1D: baseband_rate :
FFT Size: 2.048k Value: 100 Value: 20k pnne
Refresh Rate: 15 ncy: 0
Average Alpha: 500m ency: 0
Threshold Level: -80 Ok
Freq of Interest: 462.225M
Notebook: nb, 0 25k
Freq Set Varname: None dth: 12.5k

Variable
I1D: audio_rate
Value: 10k
Function Probe A“:::rt:e;;klm R
:’I:.I::L:let:ch_pmbe_unmuted %uad?r;iture Rate: 20k |out 'I: ;|
Block ID: analog...Ich xx 0 0 uz au
Function Name: unmuted e M
Poll Rate (Hz): 10
WX GUI Static Text

ID: variable_..ic_text 01 0 Cancel QK
Label: Sguelch Probe Unmuted | J )
Default Value: 0

Converter: Float




OpenBTS ﬂpE"

e Open-source 2G GSM stack
— Asterix softswitch (PBX)

— VoIP backhaul
o i Uplink }p}tex::ea:ﬂps

ilter

m "y
Test Equipment | \9 PAP2 Adapter and
= ) Wiked Phone for

Host Laptop
on lce Pack
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Special FPGA code (timing constraints)
SMS-ing
http://openbts.sourceforge.net/


LTE eNciag -on USRP N 2X)?

- 4 VLC streaming client
eNB SOftwa re : (rp_e taking photo seen by laptop below)

Spectrum (waterfall'pl

uplink from LTE dbnglg - N210 eNB

- 3 |basestation
\/

Webcam streaming
via VLZover LTE IP link

Ettus

— OmOnSOﬁ &L 5o 7 Research

O



802.11agp (OFDM) Decoding
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“gr-ieee-802-11”
10/20 MHz OFDM
BPSK & QPSK
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APT reception with a USRP B200


Automatic Picture Transmission

e

B ER
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http://en.wikipedia.org/wiki/Automatic_Picture_Transmission
http://www.wxtoimg.com/
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APT Baseband Processing

WX GUI FFT Sink
Options File Source WX GUI FFT Sink WX GUI Waterfall Sink || Virtual Source g Gu1 FE n
1D: top_block File: .. al—===s Title: FFT Plot Title: Waterfall Plot Stream ID: bb :
Generate Options: WX GUI p Sample Rate: 50k Sample Rate: 50k Sample Rate: 1M
Baseband Freq: 0 Baseband Freq: 0 :'"bl;h"."fﬁ'é: 0
¥ per Div: 10 d8 Dynamic Range: 50 per Div:
DK GUI Notebook (SRR aues]isi) ¥ Divs: 10 il Reference Level: -60 ¥ Divs: 10
80 File: ...32Z 137614kHz RF-wav 8 Ref Scale (p2p): 2 Ref Level (dB): 0
Tab Orientation: Toy Ref Level (dB): 0 (p2p)
e Eapatih lating FIR Filter Ref Scale (p2p): 2 FFT Size: 512 RafiScalipap])
Labels: ['FFT', "Waterfall... 2 et A S WX GUI Scope Sink | FpT Size: 1,024k
: Rate: " Title: Scope Plot Refresh Rate: 15
Variable || Virtual Source Taps: firdes.low_pass(L, s... Refresh Rate: 15 DTG Sample Rate: 1M Average Alpha: 130m
ID: samp rate || Stream ID: bb Center Frequency: 0 Average Alpha: 500m Freq Set Varname: None e 3 ge Alpl
hue: 110 - Sample Rate: 1M Notebook: nb, 3 ' nb, 0
Value: 1M Freq Set Varname: None Trigger Mode: Auto Freq Set Varname: 0
i Y Axis Label: Counts
WX GUI Slider ||  Variable Rational Resampler XGOS -, WX GUI Waterfall Sink
ID: freq_offset || ID: audio_decim UL WX GUI Time Panel Title: Waterfall Plot
Label: Offset Value: 2 Title: Scope Plot WX GUI Slider Item Size: 8 Sample Rate: 1M
i Virtual Source Sample Rate: 50k A : .
Default Value: 0 1D: audio_mul Sample Rate: 1M Baseband Freq: 0
od Stream ID: sig Notebook: nb, 5 = 8
Minimum: -500k || Variable b Label: Audio Ipdate Rate (Hz): 1 Dynamic Range: 20
Maximum: 500k || ID: audio rate Trigger Mode: Auto Default Value: -10 Relative: Yes HER| Reference Level
Converter: Float || Value: 25k WBFM Receive D Minimum: -30 \gnore Next Triggers: Ref Scale (p2p)
Rate: 48k 10 FFT Size: 512
Variable Variable Audio Decimation: 2 Converter: Float FFT Rate: 15
1D: decim ID: sig_rate Notebaok: nb, 1
Value: 20 Value: 96k N Py Multiply Const Freq Set Varname: None
e Cas Decimation: 50k 0| onsta
Variable Variable e Interpolation: 48k
ID: bb_rate ID: sig_rate L5
Value: 50k Value: 48k LoE=an LB D
WX GUI Slider CooE=s CET |
Dh Decimation: 1
o B WX GUI Check Box Gaini 1
. 1D: use_pli — Sample Rate: 48k
m:::'é'“ oL Label: Use PLL o | Cutoff Freq: 4.8k ) Rational Resampler
Maximum: 1M 8 TeAtiva i) || Transition Width: 100 WX GUI Scope Sink Decimation: 48k
ey True: 1 Window: Hamming Title: Scope Plot Interpolation: 11.025k
False: 0 Beta: 6.76 Sample Rate: 48k Taps:
| Notebagk: nb, 7 Fractional BW: 0
mport \
Import: math Selector LD Trigger Mode: Auto
Input Index: 0 ID: Ip_freq ¥ Axis Label: Counts Wav File Sink
e Output Index: 0 Label: LP File: .. AA-discone-nopll.vay
m-am:ﬁ;f, r.;::et Default Value: 4.8k WX GUI FFT Sink Sample Rate: 11.025k
D:Ihull\l_-liﬂ S TBY Title: FFT Plat Bits per Sample: 16
YT Extras: Stream Selector 4 Sample Rate: 48k
Cnnﬂ.u Fila: relne Item Size: 8 Baseband Freq: 0 Variable
e m:};g o Paths: 0, -2 ¥ per Div: 10 dB 1D: wav_rate
" w7 ¥ Divs: 10 Value: 11.025k
:g;l::;f‘r:?aﬂﬁset '- RefLevel (dB): 0
: PLL Carrier Tracking Ref Scale (p2p): 2 Note
Loop Bandwidth: 1.25664m WX GUI Scope Sink FFT Size: 1.024k Mote: Must be 11.025k!
Max Freq: 1.00531 LEBEL e Refresh Rate: 15
Min Freq: -1.00531 Sample Rate: S0k Notebook: nb, 6 WX GUI Waterfall Sink
S Freq Set Varname: None Title: Waterfall Plot
WX GUI Slider WX GUI Slider Note Notebook: nb, & Sample Rate: 2.4k
1D: loop_bw 1D: pll_freg Note: Set to m...oppler shift Trigger Mede: Aute WX GUI Waterfall Sink Baseband Freq: 0
Label: Loop B Label: PLL Freg ¥ Axis Label: Counts Title: Waterfall Plot Dynamic Range: 100
Default Value: 10 | | Default Value: 8k Sample Rate: 48k Reference Level: 0
Minimum: 0 Minimum: 0 Baseband Freq: 0 Ref Scale (p2p): 2
Maximum: 1k Maximum: 50k Dynamic Range: 50 FFT Size: 2.048k
Converter: Float | | Converter: Float Moving Average ——{ii | Reference Level: 0 FFT Rate: 15
e Ref Scale (p2p): 2 Notebook: nb, 11
Variable Variable . FFT Size: 512 Freq Set Varname: None
Max Iter: 4k :
1D: pil_min 1D: pil_max FFT Rate: 15
Value: 15.708m | Value: 62.8319m Notebook: nb, 9 WX GUI Scope Sink
Probe WX GUI Static Text e i ior e Title: Scope Plot
PLL Carrier Tracking (old) 1D: pil_shift 1D: pil_shift freq e
3 Value: Label: PLL Shift 1':"*‘“‘:‘;‘:: iﬂt
Block ID: pll Default Value: Complex to Mag 'z’:[“el_ o
Function Name: get.frequency | Converter: Float 3Enr

Poll Rate (Hz): 5

WX GUI FFT Sink
Title: FFT Plot
Sample Rate: 48k

Freq: 0
Y per Div: 10 dB
¥ Divs: 10
Ref Level (dB): 0

RefScale (p2p): 2

FFT Size: 1.024k
Refresh Rate: 15
Notebook: nb, 10

Freq Set Varname: None

Virtual Source
Stream ID: wix

Signal Source
Sample Rate: 48k
Waveform: Cosine

Rational Resampler
Decimation: 48k
Interpolation: 2.4k
Taps:

Fractional BW: 0
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Has PLL to lock on Doppler shifted carrier
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Will be found as new repo in https://github.com/balint256/


AlIS Multi-channel Decoder

Opti
. bm; ons Wav File Source (old) [out] [re]
Generate Options: WX GUI File: ...07Z_162000kHz_RFwav
Repeat: Yes @ E

Variable Variable
ID: samp _rate || 1D: samp_rate
Value: 500k Value: 2M

Virtual Source

WX GUI Notebook Stream I1D: bb
ID: nb
Tab Orientation: Top I~ -
Labels: BE, Channels

Variable Variable Variable
ID: xlate_decim || ID: bb_rate | ID: freg
Value: 40 Value: 50k || Value: 162M

Float To Complex

WX GUI Waterfall Sink
Title: Waterfall Plot
Sample Rate: 2M
Baseband Freq: 162M
Dynamic Range: 50
Reference Level: -40
Ref Scale (p2p): 2

FFT Size: 512

FFT Rate: 15

Grid Pesition: 0, 0, 1, 1
Netebook: nb, 0

Freq Set Varname: None

Throttle
Sample Rate: 2M

UHD: USRP Source
Samp Rate (Sps): 2M
ChO: Center Freq (Hz): 162M

ChoO: Gain (dB): 10

ChO: Antenna: TX/RX

WX GUI Chooser
ID: antenna
Label: Antenna

Default Value: TX/RX

Choices: TX/RX, RX2
Labels:
Type: Drop Down

WX GUI Slider
1D: gain

Label: Gain
Default Value: 10
Minimum: 0
Maximum: 50
Cenverter: Float

Multi-channel decoder
Baseband Freq: 162M

Frequency List: 161...62.025M
Decoder: =class ..._decoder'=
Decoder Args: mul2...amp rate

Frequency Xlating FIR Filter
Decimation: 40

—b'- Taps: firdes.low_pass (1.0...
Center Frequency: -25k

Sample Rate: 2M

.

Frequency Xlating FIR Filter
Decimation: 40

—.'- Taps: firdes.low_pass (1.0...
Center Frequency: 25k

Sample Rate: 2M

WX GUI Waterfall Sink

Title: Waterfall Plot
Sample Rate: 50k
Baseband Freq: 0
Dynamic Range: 50

Reference Level: -65

Ref Scale (p2p): 2
FFT Size: 512
FFT Rate: 15

Grid Pesitien: 0,0, 1, 1

Notebook: nb, 1

Freq Set Varname: None

WX GUI Waterfall Sink

Title: Waterfall Plot
Sample Rate: 50k
Baseband Freq: 0
Dynamic Range: 50

Reference Level: -65

Ref Scale (p2p): 2
FFT Size: 512
FFT Rate: 15

Grid Pesitien: 0,1, 1, 1

Notebeook: nb, 1

Freq Set Varname: None

Message Server
Pert: 9.987k

Virtual Sink
Stream ID: bb

Null Source

i

Throttle
Sample Rate: 1

AlS Decoder
Multiplier 1: 80
Multiplier 2: 3
Mu: 175m

Channel Designator: B
Baseband Freq: 162M
Channel Freq: 161.275M

Sample Rate: 2M

pre

bit



AlIS Channel Decoder

Options Import Variable Variable | Variable
1D: ais_decoder Import: math || ID: samp_rate || ID: decim | ID: bb_rate Variable
Title: AlS Decoder Value: 48k Value: 5 | Value: 48k \D: deci
Generate Options: Hier Block Va-lueE'CIIIlﬂ
Category: AIS Variable Variable .
ID: xlate_decim
- 1D: sym_dev Low Pass Filter
Pad S . L
2d SOUNCE om Value: 5 Value: 9.6k Decimation: 1 e
Label: in Gain: 1 1D: pp_taps
Frequency Xlating FIR Filter : Quadrature Demod = —| Sample Rate: 48k = _ Pad Sink Value: firdes.root raised ...
Decimation: 5 B Gain: 795.775m L N1 Cutoff Freq: 9.6k B M Label: audic
I| Taps: firdes.low_pass (1.0... out Transition Width: 500 Polyphase Clock Sync out
Center Frequency: 25k Ratlonal Resampler Window: Hamming Samples/Symbeol: 5
Sample Rate: 250k Decimatlon: 50k P Beta: 6.76 DC Blocker Loop Bandwidth: 40m El
A v in| Interpolation: 48k out IE Length: 32 El E LB [FELETS
ID: channel ariable . Filter Size: 32
. Taps: Loeng Form: True . rate
Label: Channel Designator 1D: xlate_rate Fractional BW: D Initial Phase: 16
Value: & Value: 50k ) Maximum Rate Deviation: 1.15
q : hase
Type: String | Multiply Const — — Pad Sink Output SPS: 1 P
adabis li Constant: 5 L& L Label: pre
Parameter 1D: taps
ID: samp_rate Value: 2.5959e-55, 2.947%¢... Clock Recovery MM
Label: Sample Rate Narimmatineg EID Eiltar fald) Omega: 5
Value: 250k - Multiply Const - — Gain Omega: 7.65625m
Type: Int E Constant: 80 El E Root Raised Cosine Filter El 4‘@ Mu: 500m out
Decimatien: 1 .
U cain: 1 Gain Mu: 175m
Parameter - o
D2 ol | Sample Rate: 48k :lnut Omega Relative Limit: 5m
Label: Multiplier 1 Symbol Rate: 9.6k
Value: B0 L mBEITLN AlS-NMEA-DecodeToSQL
Type: Float Num Taps: 55 SOL hostname: localhost
Differential Decoder BitsToAIS-NMEA - SQL database: gnuais
Parameter E Binary Slicer [aut in out in | Invert 10 @——P-E Channel Designator: 'A' SQL user: ruben
. Modulus: 2 .
1D: mul2 Output Messages: Yes S0QL password: elgelg
Label: Multiplier 2
Value: 5 Pad Sink
Type: Float Message Callback Labe:' nmer;
Parameter Parameter Name: Descrlp.twe rame Vec Length: 200
Parameter i i Dummy mede: Yes
Traoe] 1D: baseband freq 1D: freq Evaluation mode: String
Byl il Label: Baseband Freq | Label: Channel Freg M Part: Arg 1
Label: Mu N N essage Fart: Arg
Value: 162M Value: 162.025M Variable:
Value: 175m . . o g
Type: Float Type: Float
Type: Float
Correlate Access Code
- - Pad Sink
L je{Ti]| Access Code: 1010101010101010 [BuE T [
Threshold: 0 )
in | Null Sink




Other Applications of SDR

Radio astronomy
Passive radar
DVB-S decoder

Tracking pedestrian foot traffic in
shopping malls

Much more...
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Short bursts, but high bandwidth
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Mode S Decoder Structure

\\
Pulse Preamble ::ersrzﬁ PPM
detect detect 5 demod
detect

| // ,
v I Secs/Div:
| NA N i
A (o
I?III ITIII]ﬁI IJIi#iTIIT ] 'IlA'II] | LI | THJTJ'IIJF]Iﬁfn1j??ﬁ\F T % %jl'.
o lAA i
V 0,1,
2
Frame parser \ Error correction /}- Sanity check

// /£
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Continuous process
Each step encapsulated in GR block, sends signal & state information to next


|
Secondary Survelllance
RADAR
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Mode S Frame Types

Several Downlink Formats (DF)
— Short/long frames (56/112 bits)

Contains Airframe Address (AA)
— 24-bit transponder address allocated by ICAO

Appended CRC

— ‘Normal’ mode (syndrome = 0)
— Address overlaid mode (syndrome = AA)

DF 11: All call, 5/20: Identity (squawk code),
0/4/16/20: Altitude...


Presenter
Presentation Notes
ICAO: International Civil Aviation Organization


ADS-B: Extended Squitter

e Several ES types (DF 17):

— Standard: position, altitude, heading, vertical rate,
flight ID, transponder code

— System information

— Aircraft capabilities/status (e.g. autopilot enabled)
— Aircraft intent

— Traffic information

— TCAS resolution advisories (“Pull up!”)
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ES is a type of long frame (112 bits)
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NorCal
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Bay Area
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SFO
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Parallel landing. VRD357 (photo left) has touched down, 102 (photo right) is about to.
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VRD034 has just taken off


% Welcome to Aviation Mapper

Cudehemt‘urm hed’lml:mdmm ll‘mhlaelus.le:mhmw
Imcd'mﬁﬂh new recelver site mrl"hrmmm pkmhﬁ'

- s e R S nry B el it e
Click on a plane!
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3D side view of VRD034 takeoff & ascent





e Welcome to Aviation Mapper
: Click here for info, feedback and to share - if you like this, ket me know.

chonet

23:20:04 AEST
D6:20:04 UTC
odeS: OK

CARS: erminated
HMAuto Balloons
MTrails

rails need more CPU

I need to find a new receiver site near the airport ASAP - please help!
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Virtual cockpit view during VRD034 takeoff (during rotate)
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Welcome to Aviation Mapper:
QITCESIETEY DTN T CECIEIERSIRT FIPETETER T ERTRIEER RIS ELENE S TRAYA ;

e Google earth

Image © 2013 Terrableirics
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Virtual cockpit view during late final approach of UA 1703 at SFO
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Bay Area


Aviation Mapper

e Connects to Mode S decoder server
 Tracks & plots airframes, collects statistics
e Provides state server for web streaming

Te2fdl
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750086 -
id 10¢
i - S,
107 P, s e e TR
B R VO v U RO B, ¥, e e st A ™ SR
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http://spench.net/drupal/research/mode-s
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First mobile outdoor experiment with YSSY in the background
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SNR vs. Gain
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Strength vs. Distance
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Altitude vs. Distance
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ACARS messages shown spatially


ACARS

Aircraft Communication and Reporting System
‘“Text messaging’ for aircraft

Wide-reaching network
— VHF ground stations

— HF datalink

— SATCOM

Manual and automated messages between:

— Cockpit, ATC, airline ops & airport ground staff

— Avionics/engines, airline maintenance & equipment
(engine) manufactures



Time: 2011-11-15 22:42:17. 894000
Station: Home
Freguency: 131.55 MHzZ

Mode: S ([downlink, LCHN: 19)
Address: VH-0ID
AcCk: AR

[ ]
Label: H1: System and engineering data
Illll Block:
Message #: C15A

Flight ID: QFoO21
#CFE,/BLVEBOCR..

A RPT20 PG1L L-APU REAL

e |istenin g to E ULLOID ISNOVIL 1142 QFA21  YSSY/RJAA 685-2270-011 RR-508 ES
orimary &
secondary
frequencies DTS e ot ziezias.aione

Freguency: 121.55 MHz

OFF 100
OM ON 2286 226

@ e R
=)
M
il
=
o
[EN]

Mode: s (uplink, LCN: 19)

Address: AG-ECV

Ack: 7

L?bel: _=<DEL>: General Response (Demand Mode)
Bloc

DeCOded Time: 2011-11-15 22:42:22.2032000
) station: Home

Freguency: 121.55 MHz

- Mode: S (downlink, LCHN: 19)
Com | ne Address:  VH-0ID
) Ack: MAK
Label: H1: System and engineering data

L Block:
—| |e Message #: C15E
Flight ID: QF0021

#CFE MNORM 14.1

B OFEN 20
serve S o ks

10 ON 202
11 MES 32 32
12 NORM 7O 7O
12 OPEM 53 &3
14 102
15 294 &1 o
16 2266 CHG 2

17 17e0D 27
18 15M0WIY 131:42:13




xlate fine: |0
xlate coarse: | 20k

xlate_bw: | Bk

Main | PLL | AGC | Xlate | BB | Lewels

Acars Gui

FFT Plot

Amplitude (dB)
=

A

AM ACARS burst

-40

-30

-20

-10 0 10

Frequency (kHz)

20

30

40

Trace Options
Peak Hold

¥| Average
Avg Alpha: 0.0631

Persistence

Trace A  Store

Trace B Store

Axis Options
dB/Diw: + -
Ref Lewvel: +| -
Autoscale
Stop

am_bwe: | Sk




Amplitude (dB)

Multi-channel ACARS Decoder

i IIL'-. I'.,'.I !

BB

.] { ]
|

LA/ (LR
0 10

Frequency (kHz)

i’

]

Mecam 2
PR Y

,iHLlIL

100 200

Trace Options
Peak Hold

Average
Per I
Trace A

race B

Axls Options

A0
B/Div

Time (s)

Channe[ Options

Average

Axes Dptlons

5 0 =] 10
Frequency (kHz)




Multi-channel ACARS Decoder

—— Reference Level' 8. 922427?13 Tl
Time; 2013-06-14 B Bd . 61800
Station: HD1E

Frequency: 131.125 MHz

Mode : rither)

Address: PI.’I.,S‘R

it 2 Line Defined Message Wwaterfall Plot Option

==» Reference level: 8.946630001068

Time: 2013-86-14 B6:13.527608
Station: Home

Frequency: 131.556 MHz

Mode : either)

Address: B-KPB

Ack: NAK

Label: ]D Airline Defined Message
Block:

1 ACARS uPl.lm( AT 06706
ROUTE DATA MOT FOUMD FOR :
B-KPB CPABOD

= Re!erence Level: B-
Time: 21
Station: Home
Frequency: 131.5
ode : pit
Address: B-KPB

100 o 100

Frequency (kHz)

Label: <DEL>: General Response {Demand Mode)
Block:

Hessage #: SO2A

Flight ID: CXOOOO

==> Reference level: Bv 9525?555“03
Time: 2013.86-14 00:06:21 1606
Station: Home

Frequency: 131,12°

Mode: e
Address:
Ack:
Label: ::: Data Transceiver Auto-Tune {(change freguency)
Block: (

LIGB00

= Rﬂerence level. B.98400T000923
Time: 4 09:07:1]
Station:
Frequency:
Mode: {edt the
Address:
Ack:
Label :
Block: 9
Message &: FOLA

Flight ID: CXBET3

FH1BREQFPN/TSET70T0S, 140613 /C0/FNCPABTIECZF

i

Hllz
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Simultaneously decodes three active ACARS channels
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Many messages are exchanged before/during takeoff, and during/after landing


Examples

Time: 2011-11-16 09:12:24.073000
Station: Home

Frequency: 131.55 MHz

Mode: S (uplink, LCN: 19)
Address: 9M-MPO

Ack: NAK

Label : 31: Airline Defined Message
Block: W

ILET CC1-INOP
-31 DEFG-CARPET FLOOR




Examples

Time: 2011-11-16 09:49:00.255000

Station: Home

Frequency: 131.45 MHz

Mode: 2 (either)

Address: VN-A375

Ack: NAK

Label : H1: System and engineering data (downlink)
Block: 4

Message #: C12A

Flight I1D: VNO773

#CFB.1/MPF/ANVN-A375/FIHVN773
/DM111115224900N0V1514042244PFR1/DAVVTS/DSYSSY/FR383141VSC
i1,,,,,,,LAV 37,HARD,140505;237346CIDS1 1,,,,,,,DEU A
(200RH2) ,HARD, 140505;383141VSC 1,,,,,,,LAV 53,HARD,174906;




Examples

Time: 2011-11-16 09:49:06.844000

Station: Home

Frequency: 131.45 MHz

Mode: 2 (either)

Address: VN-A375

Ack: NAK

Label: H1: System and engineering data (downlink)
Block: )

Message #: C12B

Flight I1D: VNO773

#CFB383141VSC 1,,,,,,,LAV 61,HARD,202806;344137WXR2
1,,,,,,,WXR MOUNTING TRAY (5SQ), INTERMITTENT,203506,EOR
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What about no ADS-B?

No position reports
Signal is high bandwidth

Multiple remote USRPs can be sync’d with
GPSDO

Perform multilateration on non-ADS-B (‘plain
old’ Mode S)

Calculate position from TDOA
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Primary Surveillance RADAR
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Primary Surveillance RADAR
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Primary Surveillance RADAR

Frequency | Time: Histograms |
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Dual PRF Mode: Weather

TABLE 1
MMAC Academy ASR-9 System Characteristics

Frequency 2.7GHz
Peak Power 1.1 MW
Pulse Length 1S

short scanNum;

short  titNum; /* Unused in WSP system */

Pulse Repetition Frequency

| Dual PRF (1160 Hz average) | |short az: /I* Degx 10 %/

short el; " Degx 10/

short rf1: [* Primary PRF */
||shurt pri2; /* 2nd PRF for dual-prf radars (ASR-9)

Antenna Gain 34 dB
Azimuth Beamwidth 1.4°
Elevation Beamwidth 4.8°
Rotation Rate 12.5 rpm
Range Gate Spacing 116 m
Azimuthal Resolution 1.4°

Sensitivity

1m® @ 111 km

System Stability

48 dB

short flags; /* END_OF_TILT bit, among others */
short nProds ; /* Number of products in radial */

Radar energy entering this trapping layer can be refracted through an effective curve with a radins smaller than that of the Earth, returning to scatter off the surface some
distance from the radar. If the layer is of large horizontal extent radar energy scattered back into the atmosphere from the surface after this process can be trapped a second
time_ and in this way a surface duct can be formed “hll:h may carry energy to large distances bevond the unamb1gu0115 range of the radar and return mulhple tnp echoes by

the same ray path. These echoes will display 3

reflector), but at the true azimuth of the reflect

ir. Note however the

techmque emplm ed by the ASR 9 I’Eldﬂl’ﬁ which shcruld e]munate mulhple -trip returns.

smote
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Capture at 50 Msps to RAM
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Pulse Power vs. Time




Distance Between Pulses




:

Pulse and echo power over time
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Another Kind of Pager

. The Original Coaster Call®

ww w.ﬁﬁgﬁr.'net- .:-
- 800,437.4996




Page Waterfall

796570 Hz -4,33 dBb
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Line Encoding

Deccter0 0 L

From beginning Invert Baudot Highlight differences
From start offset 7-bit ASCII Show decoded data
B — Invert first bit 8-bit ASCII Accumulate data
|0 . - Extra newline
Wwap endian-ness

. D [V 5traight [ | Flip Flop

Extend Offset Diff Diff {inverted [ | Enforce control bits

Sync settings PrE'u' 0 PrE'u' 1 513 .

Ir
Show bits Manchester 0 (IEEE) E
Max bits:
o [ Manchester 1 (orig) Mo stop bits 3328
Lmns:
K [“piffMan 0 [|BPM ("] stop bit

._[}— [|piffMan 1 [ |BPS [ Two stapbits[n_m] [ Clear
O 110304100 11001100 11000100 11001100 CC CC C€C CC - ~
IS 11030100 12001100 10101010 10110101 cc cc aa bs - -
o0a 01001100 10110011 01010101 01001101 4c b3 55 4d L.LM

012 01010100 120010100 101010010 11001101 54 ca aa cd T...

0le 01010101 01010101 01010101 01010101 B5 55 55 55 (RN

020 01010201 01010101 01010101 01010101 E% 55 55 &5 (RN

024 01010101 01010100 11010101 OLOLOLo0n £t 54 d5 54 UT.T

028 11001011 01001100 01100110 01100110 ch 4c BE GE Lff

032 01104010 01100110 01100110 01100110 &e &b GE& GBE inmns

036 01010101 01011010 10100110 01011001 E% Sa ag 59 LZ.Y

040 10101010 10100110 10101010 01100101 aa at aa &5 -

o444 01010101 01100110 10101010 10101010 EE BE aa aa Uf. .

48 10101010 10101010 10101010 10101010 23 a3 aa aa .

052 10101010 10101010 10101010 10101010 23 a3 aa aa “nan

056 01101010 10101010 01100101 10100110 &a az &5 ab JeE.

] G0110011 00110011 00110011 GO0110011 33 33 33 33 3333

) 0110011 00110011 00101010 10101101 33 33 2a ad 33*.

0ea 01010011 Q00101100 11010101 01010011 £3 2c ds 53 S5

072 01010101 Q0110010 10101010 10110011 £t 32 aa b3 Uz2..

07e 01010101 01010101 01010101 01010101 E% 55 55 &5 (RN

030 01010101 01010101 01010101 01010101 E% 55 55 &5 (RN

034 01010101 01010101 00110101 01010101 E% 55 35 &5 LUsL

0as CGOL10010 11010011 o0 32 d3 2.<5 left=




Manchester Encoding

o0 ==

i
|| From beginning [ Invert [] Baudot [] Highlight differences
[¥] From start offset [] 7-bit ASCII [] show decoded data
- ["] Invert first bit [¥] 8-bit ASCII [7] Accumulate data
= ] . [ Extra newline
_ [ |5wap endian-ness:
["] straight [ Flip Flop

[¥] Extend Offset [Toiff [ Diff (inverted. || Enforce contral bits

Smcsetti"lgs P're'u'I:I P're'u' 1 S13rtbit

[¥] Show bits [ Manchester 0 (IEEE) .

Max bits:
. [ |Manchester 1 (orid) [7] Na stop bits 3328
L [|piffMan 0 [|BPM [~ 5top bit
Tornrmnnnnnrnenenernnenenl
[|piffMan 1 [¥]BPS [ Twe stop bits [pump | [ Clear

OO0 111111711 112111111 11000000 00011101 + £F 23 ba e
(o0 11000001 10000111 GO000011 10000000 343 el cO M

08 Qo000 GO0O00000 CGOO00000 G000 o0 00 00 00

oz 01100000 01110101 11 0 ae ..<6 lefit=
CRC Poly DS Start 00: 34
CRC Poly D5 Start FF: EL
CRC Poly AB Start O0: 52
CRC Poly AE Start FF: AB
CRC Poly EA Start 00: 9B
CRC Poly EA Start FF: 32
CRC Poly 07 Start O00: OF
CRC Poly OF Start FF: O7F
CRC Poly EO Start 00: 5B
CRZ Poly EQ Start FF: 10
CRC Poly 83 Start O0: &7
CRC Poly 83 Start FF: F1
CRC Poly 31 Start 00: 16
CRC Poly 31 Start FF: O7F
CRC Poly 8C Start O0: 5D
CRC Poly 8C Start FF: EF
CRC Poly 38 Start 00: C1
CRC Poly 93 Start FF: 7C
O D les 1M Cdeampd A 141
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Modulator Output
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Traffic Message Channel

2A {RT) - PI:1C41 - PT\' Rock Music {(countr

DE/GR/MAS__/MD, area:Regional 9. program:es) Valume
's 183.7 Greatest Hits of ALl Time
004 {BASIC) - PI:1C41 - PTY:Rock Music {country:DE/GR/MAS/ /MD, area:Regional 9, program:65)
wuaAlts of -Speech-STERED - AF:
624 (RT) - PI: lt-il - PTY . Music (country:DESGR/MAS__/MD, area:Regional 9, program:65) .
¥ 103.7 Greatest Hits of ALl Time M
824 {RT) - PI:1C41 - P‘IY EfGR/MAS /MDD, area:Regional 9, program:65) g
s 163.7 Greatest Hits of ALl Time
BA {THC) - PI:1C41 - PT'I' jock Music (country:DESGR/MAS /MD. area:Regional 9, program:E&5)
user msg# diversion recommended, single-grp, duration:no duration given, éxtent:6 segments, eventl
88 Still Sync-ed (Got L bad blocks on 58 totall ]
B8A |[BASIC) ntry:DESGR/MAS  /MD, area:Regional 9, program:65)
m==ALEsTLf H 10
0BA (THC) - PI:1C41 - PTY:Rock Music {country:DESGR/MAS_/MD., area:Regional 9, program ]
#user msgd diversion recommended, single-gr| duration:no duration given, extent:6 segments, eventl 20
03A {AID) - PI:1C41 - PTY cck Music {country:DESGR/MAS__/MD, area:Regional 9. program:é5) . Ay g
aid group: BA - location ta 6 - AFI-OFF - basic mode - regional urban L, 30 |- A
03.!. {AID) - PI:1C41 - PTY:Rock uu'lt: {country:DE/GR/MAS__/MD, area:Reglonal 9, program:65) @
BA - gap:3 groups, SID:8S 2 a0
PI:1C41 - PTY:R« Music {country:DEfGR/MAS /MD, area:Reg al 9, program:65) [
-0FF - basic mode - regional urban E 20
DE/GR/MAS__/MD, area:Regional 9, program:65) - 1
g# diversion recommended, sing p., duration:no duration given, extent:-3 segments, event EEr-NESCH] i \ L
82A {AID) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/__/MD, area:Regicnal 9, program:65) B A rh piy
BA - gap:3 groups, SID:85 a4 7
= PI1:1C41 - PTY:Rock Music {country:DE/GR/MAS_/MD. area:Regional 9, program:E65)
ERED - AF: 80
90
€41 - PTY:Rock Music {cuun(ry't’Ef&k!Ml{ /MD, area:Regional 9, program:65)
g# diversion recomsended, single-grp, duration:no duration given, extent segments, event 100
i ed (Got 2 bad blocks on 50 total 0 20 40
11041 - PTY:Reck Music {country:DE/GR/MA/__/MD. area:Regional 9, program:65)
= «Speech-STERED - AF:
664 {BASIC) - PI 1C41 - PTY:Rock Music {country:DESGR/MAS__/MD, area:Regional 9, program:65)
==aALL Time: -Speech-STERED - AF
B8A {BASIC) ¢ ntry:DESGR/MAS  /MD, area:Regional 9, program:65)
) : ¥:Rock Music {countrv DE/GR/MA/__/MD, area:Regional 9, program:65)
#user msgd diversion recommended, single-grp, duration:noe duration given, extent:-3 segme
08A {BASIC) - PI:1C41 P Rock Music {country:DESGR/MAS__/MD, area:Regional 9, program:65)
m>ALL Time: -Speéech-STERED - AF: o BW K
0eA (B - F‘I-lt-ﬂ. - PTY Music {country:DESGR/MAS /MD, area:Regional 9, program:65)
==rALL Time<ss -Speech-STERED - AF:
824 {RT) - PI: lt-il = PTY:Rock Music {country:DESGR/MAS /MD, area:Regional 9, program:65) Gal 15
y's 163.7 Greatest Hits of ALl Time ;
B8A {TMC) - PI:1C41 - PTY:Rock Music {country:DE/GR/MAS__ /MD. area:Regional 9. p ram:65)
#user msgd diversion recommended, single-grp., duration:no duration given, extent:-6 Segments, event
08A {BASIC) - PI:1C41 - PTY:Rock Music {country:DE/GR/MAS__/MD, area:Regional 9, program:€5) Teq Offset: | 250k
= = =Speech-STERED - AF:
PI:1C41 - PTY:Rock Music {country:DE/GR/MAS_/MD, area:Regional 9, program:65) freq
- -Speech-STERED - AF:
- PI 1C41 - PTY:Rock Music {country:DE/GR/MA/__/MD, area:Regional 9, program:65)
Speech-STERED - AF: o
- PI lt-il - PTY:Rock Music {country:DE/GR/MA/_/MD, area:Regional %, program:65) s
-Speech-STERED - AF:
Got B bad blocks on 56 total) frequency 103,70 st

T:1C41 - PTV:Rock Music {country:DE/GR/MAS

ser msg# diversion recommended, single-grp,

ﬂE.ﬂ {THC) - PI:1C41 - PTY:Rock Music {country:DESGR/MAS

fFuser
024 {RT)

g# diversion recommended, single-grp.
- PI:1C41 - PTY:Rock Music {countr

/MD, area:Regional 9, program:65)
duration:no duration given, exteéent:.6 Segménts, evVent
/MD, area:Regional 9, p ram:65)
duration:no duration given, extent sSegments, event
EfGR/MAS /MDD, area:Regional 9, program:65)

Speech
The Bay's 103.7 Greatest Hits of All Time

y's 163.7 Greatest Hits of All Time

FM Demod

60

and RDS Dec

Frequency [kHz)

All Time rrearam 7
Stereo

Ve

RS E RS EEEE R

Rock Music =

Alt. Free

Trace Options

Peak Hold

Avg Alph

Trace A

Axis Optlons

a: 08000

1C41

Jue

cles

EEE RS EEEEEE
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Encrypted Location Codes

Location codes:

Encryption keys:
Schedule:

Receiver update:

16-bit for a given
geographical area

16-bit
one randomly chosen

each day from 31
standard keys

key ID broadcast
constantly



Security Analysis

e 16-bit is very short

e Known location codes are broadcast on a daily
basis
— Unknown but re-used plaintext

e ‘Singular’ events can be correlated from a
trusted source

— Known plaintext



Trusted Source




Brute Force Search

Location # 1 has 1 possible plain codes EEEF?EEEE %g g ::z 1: Egzzigtz Ezﬁ
4ED3 11th . . Encryption ID 4 has 5 possible keys
Location # 2 has 1l possible plain codes Encryption ID 5 has 4 possible keys
44'3:!- 1131 ) ) Encryption ID & has 3 possible keys
Location # 3 has 1 possible plain codes [encryption ID 7 has 5 possible keys
4172 184c Encryption ID & has 7 possible keys
Location # 4 has 1l possible plain codes Encryption ID 9 has 2 possible keys
5134 1406e Encryption ID 10 has 34 possible keys
Location # 5 has 1 possible plain codes [JEncryption ID 11 has 1 possible keys
41593 106l = _
Location # 6 has 1 possible plain codes EEEF;EEEE %g E R:z ‘; Eg:iig{: E:ﬁ
452? 11at . . Encryption ID 17 has 2 possible keys
Location # 7 has 1 possible plain codes Je,-ryntion ID 1B has 3 possible keys
4325  10eBd Encryption ID 20 has 3 possible keys
Location # 8 has 1l possible plain codes JEncryption ID 21 has 4 possible keys
5611 15eb Encryption ID 22 has & possible keys
Location # 9 has 1 possible plain codes |JEncryption ID 24 has 1 possible keys
4538 1lba _ _
Location # 10 has 1 possible plain codes [JEncryption ID 23 has 3 possible keys
43083 16cf Encryption ID 26 has 5 possible keys
. . . Encryption ID 27 has 3 possible keys
Location # 11 has 1l possible plain codes Encryption ID 28 has 1 possible keys
4223 167f " -uy
Location # 12 has 1 possible plain codes Jencryption ID 30 has ? possible keys
4834 12e Encryption ID 31 has 4 possible keys
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Click. Call. Connect.

FasTrak® :

i

About FasTrak
FAQ

How to Use I-15 Express
Lanes

South Bay Expressway

Customer Service Centers

mluumi Aoy

My FasTrak
Account

_,\_J_,._)'J':LL
Sllanies

NI

1457950267

e ® ﬁ]r:im 204 AM

B TR S i

If found please return to:

FasTrak Customer Service Center RETURN

POSTAGE @ : A e

P.O. Box 26927

San Francisco, CA 94126 GUARANTEED
(877) 229-8655
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FasTrak

e Traffic toll tag
— Contains your ID

e Interrogation signal in 900 MHz ISM band
— ‘Wake up’ signal activates tag
— Pulse-Position Modulated payload

e Tag replies with backscatter modulation

— Reflects transmitter’s RF energy (tiny amount)
— Modulates reflection with Frequency Shift Keying
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Yagi antennas pointed into each lane. This is not a toll point! This is traffic ‘monitoring’.
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One of the yagi antennas.
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The interrogator’s signal in the frequency domain
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Drive-through toll implementation


ANT
|

/2
3 RX
N

RF Circulation

)
X
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Interrogation

RX Fine: 0 ) RX Gain: |15
RX Freq: |916.3M RX Final: 916.3M RX Locked: 0

TX Fine: |0 . TX Gain: |90 T Mul: |6 TX LO Offset: [-2M
TX Freg: |915M TX Final: 915M  TX Locked: 0 Zero

Sync Threshold: | 800m

Sample Rate: | 5000000

Preamble | RX | TX
Scope Plot B &2 e Persistence
0.8
0.6 Axes Options
Secs/Div: +| -
0.4 Counts/Div: +| -
Y Offset: +| -
R T Offset:
i
S o Autorange
S Channel Options
02 chl | ch2 | Trig | Xy
Mode: Normal
-0.4
Slope: Pos + m
=2H3 Channel: ch 1 =
Level: 50% ||+ -
-0.8
102 104 106 108 110 112 114 116
Time (us) Stop
Last ID:

(no tag detected
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This is transmitted constantly


Received Signal

RX Fine: 0 ) RX Gain: |15
RX Freq: 1916.3M RX Final: 916.3M RX Locked: 0
TX Fine: 0 . . TX Gain: |90 TX Mul: |6 TX LO Offset: -2M
TX Freg: |915M TX Final: 915M  TX Locked: 0 Zero
Sync Threshold: | 800m
Sample Rate: | 5000000
Decode | Preamble | RX | TX
Scope Plot [E] [wia (et FFT Plot [FET] [Peak
0.64 - -10 Trace Options
I I r l 3| Peak Hold
0:56 e r r O a I O e > i
Secs/Div: +| -
0.48 Counts/Div: +| - |
¥ Offset: K| Persistence
0 T Offset: %
- 2
L)
E 0.32 Autorange 1] Trace A | Store
] Channel Options %_ Trace B | Store
Ny :
0.24 e e 4 ch1| Tig L
\ ) Mode: Normal |2 Axis Options
0.16 ' dB/Div: +
Slope: Pos + i
P X Ref Level: +
0.08 Channel: | Ch1 =
Autoscale
. Level: 50% ||+ | -
1.4 1.6 1.8 2 2.2 2.4 2.6 2.8 914 9145 915 915.5 916 916.5 917 917.5 918 918.5
Time (ms) Stop Frequency (MHz) Stop
Last ID:

(no tag detected

i count txt: 0
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This is what the radio hears (due to signal leakage in the RF front end, and lack of perfect circulator signal isolation)


Received Signal

RX Fine: 0 ) RX Gain: |15
RX Freq: 1916.3M RX Final: 916.3M RX Locked: 0
TX Fine: 0 . TX Gain: |90 TX Mul: |6 TX LO Offset: -2M
TX Freg: |915M TX Final: 915M  TX Locked: 0 Zero
Sync Threshold: | 800m
Sample Rate: | 5000000
Decode | Preamble | RX | TX
Scope Plot Il [ [ Persistence FFT Plot [FET] (Peak
0.64 -10 Trace Options
3| Peak Hold
0.56 Axes Options -20 Average
Secs/Div: +| -
-30
0.48 Counts/Div: +| -
¥ Offset: K| -40 Persistence
0 T Offset: %
- 2
L)
E 0.32 Autorange 1] Trace A | Store
] Channel Options %_ Trace B | Store
0.24 !‘Wﬂﬂﬂﬂb ch1| Tig g
Mode: Normal Axis Options
0.16 dB/Div: +
Slope: Pos + i
P X Ref Level: +
0.08 Channel: | Ch1 =
Autoscale
. Level: 50% ||+ ||| -
1.4 1.6 1.8 2 2.2 2.4 2.6 2.8 914 9145 915 915.5 916 916.5 917 917.5 918 918.5
Time (ms) Stop Frequency (MHz) Stop
Last ID:

last id count txt: O

ALLLAL

FasTRAK FASTRAK FASTRAR FASTRAK” FAsTR

W W W WL
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Received signal while tag is replying


Title 21 Specification

INTERNET ARCHIVE hitp:Mhewer dot.ca.gov/hgitraffops/elecsysititle2 1/docsi2 1 updat. htm

(WauRehMmaening t6captures |

b. Data Bit Rates.
The data bit rate for transponder-to-reader data messages shall be 300 kbps.

c. Field Strength.
The field strength at which a transponder data message is transmitted using backscatter technology is dependent upon the incident field strength
from the reader, the transponder receive and transmit antenna gains, and any RF gain internal to the transponder. The transponder and antenna
gain taken together shall effect a change in the backscattering cross section of between 45 and 100 square centimeters.

d. Standard Transponder Data Message Format.
The standard portion of a transponder data message shall consist of a header and transaction record type code. The subsequent length, data
content and error detection scheme shall then be established by the definition for that transaction record type.

e. Transponder Data Message Formats for AV Toll Collection.
There may be numerous transponder-to-reader data message formats. The format is determined by the transaction record type code sent by the
transponder. The following is the reader-to-transponder message format presently specified for AVI electronic toll collection applications:

1. Transponder Transaction Type 1 (Data Message).
Transponder transaction type 1 (data message) allows for unencrypted transponder ID numbers to be transmitted. Type 1 (data
messages) shall be structured using the following ordered data bit fields:

Field Definition No. Bits Hexadecimal Value
Header Code

Selsyn 8 AA

Flag 4 C
Transaction Record Type Code 16 1
Transponder ID Number 32
Error Detection Code 16

76
Total:

f. Transponder End-of-Message Frame
The End-of-Message signal for transponder data messages shall consist of a minimum of 10 microseconds of no modulation.
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CA DOT’s open specification


Preamble Detection
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Preamble Detection
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Maximal filter response from tag response’s preamble


icer Time!
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Perform slicing to extract bits, just like with POCSAG at the very beginning of this slide deck
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The FasTrak tag reader flowgraph


Highway to Hell: Hacking Toll Systems

Blackhat USA
~ 2008/8/6
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Excellent source of info & hardware-level security analysis
http://rdist.root.org/2008/08/07/fastrak-talk-summary-and-slides/
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Recap

e Lots of different types of satellites

e Variables:
— Purpose: comms, weather, MIL, amateur
— Payload: transponders, cameras/sensors
— Orbit: Low Earth Orbit, geostationary (geosync)
— Frequencies: uplink, downlink, beacon, command

* Two categories:
— Intelligent: communication with on-board systems
— Dumb: relay information with linear transponders



Wide-area re-broadcast

* RF megaphone (e.g. satellite TV)
e Single dish sends beam on uplink to satellite
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http://en.wikipedia.org/wiki/Transponder_%28satellite_communications%29


Wide-area re-broadcast

* RF megaphone (e.g. satellite TV)
e Single dish sends beam on uplink to satellite

e Linear transponder shifts raw RF to downlink
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http://en.wikipedia.org/wiki/Transponder_%28satellite_communications%29


Wide-area re-broadcast

RF megaphone (e.g. satellite TV)
Single dish sends beam on uplink to satellite

Linear transponder shifts raw RF to downlink
frequency, re-transmitted via spot beams

Cover any entire country
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http://en.wikipedia.org/wiki/Transponder_%28satellite_communications%29


Wide-area re-broadcast

RF megaphone (e.g. satellite TV)
Single dish sends beam on uplink to satellite

Linear transponder shifts raw RF to downlink
frequency, re-transmitted via spot beams

Cover any entire country

Linear transponders are dumb: re-broadcast
anything onto coverage area
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http://en.wikipedia.org/wiki/Transponder_%28satellite_communications%29


TT&C and UPC

Telemetry, Tracking and Command

Need to be able to send commands to satellite

— Change payload configuration
 Multiplexing
e Switch between redundant systems
e Orbit

Check on health of satellite/payload
— Beacon + telemetry

Measure affect of weather (combat rain fade)
— Uplink Power Control
— Turn up transmitter power (keep at min. = save SSS)



Optus D1

e 24 Ku band transponders
— Multiplexed spot beams service Aus and NZ
— Uplink: 14.0 -14.5 GHz
— Downlink:  12.25-12.75 GHz
— Bandwidth: 54 MHz

e Mainly TV (wideband DVB-S)
— ABC, SBS, Se7en, Nin9, SkyNZ

e Some other (narrowband) things...
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http://www.optus.com.au/dafiles/OCA/AboutOptus/NetworkCoverage/SharedStaticFiles/Documents/WS_D1_D2_Payload_2_0508.pdf
Mux’ing allows for frequency sharing


FNA Beam Coverage




D1 Channel Frequencies
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Downlink

FS5 Australia Centre Frequencies

F35 MZ Centre Frequencies

{MHz) {MHz)

Channel Uplink Downlink Channel | Uplink Downlink
1 1402590 12281.590 NZ5 |14025.90 | 12281.90
2 1409250 12344 .50 NZ10 |14092.50 | 12344.50
3 14155.10 12407.10 MNZ11 |14155.10 | 12407.10
4 14217.70 12489.70 MNZ12 |142197.70 | 12469.70
5 14280.30 12532.30 MNZ13 |14280.30 | 12532.30
B 14342 90 12594 .50 NZ14 |14342.90 | 12594 90
7 1440550 12657.50 NZ15 |14405.50 | 12657.50
] 14468.10 12720.10 NZ16 | 14468.10 | 12720.10
9 1402590 12281.90
10 140592 50 12344 50
11 1415510 12407.10
12 14217.70 12469.70
13 14280.30 12532.30
14 14342 90 1259450
15 1440550 12657.50

12243.25
1224525
1224325
12749.50
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CMD: Telecommand
TLM: Telemetry
UPC: Uplink Power Control (constant power downlink)


~ Optus Earth Station
~ -\HBeIrose, Sydney
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http://m.zdnet.com.au/optus-satellite-facility-tour-photos-339318475.htm
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List of terrestrial microwave links at satellite ground station on RFMap: http://maps.spench.net/rf/#pos=-33.7169285,151.2114029&zoom=18&type=hybrid&auto_fetch=true&clustering=true&cluster_level=17&site=6965
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http://www.comtechefdata.com/files/manuals/legacy_product_pdfs/radyne/dmd15-manual.pdf


DRIVE ENABLL

“ Antenna Control System [
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General Dynamics SATCOM (Vertex RSI)


What you need

Dish + LNB + power injector + USRP + GNU Radio

(set-top box with LNB-thru)
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http://en.wikipedia.org/wiki/Low-noise_block_downconverter


Low Noise Block down-converter

Subtract 11.3 GHz from downlink frequency: 950 - 1450 MHz
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12.25-12.75 GHz
Subtract 11.3 GHz: 950-1450 MHz
60 dB conversion gain
LO stability: ±5 kHz to ±2 kHz
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ThalesAlenia
e rereeeneis SPACE

Applications

+ Satellite TC&R subsystems
+ Telemetry and ranging transmission
and modulation

Main features

Ku Band

+ Compatble with most of bus interfaces
(command & telemetry formats)

+ Power supplies 22 to 100V

+ High power output, 8W EOL, 10W BOL
(through SSPA)

+ Flight Proven design

+ Modulation Index selection

» By Command

» Automatic according to modulating
tones number

-

Technologies

+ Microwave Integrated Circuit
+ Surface Mount Printed Circuit Board
+  Thick Film Hybrid

Background

AMC 14 - AMC 15 - AMC 16
BSAT2A-BSAT2B
BSAT2C

BSAT3A
ECHOSTAR 10
ECHOSTAR 7

GE 2A (NIMIQ2)
HORIZON 2

JCSAT 10

JCSAT 11

JCSATS

NEWSKIES 6

OPTUS D1
OPTUS D2

RAINBOW
Thor2

Technical Description

+ The unit consists of two modules:
*  MPLL module
Baseplate module

I A T T T N ]

Ku Band High Power TM
Transmitters

The baseplate module houses the DC/DC converter
board, which supplies the power voltages to the RF
section, and the telemetry interface board, and the
Solid State Power Amplifier (SSPA).

The MPLL module includes all the microwave and
RF circuitry to generate and modulate the Ku-band
carmer. The modulation inputs interface s
implemented on the Telemetry Interface board that
is usually tailored on customer's requirements

The reference crystal oscillator generates a
frequency at about 100 MHz, depending on the
exact transmitter frequency. The design i1s based
upon a grounded-base configuration with an AT-cut
quartz crystal resonator, oscillating In overtone
mode. An analog thermal compensation network is
implemented.

Modulation indices may be selected by commands
or, as option, automatic selection may be
implemented. In this case a specfic circuit keeps
constant the total power of the modulation signal in
presence of one, two or three input signals, in
whatever combination

The signal level emerging from the loop is about
+10dBm. The following medium power Ku-band
amplifier chain provides +27 dBm power level; it
composed by three single ended stages using
Gahs FET devices. The following SSPA, delivering
8W E.OL power level, is a single ended design,
based on two power GaAs FET devices

As an option, the unit can be equipped with an
extra, independent amplifier chain, having an output
power up to 05 W EOL. In this case the
transmitter unit can operate in two functional
modes: low power mode (0.5W), with high power
output isolated (<-30dBm) and high power mode
(BW), with low power output isolated (-15dBm)

Ku Band High Power Telemetry Transmitter Block Diagram

REF.OSC.

POWER AMPLIFIER CHAIN

[©

1

Dual
Freq
Opt.

Main Performances

Qutput Freguency

10.7 - 127 GHz

Frequency Stability

£ 10 ppm  Std Stability Opt
+ 5 ppm_ High Stability Opt

OQutput Power Level
Extra Output

=27 dBm EQL Dual Power Opt

=385 dbm (7W) EOL, up to 40dBm (10W) BOL (25C)

Output Phase Noise < 4 degre 10 Hz to 1 MHz
PM modulation index Upto 2.4 radpk
od.Index Selection By command
Automatic according to mod_tones number
Modulation Linearity +3%
Modulation Op.Mode TM1, TM2, RNG1, RNG2, RNGS + TMs
DC/DC converter BRITIV — 22143V
{16Vpp max in the range for best efficiency)
Command Interface HLC
Qualification Temp. Range -25 1465 °C

Mass, Dimensions and Consumption

DC Power Consumption

High power mode <BEW
Low power mode <18W (Dual Power Opt)

Mass Properties

<2kg

QOutline Dimensions

250 x 130 x 80 mm
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From ThalesAlenia TTC/TM beacon PDF brochure


D1 TLM1: 12243.25 MHz

-36

B Mw* Constant carrier power*

. —

B TLM sidebands
Constant

= sub-carrier

. P

94345(

Beacon with Phase Modulation™ (PM): 1PPS and two telemetry streams (sidebands)
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Mirrored sidebands due to Phase Modulation
Constant carrier power useful for determining downlink signal strength
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Zooming in on the two telemetry sidebands
http://www.baudline.com/
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Constellation plot of one of the sidebands


PSK Debug Output
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a

1806680

200600

300600

480600

500600

600600

700000

800000

90001

8,12

-8.82

-8.84

-8.86

+"Hnnthrunﬁfnpsk_phase.txt“ +
Fa

-8.e88 "
a 1808868

200088

308008

488008

izl

Go8008

7088600

pifclils i)

98681
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Phase/frequency correction of PSK receiver in GNU Radio
http://wiki.spench.net/wiki/GNU_Radio_Patches#gr_mpsk_receiver_cc-debug


Visualisation
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Highlighted areas are integers (i.e. their binary bits) being incremented on each successive scan line of data


Data Streams

e All sorts of continuous streams of varying
bandwidth

e Streams created by manipulating raw data to
optimise for transmission over long distance

e Receiver must be able to lock on and decode
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Spectrum shows multiple downlink streams of equal bandwidth but different power (uplinks might be from different locations, hence varying power once reaching the transponder)


odulation: pick your parameters

nultiple data streams,
sert

Encode changes in data
(receiver can be non-coherent)

suitable fc

Transmitte

Create sig

Multiplexer »

Differential

J18u8Au02dn 0}
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http://en.wikipedia.org/wiki/File:Satellite_modem_block_diagram.png


H— Demulliplexer = Descrambler

Demodulation: easy when you know

What is the modulation?
Symbol rate? Require coherence?
What is the phase difference?

Are there multiple streams?
How are they multiplexed?

Is it differential, or

what defines a 0/1?

Need to conjugate complex plane?

— e —— — — — — — — — — — — — o — ———— 1 — — — — — — i — ———— — — — — — o — — — — o ——— ——— — — —

Heceiver

Differential
decoder

FEC
decoder

Lemoadulalor

Possible to determine if it is scrambled

(calculate stats), but what is the scrambler?

Is it additive or multiplicative?
How is it synchronised?

Which FEC(s) is used?

Is it a concatenated code?

What is the code rate?
What is the block size?
How is it synchronised?

JgraA I_.'l;_"i';J.'..'M{':III'_:I lnf]l:_'iu'_,l'
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Downconverter is LNB
Analog tract is USRP
Frequencies are known through scanning/reference
http://www.homestarrunner.com/main21.html


If you don’t know...

 Try the most common/default options (RTFMM):
— Modulation: Phase Shift Keying (BPSK, QPSK)
— Convolutional code: NASA, K=7 (Voyager Probe)
— Scrambler: IESS-803 (Intelsat Business Service)

e Still need to try each combination of:
— Differgential decoding, synchronisation offset, symbol
mapping
 Best option is to try every permutation
automatically
e Assuming decent SNR, low Bit Error Rate is an
indicator you’re heading the right way!
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Presentation Notes
RTF Modem Manual
http://www.1-core.com/library/comm/viterbi/
http://en.wikipedia.org/wiki/Intelsat


Aside: PSK, Symbols & Bits

e PSK uses changes in phase of a signal (carrier) to
convey data

e Demodulator detects phase changes and outputs
symbols

 Order of PSK determines # bits in 1 symbol
— Many bits/symbol thanks to imaginary numbers (1/Q)

e Raw bit rate = symbol rate x (# bits/symbol)

— Binary PSK (BPSK): 1 bit/symbol

— Quaternary PSK (QPSK): 2 bits/symbol

— 8PSK: 3 bits/symbol, etc...

1 0 0 1

AV VA VA VNNV
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Order is 2^(bits/symbol)
http://en.wikipedia.org/wiki/Phase-shift_keying


Determining modulation & rate

e Assuming PSK, easy to determine:
— Modulation order: multiply the signal by itself

— Symbol rate: multiply the signal by a lagged
version of itself (cyclostationary analysis)

* Only a few GR blocks required do this
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Spectrum shows downlinks of various bandwidths


Let’s try one...

958550 958600

e e g
aiil

i e
IR

BT b

 Feed entire baseband spectrum into GR

e Perform ‘channel selection’ to isolate stream of interest
(Create neW baseband Frequency Xlating FIR Filter
centred on stream) Decimation: 10

Taps: firdes.low_pass(1, s...
Center Frequency: 0

Sample Rate: 1M
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Eleven narrowband downlinks and one broad(er)band one


Determine PSK order

Variable Slider
1D: exponent_0
Label: Exponent
Default Value: 2
Minimum: 0
Maximum: 100
Converter: Integer

e Startat 2 and go up
e Stop when spike appears

FFT Sink
Title: Pow
Sample Rate: 32k
Baseband Freq: 0
Y per Div: 10 dB
Y Divs: 10
Ref Level (dB): 50
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 30
Average Alpha: 66.7m

Exponent: § 2
= 1 |
Pﬂ'w - Trace Options
120 [ ] PeakHold
110 Awerage
100 Avg Alpha: 0.0667
I 1 11 [ 1
m 90 —
'E [ ] Trace A | Store
T B0 .
Ti B |5t
'g 70 race ore
&
o 60 Axis Options
.:E; 50 dB/Div: +
40 Ref Level: +
30 Autoscale
20
-100 -B0 -60 -40 -20 0 20 40 60 80 100
Stop

Frequency (kHz)
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Also good for automatic fine tuning (AFC) of PSK signals: adjust frequency shift until middle peak aligns with centre of spectrum (0 Hz)


Determine PSK order

e Start at 2 and go up
e Stop when spike appears

Variable Slider
1D: exponent_0
Label: Exponent
Default Value: 2
Minimum: 0
Maximum: 100
Converter: Integer

Power
Exponent: 2

FFT Sink
Title: Pow
Sample Rate: 32k
Baseband Freq: 0
Y per Div: 10 dB
Y Divs: 10
Ref Level (dB): 50
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 30
Average Alpha: 66.7m

Exponent: § 4
1 \
ow Trace Options
210 [ | Peak Hold
200 N QPSK: 2 bits/symbol Average
190 Aug Alpha: 0.0667
T
m 180 ‘1’
% [ ] Trace A | Store
< 170 -
Ti B |5t
-g 16{] race ore
-
‘o 150 Axis Options
-cEl 140 dB/Div: +
130 Ref Level: ¥
120 Autoscale
110
-100 -B0 -60 -40 -20 0 20 40 60 B0 10C
Stop

Frequency (kHz)
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Also good for automatic fine tuning (AFC) of PSK signals: adjust frequency shift until middle peak aligns with centre of spectrum (0 Hz)


Determine Symbol Rate

FFT Sink
Title: Baud
Sample Rate: 32k
Baseband Freq: 0

Ref Level (dB): 50
Ref Scale (p2p): 2

FFT Size: 2.048k
Refresh Rate: 30
Complex to Mag |out Average Alpha: 50m

Delay: 1

\—j Complex Conjugate

* Find first peak ]

MNominal samples per symbaol: | 2

=]

Ba Ud - Trace Options
Ty [ ] PeakHold

80 Auerage
70 <«— 9.6 kHz = 9600 symbols/sec rafme A

[ ] Trace A | Store

[] Trace B | Store

Axis Options
dB/ D +

Amplitude (dB)

Ref Level: +

Autoscale

0 10 20 30 40 50 60 70 80 a0 10C
Frequency (kHz) Stop
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Simple implementation of cyclostationary analysis (to find periodicity of symbols within modulated baseband signal): multiply the original signal by the lagged (and complex conjugated) version of itself, and find the first major peak


O
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O
S
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O
C
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>
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;
A
3
0

Matri

@ 2 23 O3 O ae O e O o2Er O 3y (O oser (O e

[

[[] Delay Viterbi

Puncture Delay: [u

Stop

~Channel Options———————————

|

Error Rate

Locooooaolk

.- - - - - - - r--- - - - -"r-- - - - - -"r-- - - - --r- - - - -~ -~ " r--"-" - " -~ " - " -“" -~ -~ " “"1-"7

28.672k| -~

24.576k| -~

12.288k |

s3Unoy

4.006k}|----r-------

I]_____

1.71667 1.73333 1.75 1.76667
Time (s)

1.7

l.e6667 1.68333

1.65

ne Offset: [u

()0 (e 90 () 180 () 270

] [invert|

[] Conjugate
Phase shift:
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Error rate derived from Viterbi path cost (accumulated for each iteration and output by CCSDS decoder block)
http://en.wikipedia.org/wiki/Viterbi_decoder
http://wiki.spench.net/wiki/GNU_Radio_Patches#gr_decode_ccsds_27_fb-viterbi


Swap Viterbi

Try synchronisation & FEC

Matrix
i@ml{}m[}mDsmC}mC}m*C}m*Dw{}m*

[[] Delay Viterbi

Puncture Delay: [u

(i}

Error Rate

L
we — |FECRate:% | A
#5790 | Not differential | |
20.48k| - - RS L R I
2 | | No phase shift

£ 16.384k| - S L e EEEEET TR R
3 N o | (depends on whenyou |

' | switch on receiver) : :
8.192k| - - rooTooos r - : : : - ro-o---- T
4.096k| - - ;— ——————— ;— ——————— Er ——————— Eri ----- 15- ------- 15. _______ 15. _______ .E,___

YU S S U | S NS S S

1.65 l.66667 1.68333 1.7

Time (s)

1.71667 1.73333

1.75 1.76667

~Awes Option
Secs/Div: E]
Counts/Div: E]
T Offset:

Chl | Trig
Coupling: | DC =
-

Stop
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Error rate derived from Viterbi path cost (accumulated for each iteration and output by CCSDS decoder block)
http://en.wikipedia.org/wiki/Viterbi_decoder
http://wiki.spench.net/wiki/GNU_Radio_Patches#gr_decode_ccsds_27_fb-viterbi


Find Precise Symbol Rate

Gnuplot (window id : 0)

i
I
+
x

b ggEe@aQ »°?
_I_ T R T
i "mpsk_fft-combined.txt" using 1:2 ——
4e+06 ”mpsk_fft—comb!ned.txt” us!ng 1:3 —— |
"mpsk_fft-combined.txt" using 1:4 ——
"mpsk_fft-combined.txt" using 1:5 —=—
"mpsk_fft-combined.txt" using 1:6
3.5e+06 =
3e+06 -
2.5e+06 =
2e+06 ‘E. =
%
G%
1.5e+06 |- #\ =
le+06 =
500000 -
0 | |

91745 91750

91750.0, 4.11763e+06
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Presentation Notes
Begin with simple cyclostationary analysis step as in previous ‘Determine Symbol Rate’ slide, however pass multiplied signal into an FFT block with large size (512K).
Write continuous frequency-domain data output by FFT block to file, and plot a handful of those FFTs on top of one-another for high-resolution determination of signal baud rate.
‘Roll off’ from peak at 91750 due to application of windowing function by FFT block.


Q ti UDP Source Vector to Stream s Variable Variable Variable FFT Sink Waterfall Sink Constellation Sink
‘I'IJ}: ‘:Im « || IP Address: 0.0.0.0 Num Items: 2 z—l ID: decim | ID: xlate_decim | 1D: baseband rate | Title: FFT Plot Title: Waterfall Plot Title: Constellation Plot
R Port: 1 234; o Value: 64 | Value: 10 Value: 96k Sample Rate: 100k Sample Rate: 96k Sample Rate: 96k
Variable ||| mru: 16384k IShort To Complex _—‘ Baseband Freg: 0 Baseband Freg: 0 Frame Rate: 15
ID: adc_rate | | vec I:enéth_ : Variable Variable ¥ per Div: 10 dB ] Dynamic Range: 100 Constellation Size: 2.048k
Value: 64M ) Frequency Xlating FIR Filter LEEm mE || s T Te 0 ¥ Divs: 10 Reference Level: 50 M: 4
XMLRPC Server Decimation: 10 Value: 9.6k | Value: 2 Ref Level (dB): 50 Ref Scale (p2p): 2 - Theta: 0
Variable Address: 0.0.0.0 Taps: firdes.low_pass(1, s... . Ref Scale (p2p): 2 FFT Size: 512 Alpha: 5m
ID: samp _rate || | port: §.08k Center Frequency: 0 FFT Size: 1.024k FFT Rate: 25 Max Freq: 60m
Value: 1M Sample Rate: 1M Refresh Rate: 30 Notebeook: main_notebook, 0 Mu: 500m
— AGC2 Average Alpha: 250m Gain Mu: 5m
_ Notebook Rational Resampler e s (T Notebook: main_notebook, 0 El Symbol Rate: 9.6k
L8 T M IO Decimation: 100k Decay Rate: 10 D EEG Omega Limit: 5m
Tab Orientation: Top Interpolation: o cay Rate: Jm Notebook: main_notebook, 1
pol n: 96k - — ) El el : main_note 5
Labels: BB, Dem...Xtra, Scope Taps: Reference: 1
. Gain: 1
. = Scope Sink
Variable Slider Pl LED Max Gain: 100 2::"";:;"" e Jout] [in] Title: Scope Plot
: n:
::'b:':’t;—c’ﬁ;:—:t"e MPSK Receiver Multiply Const ] Sample Rate: 96k
: Fine Offsi )
e ———— M: 2 R Constant: 707m+707m| Variable Check Box TEZLBI
S B ::.Ent: IEL‘D B — [in] :ns::bl:;iTmain notebook, 1
Maximum: 10k pha: 20m Selector Multiply Const Label: Capture S :
————— == dre Input Index: 0 Constant: 1 Default Value: 1 —
i - Min Freq: 10m .-l: Output Index: 0 True: 0 Scope Sin
Max Freq: 60m False: 1 E:P:‘;Zizm;m(
Variable Config L2 BLT [in] :
Gain Mu: 50m V Scale: 10
1D: config_xlate_offset N E Valve El — e —
Default Value: D Omega: 10 ot e[ Open: 1 P i .
: = ! Import: baz | | Notebook: main_notebook, 1
Type: Float Gain Omega: 2.5m = T EE — = po L
B . omplex To Floal nterleave |o
Config File: .grc_sat_source LA LR s I M Any Block
;e;:::::;;:;naﬁsﬂ Root Raised Cosine Filter Packed to Unpacked E D - El
T Decimation: 1 [in | Bits per Chunk: 1 [out] Maker: <gr bloc...ked bb (3)>
WriteBack: 0 Cain: 1 —| Multiply Const .
i Complex to Real [ou] | constant: 1 out Endianness: MSB
Variable Config —={ifl] sample Rate: 96k i : ] . SI:Itp He.a;; N o]
ID: config_xlate_bandwidth Symbol Rate: 9.6k o Differential Decoder o] um Items: 19.
Default Value: 96k Alpha: 350m = Variable Delay |— = Depuncture Modulus: 2
Type: Float Num Taps: 112 —| Delay: 0 Matrix: 1, 1 [in] Head o]
Config File: .grc_sat_source T Num Items: 285k
zec:::'“:::::enbandwidth LE ] \—51 g \oriable Delay oy [TGuET]——ge[if]| Null Sink Any Block Sink
pion: xiate | Theta: 0 Delay: 0 in | Decode CCSDS 27 [in | pese:
WriteBack: 96k -
Alpha: 50m @—I Maker: <gr_blec..t_char (4)>
Variable Slider Beta: 625u | Swap =
. Swap: False Scope Sink
ID: xlate_bandwidth i Min Freq: 10m D |_>|: Add Const e T DPSK Demod
Label: Xlate BW Max Freq: 600m ' constant: -4.096k :l—‘ Sam. P Type: DEPSK
Default Value: 96k [& Mu: 500m - lin - : Samples/Symbol: 10
iy . V Scale: 4.096k
Minimum: 12.5k Gain Mu: 50m — Multiply Const Excess BW: 350m
Maximum: 500k Omega: 10 " constant: 1 |20 V Offset: 15.872k Costas Alpha: 20
aximum: - - . N S P H m -
Converter: Float Gain Omega: 62.5m O A BT ET S Gain Mu: 100m £
= i 0 Relative Limit: 5m g :
LHEEETE AR oo H :th' :P:Kt 0.6 Variable Check Box Variable Slider able Slider Variable Check Box
. = mple Rate: 9. ) _ , ! i . N
Variable Static Text Omega Relative Limit: 5m i —b'- V Scale: 1 1D: select_c.c\nj 1D: ue.lay_puncture .-IE‘,f._vItPTI'bI 1D: SW-ED_VItE'I'II}I .
ID: pre_baseband rate = T Scale: Im Label: Conjugate Label: Puncture Delay : Viterbi Delay | Label: Swap Viterbi
E - DPSK2 Demod 2 ’ Default Value: 0 Default Value: 0 it Value: 0 Default Value: False
Label: BB Rate Type: DQPSK E XY Mode: On . X . .
Default Value: 100k pe: Notebook: main notebock, 1 True: 1 Minimum: 0 num: 0 True: True
Converter: Float Samples/Symbol: 10 : - ' False: 0 Maximum: 14 mum: 1 False: False
Notebook'.main notebook, 0 Excess BW: 350m Converter: Integer lerter: Integer | Netebeok: main_notebook, 3
i : Freq Alpha: 10m out | -be-[in | Null Sink ‘ Differential Phasor _ Variable Chooser | otebook: main notebg~—
Variable Text Box - Phase Alpha: 100m 1D: phase_mult Variable Check Box | ID: puncture_matrix
ID: xlate offset Timing Alpha: 100m - bel: Phase shift ID: delay_viterbi 1D: invert Label: Matrix
Label: Kl_ate Offset Timing Max Dev: 1.5 Complex to | EI Scope Sink efault \I’alufz: 1 . Label: Delay Viterbi Label: Invert . Default.\l’alue: 1.1
Default Value: 0 Omega Relative Limit: 5m Title: Scope Plot heices: 1, 1j, -1, -1j Default Value: 0 Default Value: 1 Choices: [[1,1], [1,1,0,1]...
Converter: Float Gray Code: Yes Sample Rate: 100k labels: 0, 30, 180, 270 | True: 1 True: -1 Labels: ['1/2'.'2/3"'3/4'...
Notebook: mam noteseck,0 | | Syme Oution VScalel  pefaonuos | Fabe:d | Faseid Type: RacioBttons
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Presentation Notes
Blocks inside red rectangle, and the process of automatically searching through their possible parameter combinations, are abstracted into the Auto FEC block
http://wiki.spench.net/wiki/Gr-baz#auto_fec
Blocks inside green rectangle provide network-receive functionality of baseband signal via BorIP
http://wiki.spench.net/wiki/BorIP


Auto FEC
Sample rate: D
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Presentation Notes
Blocks inside red rectangle, and the process of automatically searching through their possible parameter combinations, are abstracted into the Auto FEC block
http://wiki.spench.net/wiki/Gr-baz#auto_fec
Blocks inside green rectangle provide network-receive functionality of baseband signal via BorIP
http://wiki.spench.net/wiki/BorIP


Cing Auto-FEC:

sample_rate: 800000

ber threshold: 2048

ber_smoothing: 0.01

ber duration: 8192 Auto F EC
ber_sample_decimation: 1

settling _period: 4096

pre_lock _duration: 8192

De-puncturer relative rate: 1.000000

==> Using throttle at sample rate: 800000

==> Using lock throttle rate: 50000

Auto-FEC thread started: Thread-1

Skipping initial samples while MPSK receiver locks: 4096

Reached excess BER limit: 11437.1352901 , locked: False , current puncture matrix: 0 , total samples
received: 12289

Applying lock value: O
Beginning search...
Applying rotation: 1j

Reached excess BER limit: 11870.4144919 , locked: False , current puncture matrix: 0 , total samples
received: 24586

Applying rotation: 1
Applying conjugation: O

Locking current XForm

Applying lock value: 1
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Output of Auto FEC at runtime


Demodulated & error-corrected

Symbol rate = 9600 symbols/sec
Pre-FEC raw bit rate = 19200 bits/sec
Post-FEC raw bit rate = 9600 bits/sec (% rate)

Visualise data: look for additional clues
— Differential encoding

— Scrambling

— Structure
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Inferred downlink parameters


Visualisation




De-scrambled

e Better, but long runs of Os and 1s (not ideal)
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Diff. decoded & de-scrambled

e Structured, asynchronous packets of data!
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bits
bits
bits
bits

bits

bits
bits
bits
bits
bits
bits

bits
bits
bits
bits
bits
bits

bits
bits
bits
bits
bits
bits
bits
bits
bits
bits

bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits

bits
bits
bits
bits
bits
bits
bits
bits
bits

7 bits
7 bits
7 bits
7 bits
7 bits
7 bits
7 bits

§0002-0002 [+0000,
§0002-0002 [+0000,
#0002-0002 [+0000
£0004-0004 [+00

/00007 :
0007 :
0007 :
0007 :

§0000-0005[+0001,

0007 =

§0002-0002 [+0000,
#0002-0002 [+0000
§0002-0002 [+0000,
§0001-0003[+0000,
#0003-0003 [+0000
£0000-0004 [+00

0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

#0002-0002 [+0000
§0003-0003[+0000,
§0001-0003[+0000,
#0000-0003[+0001, 0007 :
£0000-0004 [+00 0007 :
§000&-000&[+0000, /0000]:

/00001 =
0001 :
0001 :

0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

§0002-0002 [+0000,
#0002-0002 [+00
§0002-0002 [+0000,
§0002-0002 [+0000,
#0000-0003[+0001,
§0000-0003[+0001,
£0001-0004 [+00
£0001-0004 [+00 0007 :
§0001-0005[+0000, 0007 :
#000&-000&[+0000, /00007 :

/00007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

§0002-0002 [+0000,
§0002-0002 [+0000,
#0002-0002 [+00
#0002-0002 [+00
§0002-0

002 [+0000,

002 [+0000
§0000-0003[+0001,
§0000-0004 [+0001,
004[+0001,
§0000-0005[+0002,
£0000-000&6[+0004,
0172 [+0000,

002 [+0000,
002 [+0000
#0002-0002 [+00
§0002

0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

—-0002 [+00040,
003 [+0000
§0000-0003[+0001,
§0000-0003[+0001,
£0000-000&6[+0004,
§0000-0172 [+01&8,

£0002-0002 [+0000
#0002-0002 [+00
#0002-0002 [+00
§0000-0003[+0001,
§0000-0010[+0008,
£0000-0010[+0008,
§0000-0010[+0008,

f0000] -
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

Pattern Search

00000001000011101000000010001011101111111011
00000001100000011111000010111101010101111111
00000001100001011111000010111101010101111111

00000001100000110000100010111101010101111111 (feakdl0cl80)

011011110011000000100110011000100001100000¢

000000011001000111010011000011000010000000 (430ck8380)
0366042080)
c0d88380)
£dd1017080)
30ck3180)
55e8880c0)

000000010000010000100000011001101100000010
000000011001000100011011000000111110000000
000000010000111010000000100010111011111110
000000011000100111010011000011000010000000
000000110000011000010001011110101010111111

00000001000011001001110000100111110000000 (3e4333080)
0332880
036£017080)
ee880b840)
00010100000101011111 5017080}
042080}

00000001000101001001110000001111110000000
00000001000011101000000011110110110000001
00010000111010000000100010111011111110
0000100001110100
00000001000001000010000001011111110000000

i3

1100001000101111100101000001000110000000
0110000101111111010100001000110000000111
0000000100001110100000001000101100111111

0001110100101110011010000001000110000001 (S81881674b8&)
000001 ({81b780L240)

i

0001000011101000

001111011011

0000001100010011101001100001100001000000 (21865c8c0)

0000000100001110100000001000101110111111
0000000100001110100000001111011011000000
0000000100001110100000001010000010101111
0000000100000100001000000101111110000000

111110100101110011110100001000110000000 £
001000000011111110100101110000101111111 3z
0000000101010101001 z
011101001011100110100000010001100000010

dd1017080)

011010001111000001 (4leZc4a=280)
082053dzZe)

011111010010111001111010000100011000000 (1885e74be)

01011010010111000110000000100011

00000 {(c40&3a5a)

{1846640cEE)

e Search for repeating
strings of bits

* Try to find frame header

e Clue: sudden increase in
# of occurrences

000000100010100100111000000111111000000 £81c3440l
000000100001110100000001000101110111111 22880k o5
000000100001110100000001111011011000000 (1b780kbE
000000100001110100000001010000010101111 zzzaon| 38
000000100000100001000000101111111000000 (1£40210
111111101001100010011000100110010000000 (3313137

37

01001000101110100001100001000110000000
11110100101111011110100001000110000001

37

bits
bits

bits
bits

A0000]1: 00000010000010000100000010111111000000 (£4021040)
A00007: 111111 {4cBcBekL)

§0002-0002 [+0000, /0000]: 111p110000000111010110110000001000000 (40d2e037)
§0002-0002Z [+0000, /0000]: 1019010010111101101000000100011000000 (8205kbdZ2d)

00011000010111001011010000100011000000
00110000101111100110100001000110000000
00000001010101010010001101000111100000 {leZc4aad0)
11111010010111001111010000100011000000
01110100101110011010000001000110000001

a5f)

00000010000010000100000010111111000000 21040)
111111 cBeBcbi)
1110110000000111010110110000001000000 (40d2e037)
1011010010111101101000000100011000000 05kd2d)
0000000111101100001011100110101111111 d&743780)

0000001010101010010001101000111100000
0000000100000100001000000101111111010 042080)
0000000100000100001000000101111110110 (d£a042080)
0000000100000100001000000101111110001 (11£a042080)

825540)

53dzZe)

Preceding 1s are just part of ‘idle’
stream when no data is being sent
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Frame analysis

— SYN SYN SYN (EBCDIC)

haracter-ori

e Header



0001
0034
0067
0101
0134
0167
0200
0233
0266
0299
0332
0365
0398
0431
0464
0497
0530
0563
0596
0630
0663
0696
0729
0762
0795
0828
0861
0894
0927
0960
0993
1026

Un-pack & find patterns

8-bit signed

[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20

049
051
053
055
057
059
060
062
064
066
068
070
071
073
075
077
079
081
083
084
086
088
090
092
094
095
097
099
101
103
105
107

Message header

200]
161]
121]
082]
043]
004]
221]
182]
142]
103]
064]
025]
242]
203]
164]
125]
086]
047]
008]
225]
187]
148]
109]
069]
030]
247]
208]
169]
130]
091]
052]
013]

/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)

A

16-bit signed

L
r
r
r
r
r
r
r
r
r
r
r
r
r
L
r
r
r
r
r
r
r
L
r
r
r
r
r
r
r
L
L

18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18

80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80

70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70

01
01
01
01
o1
o1

Ol‘lllea 4d ed .‘\

o1
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01

24 €9 ae ed 26 @@ 07
24 €9 c7 ed 24 @@ o7
24 €9 d9 ed 2c @@ 07
24 €9 ee ed 2Ff @@ 07
24 eq fF =d 3§ W@ 07
9 07

24
Ll
24
24
24
24
24 ¢
24 e
24 e

e

e

ea 67 @d
ea 75 ed
ea 80 ed
ea 98 ed
ea a7 ed

24
24
24
24
24
24 -
24 ¢
24 ¢
24 e,
24 eb

24 ebl ca

24 eb dal ed
24 eb ef ed
24 ec 03 ed

4f
54
62
64
e

o]
EESESEEEEEEEEE
[elleleolelNolNolNolNolNolNollo oo

A
i
!
/

0 00 00 00 0O 00 0O 00 0 0 W 0 0 @

31
31
31
31
31
21

19
19
19
19
19
19
19
19
19
19
19
19
i9
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19

fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

BCD

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
02
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03

02
02
02
02
03
02
02
02
03
03
04
03
02
00
00
99
00
01
01
01
01
01
03
03
03
03
02
03
03
03
03
03

00 72 e9 28
00 72 9 2d
00 7@ 9 2d
00 71 9 2d
00 72 e9 28
00 72 9 2d
00 78 9 2d
00 72 9 2d
00 74 e9 28
00 74 e9 28
00 70 e9 28
00 6@ €9 2d
00 BB €9 2d
00 BE €9 2d
00 BE €9 2d
00 6d €9 2d
00 BB €9 2B
00 69 €9 2B
00 66 €9 2B
00 67 €9 2B
00 6@ €9 26
00 70 €9 26
00 73 €9 26
00 75 €9 2B
00 76 €9 2B
00 75 €9 2B
00 74 €9 2B
00 72 €9 2B
00 71 €9 2B
00 70 €9 2B
00 70 €9 2B
00 71 €9 2B
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35

30

25

20

15

10
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vV

120
100

80

60

40
20
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100U

1640
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1600
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-920
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Presenter
Presentation Notes
Left-hand graph is XY plot of 16-bit signed integer pairs
Right graphs are two of the 8-bit signed streams
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[ ShowODptions | [[Select Sound Card| [Select Sample Rate| [[Minimize | [ About | [ Exit |

20 -32.5 dB
0 956,283.996 kHz
-40
50
-850

130
s—S Speed (107 @ (WF Avg | BRI REW 076.6 Hz WYY EESET.Y ipppry! SEY Y USEr Y B0 BRRT Y
— Gain ¢ Contrast
HDSDR 20110725 0706527 956215kHz RF.wav
Jul 25, 2011 - 07:07:46Z
Privilege
: e
Wide BW FM Time () Freo
Post D. BP Fiter vol || 2000 10200
Deemph. 50uS | "Ll I — Notch
HLc 3223 :z avo P — F1 1000.0 Hz
¢ ol . . BW1 200 Hz
: e Notcht F2 1500.0 Hz
sql Desp Notch2 BW2 200 Hz
-102 uelch
_,._Sq. 24/10/2011 11:40:36 PM
Avg SP1 Avg SP2 oo | WRplus (8%)

IR REW 46.9 Hz ] | Total (10%)
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Multiple channels of TDMA bursts with synchronisation tone


Q ShowOptions Select Sound Card| |Select Sample Rate Minimize About Exit
Gail Contrast

- — 991.066.847 Tune LO 990.995.401

) b ".{‘I :' L ]

991040 991045 991050 991055 991065 991070 9910 991085 991090

0 o8
-10
20
-30
Ty
-5
-50
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-11@
-128
170
— [CE N rev JWEAVD) EEEEEDE RBW 61.0 Hz  WERYY . EESE.Y eRpry) TSEY .Y USET .Y B DR
Gain i Contrast -
HDSDR 20110725 0655582 900995kHz RF.wav
Jul 25, 2011 - 06:56:43Z
Privilege
Mid BW FM Time r- Freq.
Vol 10000 15000 20000
‘Mute ZAP  AFC  Nlock Notch
L 0| o F11000.0 Hz
€ Z | : . BW1 200 Hz
: il F2 1500.0 Hz
0 . ) .
sal - Pt . Desp  MNotch2 BW2 200 Hz
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-128 CPU Load
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Presentation Notes
Not a signal – actually just white noise (to test the channel)!


STANAG 4285

| ‘ STANAG-4285

34.3 dB
16.401.322 kHz

v semfesmmmms ssWessmmmmm Waterfall s

T

1
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Presentation Notes
http://www.n2ckh.com/MARS_ALE_FORUM/s4285.PDF


STANAG 4285

BE Scope Demod Pow | Cyclo | FAC | # | Quad Mag | Test | Bin | XY

Nominal samples per symbol: LE‘

|='.__.:
Baud - Trace Options
20 [ ] Peak Hold
10 V| Average
0 Avg Alpha: 0.0500
-10 R
E . ] Trace A | Store |
@ ot '- |
- 'NY#WMMMI Frequency: 2.39837 kHz [] TraceB | Store |
g 30 Amplitude: -41.6438 ' =
= 40 FFT: -33.0319 — .
5 -50 dB/Div: | + |
MR AN A A s i sk —
-60 Vo Ref Level: +|l -
-70 Autoscale
-80
0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5B
Stop

Frequency (kHz)
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Simple cyclostationary analysis


—

BE | Scope | Demod | Pow | Cyclo | FAC | # | Quad | Mag | Test | Bin | X¥

Fast AutoCorrelation

= IR s |100T — m "
80 (preamble) +
4 x 32 (data) +
3 x 16 (channel probe)
@ 2400 bps
=106.66 ms

Coarse offset: |0

Klate Offset: | -306.325k

Klate BW: | Sk
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Repeating frame structure of STANAG 4285


PEE—
BB | Demod | Xtra | Eye | Histo | FEC | PSK

FAC

Gain Mu: | 10.481m

Alpha: | 20.96m

Axes Dptions
MP5SK X/Div: .
2 L
¥ Diw:
1.5 P X Off:
£ ouie i
L] « N -~ .
1 i AR Az
...: i}'. oy |:| Autorange
0.5 P
Channel Options
o 0 Chl | ChZ | Trig | *¥
w
-0.5 Channel ¥: | Ch1l =
y i i
. ':,':.. Channel ¥: | Ch2 =
.-ﬂ‘.
-
-1.5 :
Marker: Dot Med =
-2
-4 -3 -2 -1 0 1
Chl stop
Fine Offset: IIZI

¥late Offset: |-3EIE.325|=:

Wlate BWW: iE-k



Presenter
Presentation Notes
XY plot of STANAG 4285 after order 8 PSK reception
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Presentation Notes
http://en.wikipedia.org/wiki/Digital_Radio_Mondiale


Cyclic Autocorrelation Function

Han, Sohn & Moung,"A Blind OFDM Detection and Identification Method
Based on Cyclostationarity for Cognitive Radio Application"

T

EHH,'” J~ H M M‘ |1| W ‘ }
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Presentation Notes
Paper suggests exploiting cyclic prefix and cyclostationarity of OFDM due to transmitter pulse-shaping filter
http://wiki.spench.net/wiki/OFDM
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Looking at peaks in cross-section of 3D plot at periodicity of 0 Hz


Total Symbol Duration

Ferodicity (Hz)


Presenter
Presentation Notes
Smaller peaks in between middle and next-highest (between the arrow) are `further in’ (deeper) at zero lag (see 3D plot)


Periodicity (Hz)

Top-down DRM Symmetry

EDD _ ...................... ........................ ......................... ......................... ......................... ........................ ........................ ......................... ........................ ........................
150
100

a0

-50
-100

-140
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Top-down view of 3D plot


Options Variable Variable Variable Variable Variable
ID: top block || ID: decim | ID: xlate decim | ID: baseband_rate | ID: re_over | ID: pre_baseband_rate
Value: 64 | Value: 50 Value: 20k Value: 5 Value: 20k
Variable
1D: adc_rate
WLE(ED Wav File Source out in
Variable :Ile: ...:F):Z_ITBDSKHZ_RF.WEV Float To Complex
ID: samp_rate eHEuE [t i
Value: 1M

Note

Note: DRM: 229...k, 512¥2*5*2

Multiply Const
Constant: 1k

Throttle
Sample Rate: 1M

Fast AutoCorrelation Sink

Variable Slider
1D: xlate_offset_fine
Label: Fine Offset
Default Value:
Minimum: -10k
Maximum: 10k
Converter: Float

Notebook
1D: main_notebook
Tab Orientation: Top
Labels: BB, FAC...t, Channels

Variable Config
1D: config_xlate_offset
Default Value:
Type: Float
Config File: .grc_ofdm
Section: main
Option: xlate_offset
WriteBack: 0

Variable Config
1D: config_xlate_bandwidth
Default Value: 20k
Type: Float
Config File: .grc_ofdm
Section: main
Option: xlate_bandwidth
WriteBack: 20k

Frequency Xlating FIR Filter
Decimation: 50

Taps: firdes.low_pass(1, s...
Center Frequency: 0

Sample Rate: 1M

Stream ID: cyclo_input

Virtual Source

AGC
Rate: 100u

- Reference: 1 -

Gain: 1
Max Gain: 10

Virtual Sink
Stream ID: bb

8

File Sink
File: ..._17906kHz_RF-DRM.dat

Stream ID: bb

Virtual Source

Virtual Sink
Stream ID: cyclo_input

Variable Delay
Delay: 0

Complex Conjugate

FFT Sink

Title:

Sample Rate: 20k
Baseband Freq: 0

Y per Div: 10 dB

Y Divs: 10

Ref Level (dB): 20
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 30
Average Alpha: 400m
Notebook: main_notebook, 0

'b'- Size: 2.048k
Rate: 15

Title: Fast AutoCorrelation
Sample Rate: 20k
Baseband Freg: 0

Y per Div: 10 dB

Ref Level (dB): 20
Average Alpha: 200m
Netebook: main_notebook, 1

Variable Slider
ID: D

Label: Cyclo Lag
Default Value: 0
Minimum: 0
Maximum: 1k
Converter: Integer

Multiply

Variable Slider
1D: xlate_bandwidth
Label: Xlate BW
Default Value: 20k
Minimum: Sk

Variable Text Box
1D: xlate_offset
Label: Xlate Offset
Default Value: 0
Converter: Float

Variable
1D: baud_decim2

Maximum: 1M
Converter: Float

Variable Slider
1D: xlate_offset_coarse
Label: Coarse offset
Default Value: 0
Minimum: -25k
Maximum: 25k
Converter: Integer

Value: 20

—b- Interpolation: 1

Rational Resampler
Decimation: 20

- Interpelation: 1
Taps:

Fractional BW: 0

Rational Resampler
Decimation: 40

Taps:
Fractional BW: 0

Variable
1D: baud_decim
Value: 40

-

Complex to Mag

out]

—-[in |

Complex to Mag ™2

Title: Fast AutoCorrelation
Sample Rate: 20k
Baseband Freq: 0

» - Size: B.192k
Rate: 15

Y per Div: 10 dB

Ref Level (dB): 10
Average Alpha: 200m
Notebook: main_notebook, 3

Fast AutoCorrelation Sink

Stream to Vector

Num Items: 1.024k

out

Log Power FFT
Sample Rate: 1M
FFT Size: 1.024k
Reference Scale: 2

o]

FFT

FFT Size: 1.024k
Forward/Reverse: Forward

Wind

window.black

i

Yes

Vector to Stream
Num ltems: 1.024k

FFT Sink
Title: Baud
Sample Rate: 500
Baseband Freq: 0
Y per Div: 10 dB
Y Divs: 10
Ref Level (dB): 50
Ref Scale (p2p): 2
FFT Size: 4.096k
Refresh Rate: 30
Average Alpha: 400m
Notebook: main_notebock, 2

FFT Sink
Title: Baud
Sample Rate: 500
Baseband Freq: 0
Y per Div: 10 dB

» - Y Divs: 10
Ref Level (dB): 50

Ref Scale (p2p): 2

FFT Size: 4.096k

Refresh Rate: 30

Average Alpha: 400m
Notebook: main_notebook, 4

Y per Div: 10 dB

¥ Divs: 10

Ref Level (dB): 50
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 30
Average Alpha: 400m

Notebook: main_notebook, 5



Presenter
Presentation Notes
Red: First FastAutoCorrelation of decimated/translated baseband (for un-guarded symbol time)
Green: Performs cyclostationary lag by configurable amount (based on first peak in first FAC)
Blue: Second FAC of lagged baseband (for total symbol duration)


BB || FAC|| Cyc | CAF | Test

Fast AutoCorrelation

/

i

30
ms

(1 Msps /50) x 21.33ms = 426.6

Fine Offset: |0

oarse offset: IU

late Offset: ‘ 229.8k

ate BW: | 10.97k /
7

C{Tl > 4
— 4

yclo Lag: ‘ 427
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Un-guarded symbol time
Divide by 50 since flowgraph is decimating by 50 in Frequency Xlating FIR Filter block


w] O

BB | FAC | Cyc

Top Block

CAF | Test | Channels |

26.66 ms Fast AutoCorrelation
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ms

Fine Offset: |u

Coarse offset: | 0

Xlate Offset: |225I.E|k

Xlate BW: |10.9?k

=L ]

Cyclo Lag: |d2?
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Total symbol duration inferred from first peak


DRM Class B

Modulation property

Un-guarded symbol time
Sub-carrier spacing

Guard interva
Total symbol duration 26.66 ms

Guard interval ratio 1/4
Symbols per frame 15
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Presentation Notes
Profiles: http://en.wikipedia.org/wiki/Digital_Radio_Mondiale#Modulation
Sub-carrier spacing is inverse (or ‘frequency’) of un-guarded symbol time
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Complications

Line-Of-Sight
— Beware of reflections
e Descending into ‘valley’...
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DC: increases when input to quadrature demod ‘de-tunes’
Strength: magnitude of Doppler bin
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Video of DOA tracking the transmitter as it is moved around the car
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Video of DOA tracking the transmitter as it is moved around the car
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GNU Radio MUSIC DOA block

Properties: MUSIC DOA Estimator

MUSIC DOA Estimator
Num samples: 512
Angular resolution: 360
Fregquency: S00M
Spacing: 84m

Array: [0, 0], ... 1], [0, 1]
Qutput Spectrum: Mo

Mum antennas
Num signals
Num samples
Angular resolution
Frequency
Spacing

Array

,_.
—

[fo,0],(1.0].[1,1][0,1]]

Qutput Spectrum

Documentation:
MUSIC DOA Estimator

Parameters:
n: number of expected sinusoids, n=m

m: dimension of the correlation matrix, Governs the quality of the estimate,
nsamples: considered samples per estimate

MUSIC (Multiple Signal Classification) is a subspace oriented parametric spectrum
estimator.

Cancel l [ Ok
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Whatever the situation, there’s always SDR.


Car’s rego paper
Amateur Radio licence

Dress code

Clean-shaven
Hide Motorola XTS radios

Avoid turning around and trying to desperately
disconnect antennas
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DO NOT TRY THIS AT...

WHEREVER!
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Seriously… don’t do it!


e Don’t like a doctor/nurse?

— Send them on many a wild goose chase
* |syour arch-nemesis in hospital?

— Tell them to remove the other ********
 Need to distract security?

— Issue an ‘automated’ alert
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Seriously… don’t do it!


Want to reach cruising altitude a little quicker?

— Put a ‘plane’ heading towards you (at a slightly
lower altitude)

Think the pilot made the wrong choice in deciding to
land?

— Put a ‘plane’ on the runway

Want to display a message on everyone’s radar
screen?

— Spell one using ‘aircraft marker” art
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Seriously… don’t do it!


e Don’t want to fly on a particular aircraft?
— Send a severe fault report
 Was the flight a little bumpy?

— Send an engine performance report to RR with
large vibration values

 Need to message the cockpit privately?
— Address the message to cockpit printer #1
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Seriously… don’t do it!


 Uplink power is generally kept at the minimum level
to save money

e Depends on the weather:
— Clear sky: a few W
— Heavy rain: a few kW
e Turn yours up to (theirs + 1)

Customers may use uplink power control systems (UPC) to compensate for uplink rain attenuation. Since a malfunctioning UPC
system can interfere with other services and even damae a satellite TWTA, UPC systems must be approved by Optus before use and

are strictly limited in the amount of uplink compensation permitted. Details of the amount of UPC permitted under various operating

conditions may be obtained from Optus.



 Uplink power is generally kept at the minimum level
to save money

e Depends on the weather:
— Clear sky: a few W
— Heavy rain: a few kW
e Turn yours up to (theirs + 1)

e “..a malfunctioning UPC system can interfere with
other services and even damage a satellite Travelling

[} ° ”
Wave Tube Amplifier...
Customers may use uplink power control systems (UPC) to compensate for uplink rain attenuation. Since a malfunctioning UPC

system can interfere with other services and even damage a satellite TWTA, UPC systems must be approved by Optus before use and

are strictly limited in the amount of uplink compensation permitted. Details of the amount of UPC permitted under various operating
conditions may be obtained from Optus.
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Seriously… don’t do it!


e Don’t want to pay the toll?

— Masquerade as anyone else
e Collect IDs by standing on an overpass

 Want traffic management (511) to think there’s an
auto-stampede?

— Respond with lots of different valid IDs

 Keep tabs on someone?
— Look out for their tag ID
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Seriously… don’t do it!
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