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Overview

• RF 101

• Aviation RADAR
– Secondary Surveillance RADAR

– Primary Surveillance RADAR

• Pagers

• RDS TMC

• FasTrak

• Blind Signal Analysis

• Direction Finding



RF 101



Transmitting Data

• Radio (carrier) wave must be modulated to 
convey information
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Presentation Notes
Carrier wave is single frequency that transmitter and receiver must both be tuned to
New hardware with advanced modulation often have upgradable firmware (DSP), which is on-board SDR



Transmitting Data

• Radio (carrier) wave must be modulated to 
convey information

• OOK (On‐Off Keying)
– Presence/absence of a signal

• COFDM (Coded Orthogonal Frequency‐
Division Multiplexing)
– WiFi, DVB, DAB, WiMAX, UWB, 4G, ADSL, PLC
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Presentation Notes
Carrier wave is single frequency that transmitter and receiver must both be tuned to
New hardware with advanced modulation often have upgradable firmware (DSP), which is on-board SDR



Transmitting Data

Information
Modulator

CarrierRF Hardware
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Carrier wave is single frequency that transmitter and receiver must both be tuned to
New hardware with advanced modulation often have upgradable firmware (DSP), which is on-board SDR



AM & FM: In the Time Domain
Analog or 
digital
information

Constant 
frequency

Constant 
amplitude
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http://www.globalsecurity.org/military/library/policy/army/accp/ss0002/le1.htm



In the Frequency Domain
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Modulation

• Modulation technique defines how the signal 
will look on the spectrum
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Hardware

• Crystal set receiver
– Powerful AM transmissions

Presenter
Presentation Notes
http://en.wikipedia.org/wiki/Crystal_radio
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Hardware

• Crystal set receiver
– Powerful AM transmissions

• More advanced hardware to handle 
increasingly complex modulation schemes
– FM, stereo FM, microwave, digital…
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http://en.wikipedia.org/wiki/Crystal_radio



Modulation in Hardware

• MOdulation and  DE‐Modulation traditionally 
performed in hardware

• ‘Black box’ implementation
– Not re‐configurable

• Modern digital hardware allows more 
flexibility

Radyne Comstream 
DMD‐15 Satellite Modem
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Presentation Notes
Can’t open FM radio and change demodulation parameters



All sites, point‐to‐point links &
elevation data



The RFMap web interface



Registered TX Sites
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Presentation Notes
Confirmation that spatial data is correct as false colour blends with satellite imagery



Registered TX Sites
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Confirmation that spatial data is correct as false colour blends with satellite imagery



Registered TX Sites

Presenter
Presentation Notes
Confirmation that spatial data is correct as false colour blends with satellite imagery



Pre‐SDR
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Presentation Notes
First computer: 286 (running Minix with patched serial driver to control radios via CAT)
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The Mystery Signal

Rate at which ‘messages’ were transmitted 
varied throughout the day:

correlates with increased daytime activity.

Received RF signal  audio  sampled by soundcard  streamed across network
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First computer: 286 (running Minix with patched serial driver to control radios via CAT)



Step One: Look at the signal
Radio is already set to receive N‐FM (narrowband frequency modulated signal)

Signal in the time domain (voltage vs. time):

Signal in the frequency domain (intensity of frequency bins vs. time):

IT’S SLICER TIME!

Preamble Payload

Presenter
Presentation Notes
FFT resolution: 128
Preamble: receiver lock-on, wake-up, timing sync, AGC adjustment



Step Two: FFT of 2FSK  Bitstream

• Lock on two frequencies (Frequency Shift Keying)
• Sample intensity of each at regular interval (baud rate)
• Pick which is the strongest:

low = 0 bit, high = 1 bit

Presenter
Presentation Notes
Bitmap of bitstream output just after payload
0/1 assignment is arbitrary: either refer to spec, or be aware that it may need to be inverted



Step Three: Data  Information

• The most difficult part, so try all combinations

Wikipedia says:

Presenter
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After hiatus, five years later
http://en.wikipedia.org/wiki/POCSAG



POCSAG!

• “Post Office Code Standardization Advisory Group”

• Standard decoding software didn’t work

• Key: recognisable sequence of bits when idle

Look for known codewords/repeated bit strings

Presenter
Presentation Notes
Receiver switched off for majority of payload. RIC fully defined by slot position.



Hospital Pagers



Hospital Pager Systems

• High power, better penetration than mobiles

• Personnel carry small pagers, each with ID 
mapped to Radio Identity Code

• Mostly numeric pages with phone extension

• Sent via software on any computer at hospital

• Address to multiple recipients, automatically 
sent to each once

• Delivery not guaranteed

Presenter
Presentation Notes
HAMs complain about pager band as it’s so close to 70cm.
Some distance away from hospital, received on roof, but pager had to be by window to receive it (first time a little distance from window, didn’t receive it).



Frequencies

• Shared frequency: 148.1375 MHz (standard)

• Private systems in 800/900MHz band:

Non‐standard FSK ignored by decoders

‘Testing’

Presenter
Presentation Notes
Only showing messages for which all parties are involved



On RFMap



Sydney West Area Health Service



Sensitive Information



Aviation RADAR



ATCRBS, PSR & SSR

• Air Traffic Control Radar Beacon System
– Primary Surveillance Radar

– Secondary Surveillance Radar

Primary:
• Traditional RADAR
• ‘Paints skins’ and listens for return
• Identifies and tracks primary targets, 
while ignoring ‘ground clutter’
• Range limited by RADAR equation (   )4
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B&W photo: http://www.faa.gov/about/history/photo_album/air_traffic_control/index.cfm?cid=radar&print=go



ATCRBS, PSR & SSR

• Air Traffic Control Radar Beacon System
– Primary Surveillance Radar

– Secondary Surveillance Radar

Secondary:
• Directional radio
• Requires transponder
• Interrogates transponders, which 
reply with squawk code, altitude, etc.
• Increased range (   )2
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SSR scope: http://cmh.natca.net/tracon.htm





Presenter
Presentation Notes
Not simultaneously covering area; rotating beam that sweeps out circle.
Comparative only!



Primary Surveillance RADAR

• Transmits a ‘bang’ (the main pulse)

• Listens for returns (echoes)

‘Bang’

Presenter
Presentation Notes
http://en.wikipedia.org/wiki/Radar_signal_characteristics



The Modes

• A: reply with squawk code
• C: reply with altitude
• S: enables Automatic Dependant Surveillance‐
Broadcast (ADS‐B), and the Aircraft/Traffic 
Collision Avoidance System (ACAS/TCAS)

SSR

Presenter
Presentation Notes
More modes (military, IFF)



The Modes

• A: reply with squawk code
• C: reply with altitude
• S: enables Automatic Dependant Surveillance‐
Broadcast (ADS‐B), and the Aircraft/Traffic 
Collision Avoidance System (ACAS/TCAS)

• Mode S not part of ATCRBS, but uses same 
radio hardware (same frequencies)
– Increasing problem of channel congestion

SSR
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More modes (military, IFF)



ADS‐BPosition

Heading

Altitude

Vertical rate

Flight ID

Squawk code



ATC

Mode S TX/RX: Linked to ATC (can be at airport, or remote)

Uplink:
“All call” / Altitude request

Downlink:
Airframe ID / Altitude response (air‐to‐ground)



ACAS/TCAS

Altitude response (air‐to‐air)

Altitude request

“PULL UP” “TRAFFIC”



Mode S sites

Uplink: 1.03 GHz
Downlink: 1.09 GHz





A Typical 747 has…

• 2 x 400 W voice HF
• 3 x 25 W voice/data VHF
• 2 x 100 W 9GHz RADARs
• 2 x GPS, 1.5GHz 60 W voice/data SATCOM
• 2 x 75MHz marker beacons
• 3 x VHF LOC localiser
• 3 x UHF glide slope
• 2 x LF ADF automatic direction finder
• 2 x VOR VHF omni‐directional range
• 2 x 1GHz 600 W transponders
• 2 x 1GHz 700 W DME distance measuring equipment
• 3 x 500mW 4.3GHz radar altimeters
• 3 x 406MHz EPIRB

31 radios



TCAS
High gain
SATCOM

Low‐gain
VHFXpndr

VHF

DME
ADF
EPIRB
Marker
RADAR Altimeter

HF

Presenter
Presentation Notes
Some of the antenna positions are guesses!
HF in vertical stabilizer
Distance Measuring Equipment
Automatic Direction Finder
Emergency Position Indicating Radio Beacon



Mode S Response Encoding

• Data block is created & bits control position of 
pulses sent by transmitter

Pulse Position Modulation (AM)

Early chip
Late chip

Used to differentiate against other Modes

Presenter
Presentation Notes
In reality, pulses won’t be perfect square shapes
Manchester encoding



Pulse Position Modulation

• Pulse lasts 0.0000005 seconds (0.5 µs)
• Need to sample signal at a minimum of 2 MHz
(assuming you start sampling at precisely the 
right moment and stay synchronised)

• Requires high‐bandwidth hardware and 
increased processing power

• Ideally, oversample to increase accuracy

Presenter
Presentation Notes
This is a bit faster than what a soundcard can do!



Enter Software Defined Radio…



USRP B200 & B210

USB 3.0 (bus powered!)
56 MHz bandwidth

70 MHz – 6 GHz
2x2 MIMO

Presenter
Presentation Notes
http://b200.ettus.com/
http://b210.ettus.com/



GNU Radio Companion

Presenter
Presentation Notes
AM radio
http://www.oz9aec.net/index.php/gnu-radio/grc-examples



2G GSM Waterfall

8 MHz wide (8 Msps)

Broadcast 
control channelTraffic channel

Presenter
Presentation Notes
usrp_fft.py comes with GR
200 kHz channels



Two WiFi channels, and then some…



FLEX Pagers & Baudline
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http://www.baudline.com/



900 MHz ISM – Smart Meters

Presenter
Presentation Notes
Smart meter transmissions are the thin wide bursts sitting in well-defined channels
http://www.hdsdr.de/



CDMA Detection with GRC

Find repeating 
patterns buried 
within a signal

Visualise intensity 
of frequency 
components 
over time

Visualise 
instantaneous
frequency spectrum

2.1 GHz 3G

850 MHz NextG

L1 GPS

Presenter
Presentation Notes
Grey blocks are disabled
GRC will generate Python code via Cheetah Template Engine that can be customised (if you do, make sure you rename the file first!)



3G W‐CDMA

Signature of UMTS: repeating data in CPICH at 10 ms intervals

Presenter
Presentation Notes
Common Pilot Channel
http://wiki.spench.net/wiki/W-CDMA
http://wiki.spench.net/wiki/Fast_Auto-correlation



No apparent signal

Cyclic 1023 bit code @ 1.023 MHz chip rate

1 ms

Presenter
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https://sites.google.com/site/radiorausch/USRPFastAutocorrelation.html
Frank says:
“It is well known that the (inverse) Fourier transform of a signal's power spectrum is the auto-correlation function (Wiener Khinchin theorem).  Therefore if we run a signal through an FFT, calculate the magnitude, and run a final FFT we have a particularly fast way of calculating auto-correlations.”
“No signal is apparent in the FFT window while the auto correlation window clearly indicates the presence of something with a 1 ms periodicity.  And indeed GPS C/A signals are in fact spread at a 1.023 MHz chip rate with cyclic 1023 bit long codes resulting in 1 ms cycles.”



gnss‐sdr: Decoding L1

Ettus HQ



TETRA

Frequency correction burst

Repeating idle pattern

Presenter
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One slot (of four): 14.175ms
http://wiki.spench.net/wiki/TETRA
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Constellation plot still works despite π/4 DQPSK
http://en.wikipedia.org/wiki/Terrestrial_Trunked_Radio



TE
TR

A

π/4 DQPSK 
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Four levels (phases) after QPSK reception
http://wiki.spench.net/wiki/Gr-baz#eye



USRP out and about





The Entire HAM Band



Amateur Digital Modes

Presenter
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http://www.hrdsoftwarellc.com/



Stereo FM with RDS: Receiver



Stereo FM with RDS: Receiver
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https://github.com/balint256/gr-rds



Stereo FM with RDS: Transmitter

Presenter
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https://github.com/balint256/gr-rds



Sequential 
Scanning

Presenter
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https://github.com/balint256/gr-baz




Parallel Decoding

Presenter
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https://github.com/balint256/gr-baz



Parallel Decoding: 1



Parallel Decoding: N



OpenBTS

• Open‐source 2G GSM stack
– Asterix softswitch (PBX)

– VoIP backhaul

Presenter
Presentation Notes
Special FPGA code (timing constraints)
SMS-ing
http://openbts.sourceforge.net/





802.11agp (OFDM) Decoding

Presenter
Presentation Notes
“gr-ieee-802-11”
10/20 MHz OFDM
BPSK & QPSK
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APT reception with a USRP B200



Automatic Picture Transmission

Presenter
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http://en.wikipedia.org/wiki/Automatic_Picture_Transmission
http://www.wxtoimg.com/
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Contrast Enhanced
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Sea surface temp
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APT Baseband Processing

Presenter
Presentation Notes
Has PLL to lock on Doppler shifted carrier



Automatic Identification System

Presenter
Presentation Notes
Will be found as new repo in https://github.com/balint256/



AIS Multi‐channel Decoder



AIS Channel Decoder



Other Applications of SDR

• Radio astronomy

• Passive radar

• DVB‐S decoder

• Tracking pedestrian foot traffic in 
shopping malls

• Much more…



Mode S Waterfall

Presenter
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Short bursts, but high bandwidth



Mode S Response: AM signal

Preamble

Payload

Decoder visualisation



Mode S Response: AM signal



Mode S Decoder Structure

Frame parser Error correction Sanity check

Pulse
detect

Preamble
detect

Frame 
length 
detect

PPM
demod

…,0,1,…

Presenter
Presentation Notes
Continuous process
Each step encapsulated in GR block, sends signal & state information to next



Secondary Surveillance 
RADAR



Mode S Frame Types

• Several Downlink Formats (DF)
– Short/long frames (56/112 bits)

• Contains Airframe Address (AA)
– 24‐bit transponder address allocated by ICAO

• Appended CRC
– ‘Normal’ mode (syndrome = 0)

– Address overlaid mode (syndrome = AA)

• DF 11: All call, 5/20: Identity (squawk code), 
0/4/16/20: Altitude…

Presenter
Presentation Notes
ICAO: International Civil Aviation Organization



ADS‐B: Extended Squitter

• Several ES types (DF 17):
– Standard: position, altitude, heading, vertical rate, 
flight ID, transponder code

– System information

– Aircraft capabilities/status (e.g. autopilot enabled)

– Aircraft intent

– Traffic information

– TCAS resolution advisories (“Pull up!”)

Presenter
Presentation Notes
ES is a type of long frame (112 bits)
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SFO
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Parallel landing. VRD357 (photo left) has touched down, 102 (photo right) is about to.
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VRD034 has just taken off
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3D side view of VRD034 takeoff & ascent
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Virtual cockpit view during VRD034 takeoff (during rotate)
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Virtual cockpit view during late final approach of UA 1703 at SFO
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Bay Area



Aviation Mapper

• Connects to Mode S decoder server

• Tracks & plots airframes, collects statistics

• Provides state server for web streaming

Presenter
Presentation Notes
http://spench.net/drupal/research/mode-s



Modez Mk I

Presenter
Presentation Notes
First mobile outdoor experiment with YSSY in the background





Ground vehicle with Mode S! 
(inspecting perimeter?)







SNR vs. Gain

Change USRP/WBX gain

Make use of fixed (ground) transponders

Noise floor



Strength vs. Distance



Altitude vs. Distance

Helps to live close to the airport



Strength vs. Altitude



Presenter
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ACARS messages shown spatially



ACARS

• Aircraft Communication and Reporting System
• ‘Text messaging’ for aircraft
• Wide‐reaching network

– VHF ground stations
– HF datalink
– SATCOM

• Manual and automated messages between:
– Cockpit, ATC, airline ops & airport ground staff
– Avionics/engines, airline maintenance & equipment 
(engine) manufactures



Streaming

• Listening to 
primary & 
secondary 
frequencies

• Decoded, 
combined, 
JSON‐ified & 
served



AM ACARS burst



Multi‐channel ACARS Decoder



Multi‐channel ACARS Decoder

Presenter
Presentation Notes
Simultaneously decodes three active ACARS channels
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Many messages are exchanged before/during takeoff, and during/after landing



Examples

Time:      2011-11-16 09:12:24.073000
Station:   Home
Frequency: 131.55 MHz
Mode:      s (uplink, LCN: 19)
Address:   9M-MPO
Ack:       NAK
Label:     31: Airline Defined Message
Block:     W
S
1. TOILET CC1-INOP
2. ROW 30-31 DEFG-CARPET FLOOR VERY WET
2. GALLEY 3-CART LIFT FLOODED



Examples

Time:      2011-11-16 09:49:00.255000
Station:   Home
Frequency: 131.45 MHz
Mode:      2 (either)
Address:   VN-A375
Ack:       NAK
Label:     H1: System and engineering data (downlink)
Block:     4
Message #: C12A
Flight ID: VN0773
#CFB.1/MPF/ANVN-A375/FIHVN773    
/DM111115224900NOV1514042244PFR1/DAVVTS/DSYSSY/FR383141VSC    
1,,,,,,,LAV 37,HARD,140505;237346CIDS1  1,,,,,,,DEU A 
(200RH2),HARD,140505;383141VSC    1,,,,,,,LAV 53,HARD,174906;



Examples

Time:      2011-11-16 09:49:06.844000
Station:   Home
Frequency: 131.45 MHz
Mode:      2 (either)
Address:   VN-A375
Ack:       NAK
Label:     H1: System and engineering data (downlink)
Block:     5
Message #: C12B
Flight ID: VN0773
#CFB383141VSC    1,,,,,,,LAV 61,HARD,202806;344137WXR2   
1,,,,,,,WXR MOUNTING TRAY (5SQ),INTERMITTENT,203506,EOR







What about no ADS‐B?

• No position reports

• Signal is high bandwidth

• Multiple remote USRPs can be sync’d with 
GPSDO

• Perform multilateration on non‐ADS‐B (‘plain 
old’ Mode S)

• Calculate position from TDOA



(More)
Primary Surveillance 

RADAR



Moffett Field ASR‐9



Primary Surveillance RADAR

Presenter
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https://www.youtube.com/watch?v=pRzd_x2Yt5Y



Primary Surveillance RADAR
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https://github.com/balint256/gr-baz



Primary Surveillance RADAR

Presenter
Presentation Notes
http://wiki.spench.net/wiki/RADAR




Dual PRF Mode: Weather
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Presentation Notes
www.ufosnw.com/sighting_reports/2006/chicagoohare11072006/narcap_18_radar-section.doc
Cho
Newell



Capture at 50 Msps to RAM



Pulse Envelope



Pulse Power vs. Time



Distance Between Pulses



Pulse and echo power over time

Presenter
Presentation Notes
https://www.youtube.com/watch?v=ymD27ePLD1o













San Mateo BridgePower Line Pylons











Restaurant Pagers



Another Kind of Pager



Page Waterfall



Line Encoding



Manchester Encoding



Modulator



Modulator Output



RDS TMC



Traffic Message Channel

Presenter
Presentation Notes
https://github.com/balint256/gr-rds



Encrypted Location Codes

• Location codes: 16‐bit for a given 
geographical area

• Encryption keys: 16‐bit

• Schedule: one randomly chosen 
each day from 31 
standard keys

• Receiver update: key ID broadcast 
constantly



Security Analysis

• 16‐bit is very short

• Known location codes are broadcast on a daily 
basis
– Unknown but re‐used plaintext

• ‘Singular’ events can be correlated from a 
trusted source
– Known plaintext



Trusted Source



Brute Force Search



FasTrak



Presenter
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http://en.wikipedia.org/wiki/FasTrak



FasTrak

• Traffic toll tag
– Contains your ID

• Interrogation signal in 900 MHz ISM band
– ‘Wake up’ signal activates tag

– Pulse‐Position Modulated payload

• Tag replies with backscatter modulation
– Reflects transmitter’s RF energy (tiny amount)

– Modulates reflection with Frequency Shift Keying
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Yagi antennas pointed into each lane. This is not a toll point! This is traffic ‘monitoring’.
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One of the yagi antennas.



Presenter
Presentation Notes
The interrogator’s signal in the frequency domain
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Drive-through toll implementation



RF Circulation

1

2

3TX

ANT

RX
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http://en.wikipedia.org/wiki/Circulator



Interrogation Signal

Presenter
Presentation Notes
This is transmitted constantly



Received Signal

Interrogation

CW

Presenter
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This is what the radio hears (due to signal leakage in the RF front end, and lack of perfect circulator signal isolation)



Received Signal

Response

Presenter
Presentation Notes
Received signal while tag is replying



Title 21 Specification

Presenter
Presentation Notes
CA DOT’s open specification



Preamble Detection



Preamble Detection

Matched Preamble Filter Response

Presenter
Presentation Notes
Maximal filter response from tag response’s preamble



Slicer Time!

Sample bits

Presenter
Presentation Notes
Perform slicing to extract bits, just like with POCSAG at the very beginning of this slide deck
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The FasTrak tag reader flowgraph
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Excellent source of info & hardware-level security analysis
http://rdist.root.org/2008/08/07/fastrak-talk-summary-and-slides/





Blind Signal Analysis



Recap

• Lots of different types of satellites
• Variables:

– Purpose: comms, weather, MIL, amateur
– Payload: transponders, cameras/sensors
– Orbit: Low Earth Orbit, geostationary (geosync)
– Frequencies: uplink, downlink, beacon, command

• Two categories:
– Intelligent: communication with on‐board systems
– Dumb: relay information with linear transponders



Wide‐area re‐broadcast

• RF megaphone (e.g. satellite TV)

• Single dish sends beam on uplink to satellite

Presenter
Presentation Notes
http://en.wikipedia.org/wiki/Transponder_%28satellite_communications%29



Wide‐area re‐broadcast

• RF megaphone (e.g. satellite TV)

• Single dish sends beam on uplink to satellite

• Linear transponder shifts raw RF to downlink 
frequency, re‐transmitted via spot beams

Presenter
Presentation Notes
http://en.wikipedia.org/wiki/Transponder_%28satellite_communications%29



Wide‐area re‐broadcast

• RF megaphone (e.g. satellite TV)

• Single dish sends beam on uplink to satellite

• Linear transponder shifts raw RF to downlink 
frequency, re‐transmitted via spot beams

• Cover any entire country
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http://en.wikipedia.org/wiki/Transponder_%28satellite_communications%29



Wide‐area re‐broadcast

• RF megaphone (e.g. satellite TV)

• Single dish sends beam on uplink to satellite

• Linear transponder shifts raw RF to downlink 
frequency, re‐transmitted via spot beams

• Cover any entire country

• Linear transponders are dumb: re‐broadcast 
anything onto coverage area

Presenter
Presentation Notes
http://en.wikipedia.org/wiki/Transponder_%28satellite_communications%29



TT&C and UPC

• Telemetry, Tracking and Command
• Need to be able to send commands to satellite

– Change payload configuration
• Multiplexing
• Switch between redundant systems
• Orbit

• Check on health of satellite/payload
– Beacon + telemetry

• Measure affect of weather (combat rain fade)
– Uplink Power Control
– Turn up transmitter power (keep at min. = save $$$)



Optus D1

• 24 Ku band transponders
– Multiplexed spot beams service Aus and NZ

– Uplink: 14.0 ‐ 14.5 GHz

– Downlink: 12.25 ‐ 12.75 GHz

– Bandwidth: 54 MHz

• Mainly TV (wideband DVB‐S)
– ABC, SBS, Se7en, Nin9, SkyNZ

• Some other (narrowband) things…

Presenter
Presentation Notes
http://www.optus.com.au/dafiles/OCA/AboutOptus/NetworkCoverage/SharedStaticFiles/Documents/WS_D1_D2_Payload_2_0508.pdf
Mux’ing allows for frequency sharing



FNA Beam Coverage

Effective Isotropic Radiated Power (EIRP)



D1 Channel Frequencies

Uplink

Downlink

Presenter
Presentation Notes
CMD: Telecommand
TLM: Telemetry
UPC: Uplink Power Control (constant power downlink)



Optus Earth Station
Belrose, Sydney

Presenter
Presentation Notes
http://m.zdnet.com.au/optus-satellite-facility-tour-photos-339318475.htm



Presenter
Presentation Notes
List of terrestrial microwave links at satellite ground station on RFMap: http://maps.spench.net/rf/#pos=-33.7169285,151.2114029&zoom=18&type=hybrid&auto_fetch=true&clustering=true&cluster_level=17&site=6965



Spot the 
satellite 
modem

Radyne Comstream 
Satellite Modem 
DMD‐15

Presenter
Presentation Notes
http://www.comtechefdata.com/files/manuals/legacy_product_pdfs/radyne/dmd15-manual.pdf



Digital Tracking Receiver

Antenna Control System

Redundant System Controller

C1 UPC

Presenter
Presentation Notes
General Dynamics SATCOM (Vertex RSI)



What you need

Dish + LNB + power injector + USRP + GNU Radio
(set‐top box with LNB‐thru)

Presenter
Presentation Notes
http://en.wikipedia.org/wiki/Low-noise_block_downconverter



Low Noise Block down‐converter

Subtract 11.3 GHz from downlink frequency: 950 ‐ 1450 MHz

Presenter
Presentation Notes
12.25-12.75 GHz
Subtract 11.3 GHz: 950-1450 MHz
60 dB conversion gain
LO stability: ±5 kHz to ±2 kHz



Presenter
Presentation Notes
From ThalesAlenia TTC/TM beacon PDF brochure



D1 TLM1: 12243.25 MHz
Mirror of RHS*

Beacon with Phase Modulation* (PM): 1PPS and two telemetry streams (sidebands)

Constant carrier power*

TLM sidebands

Constant 
sub‐carrier

1PPS

Presenter
Presentation Notes
Mirrored sidebands due to Phase Modulation
Constant carrier power useful for determining downlink signal strength



Presenter
Presentation Notes
Zooming in on the two telemetry sidebands
http://www.baudline.com/



Presenter
Presentation Notes
Constellation plot of one of the sidebands



PSK Debug Output

Presenter
Presentation Notes
Phase/frequency correction of PSK receiver in GNU Radio
http://wiki.spench.net/wiki/GNU_Radio_Patches#gr_mpsk_receiver_cc-debug



Visualisation

Presenter
Presentation Notes
Highlighted areas are integers (i.e. their binary bits) being incremented on each successive scan line of data



Data Streams

• All sorts of continuous streams of varying 
bandwidth

• Streams created by manipulating raw data to 
optimise for transmission over long distance

• Receiver must be able to lock on and decode

Presenter
Presentation Notes
Spectrum shows multiple downlink streams of equal bandwidth but different power (uplinks might be from different locations, hence varying power once reaching the transponder)



Modulation: pick your parameters

Support multiple data streams,
drop‐and‐insert

Make data appear random
(increase entropy of structured data)

Encode changes in data
(receiver can be non‐coherent)

Protect integrity of data
(corruption from noise on channel)

Turn binary into symbols
for baseband RF
(0/1  combinations of waves)

Create signal 
suitable for uplink

Presenter
Presentation Notes
http://en.wikipedia.org/wiki/File:Satellite_modem_block_diagram.png



Demodulation: easy when you know

Are there multiple streams?
How are they multiplexed?

Possible to determine if it is scrambled
(calculate stats), but what is the scrambler?
Is it additive or multiplicative?
How is it synchronised?

Is it differential, or 
what defines a 0/1?

Which FEC(s) is used?
Is it a concatenated code?
What is the code rate?
What is the block size?
How is it synchronised?

What is the modulation?
Symbol rate? Require coherence?
What is the phase difference?
Need to conjugate complex plane?

Presenter
Presentation Notes
Downconverter is LNB
Analog tract is USRP
Frequencies are known through scanning/reference
http://www.homestarrunner.com/main21.html



If you don’t know…

• Try the most common/default options (RTFMM):
– Modulation: Phase Shift Keying (BPSK, QPSK)
– Convolutional code: NASA, K=7 (Voyager Probe)
– Scrambler: IESS‐803 (Intelsat Business Service)

• Still need to try each combination of:
– Differential decoding, synchronisation offset, symbol 
mapping

• Best option is to try every permutation 
automatically

• Assuming decent SNR, low Bit Error Rate is an 
indicator you’re heading the right way!

Presenter
Presentation Notes
RTF Modem Manual
http://www.1-core.com/library/comm/viterbi/
http://en.wikipedia.org/wiki/Intelsat



Aside: PSK, Symbols & Bits

• PSK uses changes in phase of a signal (carrier) to 
convey data

• Demodulator detects phase changes and outputs 
symbols

• Order of PSK determines # bits in 1 symbol
– Many bits/symbol thanks to imaginary numbers (I/Q)

• Raw bit rate = symbol rate x (# bits/symbol)
– Binary PSK (BPSK): 1 bit/symbol
– Quaternary PSK (QPSK): 2 bits/symbol
– 8PSK: 3 bits/symbol, etc…

Presenter
Presentation Notes
Order is 2^(bits/symbol)
http://en.wikipedia.org/wiki/Phase-shift_keying



Determining modulation & rate

• Assuming PSK, easy to determine:
– Modulation order: multiply the signal by itself

– Symbol rate: multiply the signal by a lagged 
version of itself (cyclostationary analysis)

• Only a few GR blocks required do this

Presenter
Presentation Notes
Spectrum shows downlinks of various bandwidths



Let’s try one…

• Feed entire baseband spectrum into GR
• Perform ‘channel selection’ to isolate stream of interest 
(create new baseband 

centred on stream)

Presenter
Presentation Notes
Eleven narrowband downlinks and one broad(er)band one



Determine PSK order

• Start at 2 and go up

• Stop when spike appears

Presenter
Presentation Notes
Also good for automatic fine tuning (AFC) of PSK signals: adjust frequency shift until middle peak aligns with centre of spectrum (0 Hz)



Determine PSK order

• Start at 2 and go up

• Stop when spike appears

QPSK: 2 bits/symbol

Presenter
Presentation Notes
Also good for automatic fine tuning (AFC) of PSK signals: adjust frequency shift until middle peak aligns with centre of spectrum (0 Hz)



Determine Symbol Rate

• Find first peak

9.6 kHz = 9600 symbols/sec

Presenter
Presentation Notes
Simple implementation of cyclostationary analysis (to find periodicity of symbols within modulated baseband signal): multiply the original signal by the lagged (and complex conjugated) version of itself, and find the first major peak



Try synchronisation & FEC

Presenter
Presentation Notes
Error rate derived from Viterbi path cost (accumulated for each iteration and output by CCSDS decoder block)
http://en.wikipedia.org/wiki/Viterbi_decoder
http://wiki.spench.net/wiki/GNU_Radio_Patches#gr_decode_ccsds_27_fb-viterbi



Try synchronisation & FEC

FEC Rate: ½
Not differential
No phase shift
(depends on when you 
switch on receiver)

Presenter
Presentation Notes
Error rate derived from Viterbi path cost (accumulated for each iteration and output by CCSDS decoder block)
http://en.wikipedia.org/wiki/Viterbi_decoder
http://wiki.spench.net/wiki/GNU_Radio_Patches#gr_decode_ccsds_27_fb-viterbi



Find Precise Symbol Rate

Presenter
Presentation Notes
Begin with simple cyclostationary analysis step as in previous ‘Determine Symbol Rate’ slide, however pass multiplied signal into an FFT block with large size (512K).
Write continuous frequency-domain data output by FFT block to file, and plot a handful of those FFTs on top of one-another for high-resolution determination of signal baud rate.
‘Roll off’ from peak at 91750 due to application of windowing function by FFT block.



Presenter
Presentation Notes
Blocks inside red rectangle, and the process of automatically searching through their possible parameter combinations, are abstracted into the Auto FEC block
http://wiki.spench.net/wiki/Gr-baz#auto_fec
Blocks inside green rectangle provide network-receive functionality of baseband signal via BorIP
http://wiki.spench.net/wiki/BorIP



Presenter
Presentation Notes
Blocks inside red rectangle, and the process of automatically searching through their possible parameter combinations, are abstracted into the Auto FEC block
http://wiki.spench.net/wiki/Gr-baz#auto_fec
Blocks inside green rectangle provide network-receive functionality of baseband signal via BorIP
http://wiki.spench.net/wiki/BorIP



Creating Auto-FEC:
sample_rate: 800000
ber_threshold: 2048
ber_smoothing: 0.01
ber_duration: 8192
ber_sample_decimation: 1
settling_period: 4096
pre_lock_duration: 8192

De-puncturer relative rate: 1.000000
==> Using throttle at sample rate: 800000
==> Using lock throttle rate: 50000
Auto-FEC thread started: Thread-1
Skipping initial samples while MPSK receiver locks: 4096

Reached excess BER limit: 11437.1352901 , locked: False , current puncture matrix: 0 , total samples 
received: 12289
Applying lock value: 0

Beginning search...
Applying rotation: 1j

Reached excess BER limit: 11870.4144919 , locked: False , current puncture matrix: 0 , total samples 
received: 24586
Applying rotation: 1
Applying conjugation: 0

Locking current XForm

=========================================================

FEC locked: 1/2
=========================================================

Applying lock value: 1

Auto FEC

Presenter
Presentation Notes
Output of Auto FEC at runtime



Demodulated & error‐corrected

• Symbol rate = 9600 symbols/sec

• Pre‐FEC raw bit rate = 19200 bits/sec

• Post‐FEC raw bit rate = 9600 bits/sec (½ rate)

• Visualise data: look for additional clues
– Differential encoding

– Scrambling

– Structure

Presenter
Presentation Notes
Inferred downlink parameters



Visualisation

• Raw data (0: black, 1: white)

Descrambling time!



De‐scrambled

• Better, but long runs of 0s and 1s (not ideal)

Differential decoding time!



Diff. decoded & de‐scrambled

• Structured, asynchronous packets of data!

Repeating structure



Pattern Search

• Search for repeating 
strings of bits

• Try to find frame header

• Clue: sudden increase in 
# of occurrences

Preceding 1s are just part of ‘idle’ 
stream when no data is being sent



Frame analysis

• Header
– SYN SYN SYN (EBCDIC)

• Character‐oriented encoding:
– SOH
– STX
– ETX
– CRC (CCITT‐16)

• Numbers of fixed‐length messages
– Each contains an ID



Un‐pack & find patterns

0001 [20 049 200] (1/1) ff 18 80 70 01 24 e9 ae ed 26 1a 07 31 90 19 fa 00 00 03 02 00 72 e9 2e

0034 [20 051 161] (1/1) ff 18 80 70 01 24 e9 c7 ed 24 1a 07 31 90 19 fa 00 00 03 02 00 72 e9 2d

0067 [20 053 121] (1/1) ff 18 80 70 01 24 e9 d9 ed 2c 1a 07 31 90 19 fa 00 00 03 02 00 71 e9 2d

0101 [20 055 082] (1/1) ff 18 80 70 01 24 e9 ee ed 2f 1a 07 31 90 19 fa 00 00 03 02 00 71 e9 2d

0134 [20 057 043] (1/1) ff 18 80 70 01 24 e9 ff ed 36 1a 07 31 90 19 fa 00 00 03 03 00 72 e9 2e

0167 [20 059 004] (1/1) ff 18 80 70 01 24 ea 10 ed 40 1a 07 31 90 19 fa 00 00 03 02 00 72 e9 2d

0200 [20 060 221] (1/1) ff 18 80 70 01 24 ea 24 ed 43 1a 07 31 90 19 fa 00 00 03 02 00 73 e9 2d

0233 [20 062 182] (1/1) ff 18 80 70 01 24 ea 3b ed 44 1a 07 31 90 19 fa 00 00 03 02 00 72 e9 2d

0266 [20 064 142] (1/1) ff 18 80 70 01 24 ea 4d ed 4c 1a 07 31 90 19 fa 00 00 03 03 00 74 e9 2c

0299 [20 066 103] (1/1) ff 18 80 70 01 24 ea 62 ed 4f 1a 07 31 90 19 fa 00 00 03 03 00 71 e9 2c

0332 [20 068 064] (1/1) ff 18 80 70 01 24 ea 75 ed 54 1a 07 31 90 19 fa 00 00 03 04 00 70 e9 2c

0365 [20 070 025] (1/1) ff 18 80 70 01 24 ea 80 ed 62 1a 07 31 90 19 fa 00 00 03 03 00 6d e9 2d

0398 [20 071 242] (1/1) ff 18 80 70 01 24 ea 98 ed 64 1a 07 31 90 19 fa 00 00 03 02 00 6b e9 2d

0431 [20 073 203] (1/1) ff 18 80 70 01 24 ea a7 ed 6e 1a 08 31 90 19 fa 00 00 03 00 00 6c e9 2d

0464 [20 075 164] (1/1) ff 18 80 70 01 24 ea bc ed 71 1a 08 31 90 19 fa 00 00 03 00 00 6c e9 2d

0497 [20 077 125] (1/1) ff 18 80 70 01 24 ea cf ed 76 1a 08 31 90 19 fa 00 00 02 99 00 6d e9 2d

0530 [20 079 086] (1/1) ff 18 80 70 01 24 ea e8 ed 76 1a 08 31 90 19 fa 00 00 03 00 00 6b e9 2b

0563 [20 081 047] (1/1) ff 18 80 70 01 24 ea f7 ed 80 1a 08 31 90 19 fa 00 00 03 01 00 69 e9 2b

0596 [20 083 008] (1/1) ff 18 80 70 01 24 eb 06 ed 8a 1a 08 31 90 19 fa 00 00 03 01 00 66 e9 2b

0630 [20 084 225] (1/1) ff 18 80 70 01 24 eb 1b ed 8e 1a 08 31 90 19 fa 00 00 03 01 00 67 e9 2b

0663 [20 086 187] (1/1) ff 18 80 70 01 24 eb 30 ed 92 1a 08 31 90 19 fa 00 00 03 01 00 6a e9 2c

0696 [20 088 148] (1/1) ff 18 80 70 01 24 eb 45 ed 95 1a 08 31 90 19 fa 00 00 03 01 00 70 e9 2c

0729 [20 090 109] (1/1) ff 18 80 70 01 24 eb 59 ed 99 1a 08 31 90 19 fa 00 00 03 03 00 73 e9 2c

0762 [20 092 069] (1/1) ff 18 80 70 01 24 eb 6b ed a1 1a 08 31 90 19 fa 00 00 03 03 00 75 e9 2b

0795 [20 094 030] (1/1) ff 18 80 70 01 24 eb 7b ed a9 1a 08 31 90 19 fa 00 00 03 03 00 76 e9 2b

0828 [20 095 247] (1/1) ff 18 80 70 01 24 eb 8e ed af 1a 08 31 90 19 fa 00 00 03 03 00 75 e9 2b

0861 [20 097 208] (1/1) ff 18 80 70 01 24 eb a2 ed b3 1a 08 31 90 19 fa 00 00 03 02 00 74 e9 2b

0894 [20 099 169] (1/1) ff 18 80 70 01 24 eb b7 ed b6 1a 08 31 90 19 fa 00 00 03 03 00 72 e9 2b

0927 [20 101 130] (1/1) ff 18 80 70 01 24 eb ca ed bd 1a 08 31 90 19 fa 00 00 03 03 00 71 e9 2b

0960 [20 103 091] (1/1) ff 18 80 70 01 24 eb da ed c4 1a 08 31 90 19 fa 00 00 03 03 00 70 e9 2b

0993 [20 105 052] (1/1) ff 18 80 70 01 24 eb ef ed c9 1a 08 31 90 19 fa 00 00 03 03 00 70 e9 2b

1026 [20 107 013] (1/1) ff 18 80 70 01 24 ec 03 ed cd 1a 08 31 90 19 fa 00 00 03 03 00 71 e9 2b

#

Message header

16‐bit signed

BCD

8‐bit signed



Graphing the Data
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Left-hand graph is XY plot of 16-bit signed integer pairs
Right graphs are two of the 8-bit signed streams



Graphing the Data
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Multiple channels of TDMA bursts with synchronisation tone
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Not a signal – actually just white noise (to test the channel)!



STANAG 4285

Presenter
Presentation Notes
http://www.n2ckh.com/MARS_ALE_FORUM/s4285.PDF



STANAG 4285

2400 baud

Presenter
Presentation Notes
Simple cyclostationary analysis



80 (preamble) +
4 x 32 (data) +
3 x 16 (channel probe)
@ 2400 bps
= 106.66 ms

Presenter
Presentation Notes
Repeating frame structure of STANAG 4285
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XY plot of STANAG 4285 after order 8 PSK reception



Digital
Radio
Mondiale

Presenter
Presentation Notes
http://en.wikipedia.org/wiki/Digital_Radio_Mondiale



Cyclic Autocorrelation Function

Un‐guarded 
symbol time

Total symbol 
periodicity

Han, Sohn & Moung,"A Blind OFDM Detection and Identification Method 
Based on Cyclostationarity for Cognitive Radio Application"

Presenter
Presentation Notes
Paper suggests exploiting cyclic prefix and cyclostationarity of OFDM due to transmitter pulse-shaping filter
http://wiki.spench.net/wiki/OFDM



Un‐guarded Symbol Time

21.33 ms

Presenter
Presentation Notes
Looking at peaks in cross-section of 3D plot at periodicity of 0 Hz



Total Symbol Duration

~37.48 Hz = 26.6 ms

Presenter
Presentation Notes
Smaller peaks in between middle and next-highest (between the arrow) are `further in’ (deeper) at zero lag (see 3D plot)



Top‐down DRM Symmetry

Presenter
Presentation Notes
Top-down view of 3D plot
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Red: First FastAutoCorrelation of decimated/translated baseband (for un-guarded symbol time)
Green: Performs cyclostationary lag by configurable amount (based on first peak in first FAC)
Blue: Second FAC of lagged baseband (for total symbol duration)



21.33 ms

(1 Msps / 50) x 21.33ms = 426.6

Presenter
Presentation Notes
Un-guarded symbol time
Divide by 50 since flowgraph is decimating by 50 in Frequency Xlating FIR Filter block



26.66 ms

Presenter
Presentation Notes
Total symbol duration inferred from first peak



DRM Class B

Modulation property  Value 

Un‐guarded symbol time  21.33 ms 

Sub‐carrier spacing  46 7/8 Hz 

Guard interval  5.33 ms 

Total symbol duration  26.66 ms 

Guard interval ratio  1/4 

Symbols per frame  15 

1 / (21.33 ms)

Presenter
Presentation Notes
Profiles: http://en.wikipedia.org/wiki/Digital_Radio_Mondiale#Modulation
Sub-carrier spacing is inverse (or ‘frequency’) of un-guarded symbol time



Software Defined
Radio Direction Finding



SDR Direction Finding



Antenna 
Array



Start



Drive

Direction Measurement



Complications: Coogee

Line of sight



Complications

• Line‐Of‐Sight
– Beware of reflections

• Descending into ‘valley’…



Listen: Multipath

Multiple reflections 
confusing FM detector

Inch forward until audio ‘clears up’

DC Phase (range) Strength

Presenter
Presentation Notes
DC: increases when input to quadrature demod ‘de-tunes’
Strength: magnitude of Doppler bin



Done
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http://qr.ettus.com/
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MUSIC DOA GUI
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Video of lab test
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Video of lab test
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http://qr.ettus.com/
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Video of DOA tracking the transmitter as it is moved around the car
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Presentation Notes
Video of DOA tracking the transmitter as it is moved around the car



Presenter
Presentation Notes
Video of DOA being plotted during drive




GNU Radio MUSIC DOA block

Presenter
Presentation Notes
GNU Radio MUSIC DOA block in https://github.com/balint256/gr-baz
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Presentation Notes
Whatever the situation, there’s always SDR.



Police Checklist

• Car’s rego paper

• Amateur Radio licence

• Antenna structural redundancy

• Dress code

• Clean‐shaven

• Hide Motorola XTS radios

• Avoid turning around and trying to desperately 
disconnect antennas

Presenter
Presentation Notes
ISS rooftop



Gedanken: TX

DO NOT TRY THIS AT…

WHEREVER!

Presenter
Presentation Notes
Seriously… don’t do it!



Gedanken: Pagers

• Don’t like a doctor/nurse?

– Send them on many a wild goose chase

• Is your arch‐nemesis in hospital?

– Tell them to remove the other ********

• Need to distract security?

– Issue an ‘automated’ alert

Presenter
Presentation Notes
Seriously… don’t do it!



Gedanken: Mode S

• Want to reach cruising altitude a little quicker?

– Put a ‘plane’ heading towards you (at a slightly 
lower altitude)

• Think the pilot made the wrong choice in deciding to 
land?

– Put a ‘plane’ on the runway

• Want to display a message on everyone’s radar 
screen?

– Spell one using ‘aircraft marker’ art

Presenter
Presentation Notes
Seriously… don’t do it!



Gedanken: ACARS

• Don’t want to fly on a particular aircraft?

– Send a severe fault report

• Was the flight a little bumpy?

– Send an engine performance report to RR with 
large vibration values

• Need to message the cockpit privately?

– Address the message to cockpit printer #1

Presenter
Presentation Notes
Seriously… don’t do it!



Gedanken: Satellite

• Uplink power is generally kept at the minimum level 
to save money

• Depends on the weather:

– Clear sky: a few W

– Heavy rain: a few kW

• Turn yours up to (theirs + 1)

• “…a malfunctioning UPC system can interfere with 
other services and even damage a satellite Travelling 
Wave Tube Amplifier…”



Gedanken: Satellite

• Uplink power is generally kept at the minimum level 
to save money

• Depends on the weather:

– Clear sky: a few W

– Heavy rain: a few kW

• Turn yours up to (theirs + 1)

• “…a malfunctioning UPC system can interfere with 
other services and even damage a satellite Travelling 
Wave Tube Amplifier…”

Presenter
Presentation Notes
Seriously… don’t do it!



Gedanken: FasTrak

• Don’t want to pay the toll?

– Masquerade as anyone else
• Collect IDs by standing on an overpass

• Want traffic management (511) to think there’s an 
auto‐stampede?

– Respond with lots of different valid IDs

• Keep tabs on someone?
– Look out for their tag ID

Presenter
Presentation Notes
Seriously… don’t do it!



Remember: be legal and be….



balint@ettus.com @spenchdotnet

http://wiki.spench.net/wiki/RF

http://spench.net/

GitHub: balint256

balint@spench.net
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