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Worldwide malware ecosystem
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C2 malware signatures
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Tactics, techniques, and procedures

Stream Content

POST /is-ready HTTP/1.1

Accept: */*

Accept-Language: en-us

User-Agent: (N | >admin<|>Microsoft Windows 7 Professional <|>plus<|>nan-av<|>false - 4/30/2014
Accept-Encoding: gzip, deflate

Host: sil

Content-Length: 0

Connection: Keep-Alive

Cache-Control: no-cache

V][’
2YLZgNin2KrZgNmEINmMF2YDY09is2YDZiINixXzZQWMENENTEw|'|'|
Remote PC|'|'ladmin|'['|2013-04-22|'|'|USA|'|'|Win XP Professional SP2
x86[''INo]|'|'|0.5.0E]|'|'|..['|']

QzpcVOIORE9XU1xze XNOZWO0zMIxjpWQuZXhl|'|'|[endof]
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Every industry vertical owned

Health
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Callbacks: ebb and flow
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Knock Knock
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Hiding in Plain Site

* Vertical Analysis: Education
Library
CS department
School of Law

 Vertical Analysis: Government

» Country to Country

* Less talk, more rock:
* For 2013 - APT 2.49, Non 5.92
* For 2014 - APT 1.6, Non 12.10
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Hiding in plain “site”

* Unique initial ChC communications:
« 200+ variants of google (gooqle)

« 200+ variants of firefox (firefoxupdata)

« 50+ variants of Facebook (faceboak)

« 100’s of Microsoft related variants (microsocft,
windosw)

«  Spoofed security or AV sites
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Semantic signatures
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World C2 network map
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World C2 network heatmap
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Connectivity and malware

Broadband vs. C2 Rankings: 2013
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Callbacks by vertical / country
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The king of malware
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USA: the top callback destination
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Callback destinations from South Korea
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Overlap: investigative headache
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USA: also a favorite target




Israel: traffic analysis
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Geopolitical reflection: Ukraine crisis
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Geopolitical reflection: Israel-Gaza crisis
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