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What is ClearSCADA ? 

• Open source platform designed for managing remote 

SCADA systems 

• Optimizes the SCADA functionality 

• Object-oriented Architecture (OOA) representing assets 

and information 

• Multiple remote management interfaces  

• Considers as one-software package 

 

• More Information 
– http://plcsystems.ru/catalog/SCADAPack/doc/ClearSCADA_spec_eng.pdf 



ClearSCADA –  Architecture 

 

 

 

 

 

 

 

 

 

• ClearSCADA – Network View 
– Refer : http://www.999automation.com/blog/?p=4465  

 



ClearSCADA Components! 

• ClearSCADA Server 

– Runs as a server under Windows operating system 

• ClearSCADA ViewX Client 

– Windows thick client application providing user interface for 

managing ClearSCADA 

– ViewX does not store SCADA data on the underlined system 

• ClearSCADA WebX Client 

– Web client (browser-based) designed for providing user 

interface to ClearSCADA  
 



ClearSCADA – WebX Client! 

• Web-X Client  
 



ClearSCADA – WebX Client! 

• Web-X Client Information 

– Designed for Internet Explorer browser and: 

• Served as an ActiveX Plugin from the ClearSCADA server 

• Integrated as a part of ClearSCADA server 

• Majority of the SCADA data can be queried 

• Web-X displays graphics, alarm page, trend viewer, SQL lists and 

diagnostics.  

• Operators can view, control, acknowledge alarms, execute reports etc. 

• Web-X Client – Design Security or Constraints 

– Cannot be used to configure SCADA database 

– Cannot be used to alter SCADA settings 

– Cannot be used to edit graphic displays 

 

 



Web-X Client Design 

 

• Other browsers might not display the information and 

raise notification 

• If you want to display information in any browser in 

XML or other format, simply remove the “applet” word 

from the URL 

• Example:-  

– http://<truncated-host>/db/OPCGROUP.Default?applet 

– http://<truncated-host>/db/OPCGROUP.Default 

 



Web-X Client Design 
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ClearSCADA – WebX Client! 

• Configuration 
• Refer : http://www.opssys.com/InstantKB/Article.aspx?id=13592 

 



ClearSCADA – WebX Client! 



What WebX Client Reveals ! 

• Objects Revealing Information  
 



What WebX Client Reveals ! 

• Server Status Information 
 



ClearSCADA – WebX Client! 

• C-SCAD Tool 
 



Why C-SCAD ? 

• Efforts towards building more dedicated SCADA 

penetration testing tools 

• Web-X client interfaces are not well secured and can 

reveal ample amount of information about SCADA 

deployment 

• In certain deployments, direct access to Web-X client 

can give access to specific web pages revealing 

information 
– If not, C-SCAD does the testing and information mining for the penetration 

testers 

 



What this Tool does ? 

 

• Enumerates active users configured for the Web-X access 

• Enumerates configured databases and SQL lists for the 

ClearSCADA 

• Performs complete configuration check for exposed components 

• Verifies access to diagnostic page and dumps required 

information 

• Executes dictionary attacks for checking weak credentials 

• Triggers Shodan search queries for exposed ClearSCADA Web-X 

client on the Internet 

 

 



ClearSCADA – WebX Client! 

• Enumerating the list of active users ! 
 



ClearSCADA – WebX Client! 

• Enumerating the Databases ! 
 



ClearSCADA – WebX Client! 

• Available Reports Information ! 
 



ClearSCADA – WebX Client! 

• Available SQL Commands ! 
 



ClearSCADA – WebX Client! 

• Diagnostic Page Check ! 
 



ClearSCADA – WebX Client! 

• Dictionary Attack: 
– No CAPTCH 

– Tool uses a slow mode for this attack 

– It open source, so alter as per your convenience  

 



ClearSCADA – WebX Client! 

• Shodan Search – ClearSCADA Deployments  
 



What Else …. ? 

• Integrated check for released vulnerabilities with details 

• Known security advisories: 
– http://resourcecenter.controlmicrosystems.com/download/attachments/28311675/Te

chnical+Support+Bulletin+-+ClearSCADA+Security_V010.pdf 

– http://resourcecenter.controlmicrosystems.com/download/attachments/29426140/Te

chnical+Support+Bulletin+-+ClearSCADA+Security+V5.pdf 

– http://ics-cert.us-cert.gov/advisories/ICSA-10-314-01A  

 

• A few vulnerabilities have been reported to ICS-CERT 

while working on this tool. Details will be released once 

these are patched. 

 



ClearSCADA Demo Version 

• ClearSCADA free demo request for evaluation purposes 
• http://resourcecenter.controlmicrosystems.com/display/public/CS/SCA

DA+Expert+ClearSCADA+Free+Trial+Download+Request 

 



Conclusion ! 

• More dedicated tools are required for testing SCADA 

software 

• Security assessment depends heavily on the design of 

software and its working 

• Standard tools might not work on the target software 

because of their inability to understand the context  

 



Thanks ! 

• BlackHat Arsenal Team – http://www.blackhat.com 

• ToolsWatch - http://www.toolswatch.org/  

• Jeremy Brown (@dwordj) for providing his 

vulnerability PoC to be added in the tool 

• Tool will be available at : http://cscad.secniche.org  

 


