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Id CVE-2015-0310 

 
Desc Adobe Flash Player before 13.0.0.262 and 14.x through 

16.x before 16.0.0.287 on Windows and OS X and before 
11.2.202.438 on Linux does not properly restrict 
discovery of memory addresses, which allows attackers 
to bypass the ASLR protection mechanism on Windows, 
and have an unspecified impact on other platforms, via 
unknown vectors, as exploited in the wild in January 
2015.           
                             

URI http://www.scaprepo.com/control.jsp?command=viewX
ML&id=CVE-2015-0310 

Created-Date 2015-01-27 

Modified-Date 2015-02-05 

Score 10.0 

Exploitability_score 10.0 

Impact_score 10.0 
Access_vector NETWORK 

Access_complexity LOW 
Availability_impact COMPLETE 

Authentication_status NONE 
Confidentiality_impact COMPLETE 

Integrity_impact COMPLETE 

Ext_ref CONFIRM  
http://helpx.adobe.com/security/products/flash-
player/apsb15-02.html 

Published-Date 2015-01-23 

Generated-Date 2015-01-26 
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